ON &
IZOT ROUTER STANDALONE EDITION
INSTALLATION OVERVIEW

MAY 2015




+ Provided that Avenet Memec have your email address, these
slides will be sent out to you
¢+ The session is being recorded for download purposes

¢+ Please hold questions until the Q&A at the end of the session

e E C H E LD no 2015 Echelon Corporation Confidential
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IzoT Product Road Map for Buildings
lzoT Routers

Documentation

Configuring the Router

Using the IzoT Router with U60 DIN
Network Interfaces

Restoring Factory Defaults
LonTalk/IP Vs IP-852 & Config Server

Do | need an I1zoT Router in a LonTalk/IP
Network?

Migration for Existing Networks

Installing the 1zoT Router in a LonTalk/IP
Network

Host IP and LonTalk/IP Addressing
LonTalk/IP Derived Addresses
IP Addressing Compression

* & ¢ o

O O I SR

LonTalk/IP Multicast Addressing
Mapped Addressing
IP Routes

IzoT Net Services Lontalk-IP
Interfaces

Finding the Host IP Address &
LonTalk/IP Address of the 1zoT
Router

Persistent Routes for PCs and Linux

P eVl sl ol el ad)

colriputeis

Commissioning with 1zoT CT

Using the IzoT Router with BACnet
Using SSH & SFTP

Updating the |1zoT Router Software
Summary

Q&A
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1IZOT PRODUCT ROADMAP FOR BUILDINGS

Field Components and Tools Development Tools
Management Tier
L= E e E .| 0 || g 0B
IzoT Net Server - -
Shipping lzoT CT IzoT SDK 2 IzoT ShortStack
Shipping FCS Jun’15 FCS Jun’15

Control Tier

— 9 BACnet®
0

U60 Module

E AT NodeBuilder 4.4
FCS Jun’15 FCS Jun’15 Shipping
Device Tier S i
FT 6050 / 6010 CPM 4200
Neu_ron_6050 Wi-Fi Module T
Shipping FCS Jul’15 CPM 4200 Wi-Fi EVK

FCS Jul'15
& ECHELON 4



1ZOT ROUTERS

INTEGRATE MULTIPLE LINKS AND PROVIDE CLOUD ACCESS

EVK Edition: Now
Standalone Release: Jun’15

& ECHELON

¢ |zOT Router

Easy connectivity to head-end
applications and cloud services

Multi-channel

FT, Ethernet, and optional Wi-Fi

Expand with up to four external USB
modules for 7-channel routing

Multi-protocol

LON (Classic LonTalk)
LonTalk/IP

BACnhet/IP (option)
IP-852 (new for Jun’15)

lzoT Server with REST API for custom
Web page support

Custom Python app support

¢ U60 DIN Network Interfaces
— FT and RS-485 models .
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Documentation is available online now

L 2

¢ http://www.echelon.com/docs/izot

=
PO T T - = b oot o ertation ot e i oo K o B @ =

Introduction

*

Topics covered:
— Setting up the IzoT Router
— Determining the IP address of your I1zoT Router
— Using the LED indicators
— Configuring a DHCP reservation
— Assigning a fixed IP address . 7
— Reading the 1zoT Router LED indicators R ER e e e
— Using the IzoT service/connect button R
— Configuring the I1zoT Router B
— Restoring the IzoT Router factory defaults
— Installing the I1zoT Router in a LonTalk/IP network
— Installing multiple 1zoT Routers in a network
— RNI and IP-852 network interfaces
— Using the built-in LON FT channel and adding U60 DIN network interfaces
— Using the protocol analyser RNI
— Updating the IzoT Router software
— Troubleshooting

vevvevevem i

15 and network

 project for easy access i P The
es. A Framium Ediion Mamtenance Renewal is svaiabie 1o add an

-
< ECHELON 2015 Echelon Corporation Confidential 6



Default router user name and password is admin/password
Default server user name and password is admin/admin
Other server web pages use izot/izot

Default Secure Shell (SSH) and Secure FTP (SFTP) user name
and password is debian/debian

— More later....

¢ ¢ ¢ o

-
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¢ Ethernet and LonTalk DHCP Vs Static addressing
— Configurable in “Network” tab
— Reboot needed for changes

¢ LonTalk DHCP
— Configurable in “DHCP” tab
— Server, Relay or disabled L. .
— Reboot needed for changes T —— S B®=

£ ECHELON

+ |zoT Router Services

— Configurable in “Features” tab | NETWORK CONFIGURATION
— IzoT Server

- RN .

— LonTalk routing -

— BAChnet routing

— FT Termination |

= ECHELON



¢ [zoT Router System Configuration
— Configurable in the “System” tab
— User name and password S—
— Reboot
— Reset to factory defaults

+ [zOT server p———— —
— Accessed via the “Server” tab

IzoT™ Server

|zoT Dashboards IzaT Documentation
= casnboas
| S 4
oo

— ECHELORN 2015 Echelon Corporation Confidential B 9



USING THE U60 DIN NETWORK INTERFACE WITH
AN 1ZOT ROUTER

¢ Up to 4 U60 DIN FT or U60 DIN RS-485 (or a combination)
Network Interfaces can be used with an 1zoT Router to provide
additional network connectivity.

00 D071:10:00:61 | Contgured. Oniing | 00-D gured. Onsng || Senvice Fin
00 DO 0 00 8A | Configured. Online | 00 D0 71:10 5\‘-8 Confgured. Onfine || Service Pin

U60 DIN Install Code
03544

-
< ECHELON 2015 Echelon Corporation Confidential 10
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RECOITURINGU IAU I RUUICR FACUIURY UCFAULIY
¢ Use the “System” tab or...
¢ Press the connect button
Using a paper clip press the Reset button
'r' A
f{ IzoT™ Router = |
L > I

_——

Wait 10 seconds until the Connect LED starts flashing red
Release the connect button or..
Hold the connect button while power cycling the 1zoT Router

¢+ |zoT Server defaults are set per the 1zoT SDK User’s Manual

-
< ECHELORN 2015 Echelon Corporation Confidential 11
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Channel D escription:

] wihere unknown [orph
tion Server placed.

M etworl,
Enabled

Show Log

devices are

= ECHELON
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DO | NEED AN IZOT ROUTER TO CREATE A
LONTALK/IP NETWORK?

Occupancy
Luminosity

[ Rk
Temperature / v b
Humidity

Environmental
Sensor

1zoT SDK

Ethernet/ Wi-Fi
Access Point

LED
Controller

-
< ECHELON 2015 Echelon Corporation Confidential



192.168.8.41

FT|Channel

192.168.8.1/

192.168.11.19
192.168.11.19

Ethernet & Wi-Fi Channel

-
— ECHELORN 2015 Echelon Corporation Confidential 14



INSTALLING THE 1ZOT ROUTER IN A LONTALK/IP
NETWORK

+ IzoT Router default is to use Interoperable Self Installation (ISI)
+ Default “Router Type” is a repeater

¢ Can be managed by an 1zoT Net Server

— 1zoT Net Server will automatically configure it for remote network
management during commissioning

+ Multiple routers can be used to support large networks
— 300 device for networks managed by ISI
— 32,385 devices for networks managed by 1zoT Net Server

-
— ECHELORN 2015 Echelon Corporation Confidential 15



LINCT ID ANID INNITAIKZ/ZID ANNDDCECCINIA
NI IF AIND LUINITALN I AUDUURLCOJIING
¢+ Each device in a LonTalk/IP | o -
User C/C++ User Python
network has tWO types Of [ Application y h Application
addresses: f f !
— Host IP address [ CAPI Python Package
¢ ASSigned typically by a DHCP server [ Self-installation Engine ]
— Lontalk/IP address :
« Assigned by Interoperable Self [ SRS ]
Installation (ISI) engine _
| Linux UDP/IP Stack )
e |zOoT Net Server ! Y
- Derived from LonTalk D/S/N address _smp R J

Ethernet/ v
Wi-Fi

" FT6050
+
SMIP

-
< ECHELORN 2015 Echelon Corporation Confidential 16




LONTALK/IP DERIVED ADDRESSES

¢+ Domain ID length O: IP address is of the form 192.168.S.N
— Setin OpenlLNS Object Browser

Domain ID length 1 with value DD: IP is of the form 10.DD.S.N

Domain ID length 2 with the value D1D200 (last byte must be
zero): IP address is of the form D1D2.S.N

LonTalklpAddressCalculator.exe

P

LonTalk/IP Address Calculator [

% IP -> LonTalk Address

" LonTalk -> IP Address
IP Address
| 192,168.11.2

LonTalk Address

(¥ Subnet/Mode Domain ID (HEX) Subnet ModeID  Group ID
" Domain Broadcast ’7 11 2 1

(" Subnet Broadcast

" Group

-
< ECHELON 2015 Echelon Corporation Confidential
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IP ADDRESS COMPRESSION
IPv4

¢+ 0O-length domain ID

g Bits g Bits g Bits 7 Bits

IPv4 192 168 5 M
g Bits 7 Bits
IzoT compressed IP packets 5 M

= ECHELON



IP ADDRESS COMPRESSION
IPv4

¢ l-byte length domain ID

g Bits g Bits g Bits 7 Bits

IPv4 10 01 3 |

L]

g Bits g Bits 7 Bits

IzoT compressed IP packets 01 $ M

= ECHELON



IP ADDRESS COMPRESSION

IPv4

¢ 3-byte length domain ID

IPv4

IzoT compressed IP packets

= ECHELON

g Bits g Bits g Bits 7 Bits

A

g Bits g Bits g bits g Bits 7 Bits

0l 02 oo 3 M

T

Last Domain byte forced to 0



IPv4 ADDRESS COMPRESSION/DECOMPRESSION

EXAMPLE

L 19268123

IzoT Device on Eth

IzoT Router

IP over Ethernet

--|192.168.2.30| \192.168.2.31'—-

- -/2/30 =/2/81 &-

(> 192168123 | | 102168125
L"H | -/1/25 ‘----’

‘ 192.168.1.25 ‘

|IzoT Device on Eth

l -12/30 ‘

& ECHELON

IP over FT

(compressed)

|IzoT Devices on FT

& -12/31 ‘




IPv4 ADDRESS COMPRESSION
DECOMPRESSION EXAMPLE

IP over Ethernet

IzoT Device on Eth "lw wj— IzoT Device on Eth

- -/2/30 =/2/81 %=

IzoT Router

IP over FT

(compressed)
l -/2/30 ‘ \ -12/31 ‘

|IzoT Devices on FT

& ECHELON



IPv4 ADDRESS COMPRESSION
DECOMPRESSION EXAMPLE

IzoT Device on Eth

IzoT Router

IP over Ethernet

--|192.168.2.30| \192.168.2.31'—-

-+ -/2/30 | -2/31 -

l -12/30 ‘

& ECHELON

(compressed)

|IzoT Devices on FT

‘ 192.168.1.25 ‘

|IzoT Device on Eth

e
IP over FR'

& -/2\/31 ‘




IPv4 ADDRESS COMPRESSION

COMPRESSION EXAMPLE

IP over Ethernet

IzoT Device on Eth

IzoT Router

--|192.168.2.30|

- -/2/30 |

v
\192.168.2.31'—

H
1
—— 231 -2

‘ 192.168.1.25 ‘

|IzoT Device on Eth

l -12/30 ‘

& ECHELON

IP over FT

(compressed)

|IzoT Devices on FT

& -12/31 ‘




+ LonTalk/IP uses domain broadcast, subnet broadcast and
group addressing

+ LonTalk/IP passes network wide broadcast, subnet broadcast
and group addressing through an IP infrastructure using IP
multicast addressing

— BACnet uses BACnet/IP Broadcast Management Device (BBMD)
hardware to achieve network wide addressing at extra cost

-
— ECHELON 2015 Echelon Corporation Confidential 25



+ Messages with a destination address of 239.192.0.s should be
forwarded to the “.s” subnet

+ Messages with a destination address of 239.192.0.0 should be
forwarded to all subnets within the network

+ Messages with a destination address of 239.192.1.g should be
forwarded to all subnets in the network

All traffic will use source and destination port 2541
Intermediate IP routers should be set up accordingly
— VLANSs can help

-
< ECHELON 2015 Echelon Corporation Confidential 26
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+ Mapped addressing allows one 1zoT devices to learn another’s
host IP addresses allocated by the IP infrastructure

+ The first transmission to a device in a peer to peer connection
Is always sent using a LonTalk/IP multi-cast address with the
destination LonTalk/IP address encapsulated

The recipient will reply from its host IP address

The LonTalk/IP address will be encapsulated in the reply or it
will be indicated that the LonTalk/IP address can be derived

from the host IP address

+ Subseqguent transactions will use the actual host IP address as
the target address

-
— ECHELON 2015 Echelon Corporation Confidential 27



DD
rr

Device A has host IP address of 10.3.124.55.

LNS assigns its address to domain 050600, subnet 1, node 2
(05.06.1.2).

When sending to 050600/1/2, LNS uses IP multicast address
239.192.0.1 and includes the destination domain/subnet and
node Id in the UDP packet.

Device A responds with source host IP address of 10.3.124.55
and includes its LonTalk address in the UDP packet.

LNS learns from this that the IP unicast address for 050600/1/2 is
10.3.124.55, so subseguent messages to 050600/1/2 are sent
using the unicast address 10.3.124.55 and include the
Lontalk/IP destination address in the UDP payload.

-
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Device B has host IPaddress 05.06.1.3

LNS assigns LonTalk/IP address of domain 050600, subnet 1,
node 3, which happens to be the same as the host IP
address.

When sending to 050600/1/3, LNS uses IP multicast address
239.192.0.1 and includes the destination domain/subnet and
node Id in the UDP packet.

Device B responds with source IP address of 05.06.1.3 and
Indicates that the LonTalk/IP source address can be derived
from the IP source address.

LNS learns from this that the IP unicast address for 050600/1/3 is
derived, so subsequent messages to 050600/1/3 are sent using
the unicast address 05.06.1.3 and do NOT include the
LonTalk/IP destination address in the UDP payload.

-
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IP routes tell a device how to reach another device on a different
IP subnet when using unicast addressing

Routes are part of a default gateway’s configuration
Can be manually added to a device (if supported)

If a device does not know how to reach an address, it will forward
the message to the default gateway for it to handle

IzoT Router’s “near” and “far” LonTalk/IP subnets can be found in
the Identifiers tab of the router properties in CT or by looking at
the router’s domain tables from NodeUtil

IzoT Router’s host IP address can be found from the DHCP server
or NodeUtil

If a router’s LonTalk/IP address is not the same as its host IP
address a route is needed for it to respond to unicast addressing

— CT manage test

-
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Add-Ins

>

[0

LED Controller

192.168.11.15
192.168.11.15

LT =] L8]

DIO

L u - . o i B Bring Form .
rial cupt v A A X It PointerTool|[T]+  SrFinl ZEH] EI & Bring Forward 44 Find
23 Copy R .| &F Connectar X o Line - [ Send Backward - | ¥ Layers -
Paste o o 5= Auto Align Position ,_.
o Format Painter B 7 U aehar A Text G | dshadow- | “mspae o+ LB]Group Ly Select -
Clipboard | Font Paragraph | Tools | shape | Arrange | Editing |
[} Iz0T Demo CaseVSD o B o= ﬂl
7

LonTalk + LonTalk/IP + BACnet/IP + UDP

192.168.8.41

FT|Channel

) Env Sensor_I)) 192.168.8.1

192.168.11.8
192.168.11.8

192.168.11.6

192.168.11.6 192.168.11.19

192.168.11.19

BACnet MS/TP to
BACnet/IP Router

192.168.11.1

lﬂliE@

OpenLNi Network Interface

192.168.11.12

Ethernet & Wi-Fi Channel

192.168.11.53
192.168.11.18

192.168.13.1

FT-10 #2

192.168.13.4

-

W4y M| 1 _Title Blocks -~ %d 7

IE] il |

Pagelofl \ English (U.K} | = \

¥l

Bz m=c——0 @@ @ & |
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T NIECT QED\/IEQ |
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O
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170
VAW,

+ Found under I1zoT Net Service Utilities

[ LonTalk/IP Interfaces _ =
LonTalk /TP Interfaces I ;I
IP Interfaces I LI

Modify Delete l

-
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FINDING THE HOST IP ADDRESS & LONTALK/IP OF
THE IZOT ROUTER

¢ From NodeUtil

¢ From IzoT CT

¢ From DHCP server

" g9 |

-
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Addresses

Router LAN Host IP LAN LonTalk/IP | LON LonTalk/IP
Address Address Address

RTR-1 192.168.11.19  192.168.11.19 192.168.8.1
RTR-2 192.168.11.53  192.168.11.18 192.168.13.1

Routes

Router LonTalk/IP Subnet Mask Gateway
Address

RTR-1 192.168.8.0 255.255.255.0 192.168.11.19

RTR-2 192.168.11.18  255.255.255.255 192.168.11.53
192.168.13.0 255.255.255.0 192.168.11.53

Note: Routes to different subnets are a normal IT setup procedure

-
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@) ASUS Wireless Router RT- X

& C & |[}192.168.11.1/Advanced_GWStaticRoute_Content.asp

/SUS RT-N12D1 Reboot English

Operation Mode: whireless router Firmware Version: 3.0.0.4.376 3754

Tot Quick Internet SSID: Izol_Demo Case
’ Setup

LANIP DHCP Server Route IPTV

General

LAN - Route
Network Map

This function allows you to add routing rules into RT-N12D1. It is useful if you connect several routers behind RT-N12D1 to
Guest Network share the same connection to the Intemet.

Basic Config
Traffic Manager
Enable stafic routes

Parental Controls . e imit : 32)

Add /
- Network/Host IP Netmask Gat Interfa
Advanced Settings etwork/Hos! eimas! ateway nterface —_—

Wireless n
192.168.8.0 255.255.255.0 192.168.11.19

192.168.13.0 255.255.255.0 192.168.11.53

Py Apply
e IPv6

= N12-Dljpg T ¥ Show all downloads..,. %

-
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¢+ From a command prompt elevated to administrator:

¢ route —-p add 192.168.11.18 mask 255.255.255.255
192.168.11.53

¢+ Needed in this instance as the Host IP and LonTalk/IP
addresses are on the same subnet

— Normally handled at the default gateway

¢ Route print L

Metmask Gateway Interface
a.a 1792.168.11.1 16 1.1

a.a. a.a.a.
189.176.74.13 255.255.255.255 192.168.18.1
127.8. 255 .8.8.

a.8.8

127.255.255.255 255.255.255.255
192.168.11.8 255.255.255.8
192 _168.11.12 255 255 255 254
192.168.11.255 255.255.255.255
224.8.8.8 248.84.84.8
224.8.8.8 248.8.8.8

255 255 255 255 255 255 255
25 5.2 55.255.255.255

Netmask
255.255.255.8

Active Rout

If Metric twork Destination Gateway
1 386 =:1-128 On-link
feBA:: 64 On—link

fe8@::ccB4:cchB-4818:-a7297128
On-link
On-link
On—link

C:sWindows\systemn3d2>

= ECHELON
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 Add to /etc/network/interfaces, for example:

up /sbin/route add -net 192.168.11.18 netmask 255.255.255.255 gw
192.168.11.53

down /sbin/route del -net 192.168.11.18 netmask 255.255.255.255
e sudo route —n

debian@lzaT-Rir-7F4D: ~ Lol 0 S

GHU nano 2.2.6 File: /etc/network/interfaces

= ECHELON
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* Once commissioned with CT, if the router is using the configured algorithm:
o Will filter traffic
e You might experience lack of communications with NodelLoad or NodeUtil

» https://echelon.zendesk.com/hc/en-us/articles/204228014-How-to-use-NodeUHtil-

or-Nodeload-with-1P-852-or-LonWorks-1P-or-1zoT-Router-KB942

-
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+ The IzoT router is used to translate BACnet/IP to BACnet-over-
FT-10 (BAClon)

¢ Allows FT-10 based devices to have a BACnet/IP interface as
well as LonTalk, LonTalk/IP and UDP interfaces

BACnet routing is an option with standalone version

BACnet MS/TP availability scheduled for June 2015

— Uses RS485 transceiver connected to the Neuron Chip’s SCI I/0
model

-
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FT 6050 SUPPORT FOR BACNET/MS-TP

FT 6050

UART GPIO

BACnet/MS-TP LON/FT

& ECHELON



http://www.chiark.greenend.org.uk/

@ PuTTY Configuraticn

~sgtatham/putty/download.html
= Spssiu:un Basic options for your PuTTY session
. Logging Specify the destination you want to connect to N
- Terminal pecy ) 4 | =2 =] |&I
- Keyboard Host Mame (or |P address) Port
- Bell 192.168.11.14 22
- Features Connection type:
=I- Window Faw Telnet Rlogin @ 55H Senal
.rﬂpea@nce Load, save or delete a stored session
- Behaviour
.- Translation Saved Sessions
- Selection
CC'I':'.UFS Default Settings - | Load |
= Connection ELE —
- Data CPM 4200 = -
P DHCP =l Sae
o Left LED EE—
- Telnet P | Delete |
- Rlogin Right LED =
+- 55H
""" Seral Close window on exit:
Always Mever @) Onhy on clean exit
About | Open | | Cancel
]

= ECHELON



QECILIRE ETP (QETP)
OQCELUURE FIF \OFIF)

y
B WinSCP Login e i PN
G Mew Site Session

] E root File protocol: "
[ Router [

& LeftLED

B pi@192.168.1.38
B pi@192.168.11.14
B pi@192.168.2.18

& Fil0

& ri2 debian T

& Right LED
o e

& Router Mew

L Sensor

& ubuntu@192,158.1.19
& ubuntu@192.168.11.14

Host name: Port number:
L
192.168.11.19 25

User name: Password:

ST T .

http://winscp.net/eng/download.php

-
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In the documentation
You will need to contact support for the relevant links
Router software updates include the I1zoT Server

Download and install update

— Use SSH console to install the update

+ Re-flash using a complete router software image
— Uses a bootable USB flash drive

— Establishes factory defaults

¢ ¢ ¢ o

-
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For IzoT CT Installations:

L

*

*

Pick your domain length and ID
Create your network infrastructure in 1zoT CT

Create static routes to “far side” subnets as defined in [zoT CT
In default gateway and subsequent paths as necessary

Make sure LonTalk/IP multicast address can pass through IP
network infrastructure

Add devices in to IzoT CT, commission and test network
Job done!

-
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