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THE COURT: We're in recess for 15 minutes.
A1l rise while the jury exits.
(Whereupon, a short recess was had.)
THE COURT: We're back on the record. Members of
the jury are present as well as counsel and their clients.
Mr. Baker, you can call your next witness.
MR. BAKER: Your Honor, at this time we call
Michael Barr.
THE COURT: Raise your right hand, please.
(Witness sworn.)

MICHAEL BARR,

called as a witness, after having been first duly sworn,
testified as follows:

DIRECT EXAMINATION

BY MR. BAKER:

Q Tell us your name, please.

A Certainly. I'm Michael Barr.

Q where do you live?

A I live in Maryland, near Baltimore.
Q And are you married?

A I am.

Q And do you have any children?

A I have two boys, six and ten.

Q How old are you?

A Forty-two.
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Q And could you tell us what you do for a living?

A I'm an embedded software expert.

Q what does that mean?

A That is the question everybody always asks. well, I

will have get to what embedded software is in a minute, but
Tet me tell you a little bit about my background. I have
studied electrical engineering; that is what my degrees are
in. I have two of them, both from the uUniversity of
Maryland, a bachelor's degree and a master's degree. Along
the way, earning my electrical engineering degree, I also
studied software.

Q Let me stop you there. Pull the microphone a little
closer. Wwe're having trouble hearing you. As with Dr.

Koopman, slow down a Tittle bit.

A Sure thing.
Q You were talking about your software experience.
A Yes. So I actually started programming when I was

about 12. I grew up in a house where we had some of the
early personal computers Tlike Apple II and before that one
from Texas Instruments. So I became interested 1in
programming. And all throughout my education in electrical
engineering, which really focuses on the design of circuits
and chips, circuit boards and other electrical aspects, I
was also studying software programming, so I have been

programming for about 30 years.
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Q who do you work for?

A I am co-owner of a company called the Barr Group. I
have a partner who runs the business. 1I'm the chief
technical officer of the company, so I oversee our technical
activities.

Q what is it that the Barr Group does?

A The Barr Group helps companies that make embedded
systems. we will get to what they are, I promise you. We
help to them make them more reliable and also more secure.
So we help all kinds of different companies and a lot of
different industries. Wwe help companies who make -- I
myself have worked on receivers for Direct Tv. So if you
have a satellite dish or a cable box in your house, I have
worked on a product like that.

I have also worked on products that are industrial
control systems that are used, for example, in a factory to
do manufacturing. I have consulted with companies and have
been involved with the design of a number of medical
devices, both medical devices that are used in treating the
patients, and also those like pacemakers that could injure
someone if they malfunction.

And the Barr Group has a number of clients in a
range of industries Tike that, so industrial controls,
consumer electronics, medical devices, et cetera.

Q And I know we have got a slide up here with your
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background on it. Have you put us a PowerPoint slide
together to help demonstrate some of the testimony you will
give us today?

A I have.

Q A1l right. I know you mentioned a couple of your
degrees. Can you go back and tell us when you received
those degrees, please.

A Yes. My bachelor's degree was 1994, and my master's
degree was 1997.

Q In terms of the Barr Group where you work now, when
did you start that company?

A The Barr Group was founded about two years ago, but
it came out of another company that was founded in 1999
called Neutrino (phonetic.)

Q For the jury's benefit, can you give us a little bit
of your work and background before you started the Barr
Group.

A Sure. Wwhen I finished my bachelor's degree, I went
to work for a company that developed a lot of the
telecommunication systems. The company was called Hughes
Network Systems, and they made everything from satellite
receivers for point-of-sale equipment. Like, a gas station
in a remote area would receive and upload its pricing
information and sales records through a small satellite

terminal, and also base station equipment that is used in
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cellular base station, when you pick up your cell phone and
it connects to the tower, we made equipment for the tower.

I was involved with a project there that was called
an air phone. It was one of the first telephones on an
airplane, so we were involved in enabling that system, and I
worked on one of those products there. After that, I
finished my master's degree, and I went to work for a
company that had spun out of NASA.

NASA has a green belt Tocation just outside of
washington, DC, and some engineers had left there and formed
a company to work on satellite ground station equipment to
communicate with satellites. And I worked there for my next
job. And pretty much after that, I started consulting and
founded the Neutrino company.

Q After your work with the group that came out of NASA,
is there anything else that you did before working with the
Barr Group?

A That was the foundation of Neutrino in 1999.

Q Looking here at your slide with your background and
experience, it mentions that you have three patents. Wwhat
do those patents involve?

A I'm a named inventor on three patents, I'm not the
only inventor on any of them. Those are related to my work
with various companies that I have consulted with. So 1in

one instance, the first patent was related to a piece of
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physical therapy equipment which is 1like a -- kind of Tike a
piece of gym equipment, but it is more important that it be
safe because it is usually helping someone who is injured to
recover a muscle injury or something like that doing
repeated twisting motions or 1lifting motions and things of
that sort. So one of those is related to -- not all of them
come off the factory floor identical because of mechanical
difference and that is related to the calibration to make
sure they all behave the same way through the software.

Q Now, I know you discussed some of your work in terms
of your consulting work, but you mentioned up here that you
have done specific consulting and training in embedded
software process and architecture for reliability.

Can you explain to us what embedded software
process would mean in that context.

A Sure. I think Dr. Koopman spoke at length about
process for safety critical system design, and he talked
about some of the international standard safety processes
Tike MISRA. And I think he talked about 61508, which 1is an
international standard not specific to automotive.

So software process relates to how the software is
specified and built. And there is -- that is the process.
The architecture consulting relates to once you decided what
you want to build and that you're going to follow a coding

standard and do those other things to ensure that the
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process is in place, architecture relates to the design of
the software at a high level.

Before you get down to the individual Tine of code,
how do you structure things, and that is the architecture.
It is kind of Tike the architecture of a building. 1In the
architecture of a building, they're not necessarily
concerned with who 1is in what office and how it s
decorated, they're concerned with how many bathrooms there
are, how many floors there are, what the supports are.

Q It also mentions here reference to you served as
editor and a columnist and a conference chair. Can you tell
us about that.

A Yes. For about 3 1/2 years I served as editor in
chief of an industry publication with about 60,000 embedded
software engineers as readers. Believe it not, there is
that many of them. And the magazine focused on good
practices for designing embedded software. And our readers
were our authors, so I was serving in a selection role
selecting the best articles, the best techniques, and making
sure that they got published.

Q within that role, would that have been the time that
you published some of the 65 articles and papers that we see
here?

A I started writing articles before I did that. 1In

fact, that's how I ended up getting involved in that. My
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first article was published in 1997. And then I published
articles and columns during that time, during those 3 1/2
years, but I continued to do so right up to the present day
and other publications as well.

Q And you reference three books, and we have a picture
of those three books?

A we do.

Q Can we see that, please. When was this first book,
Programing Embedded Systems published?

A This first book was published in -- the copyright
date is 1999, but it came out late 1998. And that book was
actually very popular. It is a book that introduces new
engineers and programmers to the aspects of programming that
that are specific to designing embedded systems. So it was
sold in tens of thousands of copies. It was -- I have up
here a picture of the Japanese cover. So around 2000 or
2001, this book was translated into Japanese, Taiwanese,
Chinese, and Korean.

Then Tater in 2006, another author came along and
made a second edition of it, and I served more as an
editorial role at that time.

Q what is the next book?

A The next book is called The Embedded Systems
Dictionary. I wrote that book in 2003 with another industry

experts who had been a columnist and a contributor to the
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magazine that I was editor in chief of, and it defined about
3,000 basically engineering terms that people use our in our
industry, in the embedded system space, provided concise
definitions of them so that we could all -- many of them we
did have a common understanding, but there were certainly
some where we didn't, so we tried to rectify the Tanguage
and clarify some things. That was published in 2003.

Q what about the Tast book?

A The last book was published in 2008, and that was
called The Embedded C-Coding Standard. There has been a
second edition of it in 2012. And you heard about MISRA-C,
and I will also talk a Tittle bit about MISRA-C today. This
is not a replacement for MISRA-C. There are some embedded
programs that are not safety critical, and can use this
standard, which is designed specifically to keep bugs out of
systems and has some overlap with MISRA-C but is a
Tighter-weight version, if you will.

It is also complimentary with MISRA-C in that
MISRA- C 1is silent about style. It is more about rules that
you should use to make your program safer, and this is both
some of those safer rules and also stylistic rules to make
your programs more readable and easier to obtain.

Q A1l right. I will back up just a minute. You talked
about your consulting work and the things that you do with

Barr Group. As part of your consulting work, have you from
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time to time done exactly what you're doing here today,

acting as an expert related to software and embedded

systems?
A I have.
Q what sort of things have you done in terms of that

type of consulting?

A Probably the most common engagement I've been
involved with is patent disputes. So I've worked on patents
related to smart phones, set-top boxes Tike the Direct TV
receivers. Sometimes there are disputes between those who
patent an idea and those who make a product about whether
there is an and infringement between the two. And I often
get involved in Tooking at the source code for the product
that the accused to see if it infringes the patent or not.

Q You just mentioned the word source code. And I know
we will talk about it a Tot today. <Can you go ahead and
tell us what source code means.

A Yes. I have a example of it coming up, but the
source code is just simply for now the human readable part
of a software program. So there is the human readable part
that the programmers write and maintain, and then there is
the nonhuman readable binary part or version that the
computer understands.

And there are tools called compilers and things of

that nature that convert the human readable into the machine
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readable part.

Q Does the source code, I guess from my layperson's
view, the instructions that have been written by a human
that the computer reads so it knows what to do that?

A That is a good general explanation of it. Yes.

The source code is what the humans write to tell the
computer what to do.

Q Now, you have been retained in this case to Took
specifically at certain aspects. Can you tell us what you
were asked to do in this case.

A Yes. So I have reviewed the source code for the
engine control module in the 2005 Camry vehicle that was
driven that day. And also in the -- I reviewed the facts of
the incident in terms of what happened. And then I have
expressed opinions with respect to the software and with
respect to the incident as it relates to the software.

Q So you were asked to Took at the software and
determine whether it worked or not in this vehicle?

A That's correct.

Q And you mentioned looking at several things. 1In the
information you've looked at, have you looked at
depositions? The jury has heard about depositions. Have
you looked at depositions?

A I have.

Q Have you looked at what I call fact witness
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depositions from people who saw or witnessed things related
to the wreck?

A I have.

Q There are a number of experts, jury already heard
from a few of them. Have you looked at expert depositions?

A I have.

Q There have been -- there has been some testimony
about Toyota documents. Have you looked Toyota documents
that have been produced?

A A lot. A Tot of Toyota documents. Yes.

Q There is a bunch of boxes back here. Have you looked
at enough documents to fill many, many boxes?

A I've had access to probably more pages of documents,
but many of them were produced electronically, so I don't
know how big they would be when printed. But I imagine it
would be larger than that.

Q Have you used those as part of your analysis to
render opinions in this case?

A Yes, I have.

Q Also, as part of your analysis in this case, have you
reviewed sworn testimony of people who claim to have also
had unintended acceleration events?

A I have.

Q And have you used that to help you analyze the facts

in this case?

***** THIS TRANSCRIPT HAS NOT BEEN PROOFREAD ****%*



O 00 N o uvi »h W NN B

N NN N NN R B R B2 R B R B R
i & W N B ©O VW 6 N O U A W N R O

33

A Yes, I have.
Q As part of your review in this case -- and let me
step back -- this is not the first Toyota UA case that you

have been involved with, correct?

A That is correct.

Q Have you written reports related to those other
cases?

A Yes.

Q And in a general context, have you also written a

report that embodies much of your analysis of Toyota

software or source code?

A I have.

Q Does it encompass 13 chapters?

A Yes. It consists of a summary report and 13 chapters
of detail.

Q Is this the approximately 800 pages worth of analysis

that you have done related to Toyota software?

A That's right.

Q A1l right. what I would 1like to do now is move on to
your analysis and talk about some of the terms that we will
be hearing about, okay?

A So embedded systems is probably something you're
wondering about, it is all over my bio and things like that.
Embedded systems are simply computers that you don't think

of as computers, your microwave oven, this laser pointer,
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the Nike fuel band that I wear as a watch and a pedometer.
Those are all examples of embedded systems. Like it or not,
the world is producing over 10 billion of these a year.

In fact, when you think of a computer and you think
of a Taptop or a desktop computer, that is about one or two
percent of all the processers that are being made. A Tot of
Tess expensive processors are going into everything from
these kinds of examples to satellites in the sky, your TV.
That Tv that is there has a computer inside it and software.
So those always consist of the electronics, a processor and
software.

Q And as these embedded systems, computer embedded
software systems that you're trained and have experience in

analyzing and writing?

A Yes.
Q Are these systems also included in cars?
A They are. They have been included in cars for quite

a while. oOne of the early motivating reasons for including
a computer in the car was related to emissions control. So
putting a processor and software at the heart of the car in
order to control the spark timing is something that has been
done going back several decades now.

Q As we see on the slide, has it evolved to where it
encompasses many, many functions that go on within an

automobile?
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A Absolutely. It was probably 2006 when I saw a BMW ad
that said for the series 7 they said we have over 100
processors inside this car. And that included things Tike
in a seat, when you raise and lower electronically the seat,
there may be software involved in that with some cars. when
you can remotely control the mirrors, there may be software
involved with that. Some of the cars have automatic, the
mirror will automatically go back.

So, basically, a modern car is a network of
computers. We will talk a Tot about the engine control
module, but there are also air bag computers, and there are
also antilock brake computers, and there are a number of
other safety systems in a car that are embedded systems.

Q And we will focus through your testimony on the
electronic throttle control system?

A That's correct.

Q Let's move then to what you have specifically looked
at in terms of Toyota's source code for the electronic
throttle control system.

A So I've had access to a secure room located in
Maryland that had Toyota's source code and a number of other
source code related documents produced in it. And in that
room, I had access to the source code for the engines of a
number of different Toyota vehicles, including the 2005

Camry, but also other models 1like the Lexus ES, the Tacoma
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and some others. And for many model years, from about 2002,
when Toyota first introduced the electronic throttle
control, until generally 2010 model years.

Q And you mentioned here what you saw was subject to
confidentiality agreements?

A Yes.

Q I mean, just any of us could walk in off the street
to this facility that used to be in Maryland and take a Took
at Toyota source code, could we?

A No. There were only 12 experts have ever been
allowed 1in.

Q As I understand, that secure facility has now been
moved to California?

A Yes. It was recently moved.

Q And a moment ago, we heard some testimony very
briefly where some phrases from the source code were used
when we were listening to Mr. Osawa's testimony. Do you
recall that?

A I do.

Q And is it those bits of information and how they're
described in Toyota source code that are subject to this
confidentiality agreement?

A That's correct.

Q Is the operating system for these vehicles you Tisted

here from 2002 to 2010, the Camry, the Lexus ES and the
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Tacoma substantially similar?

A Yes. There are, to be clear, there are two different
of operating systems that Toyota used in that time frame;
one was a version of Itron, (phonetic) and the other was a
version of OSEK. And I will come back and talk, more about
OSEK which is relevant to the 2005 Camry. Wwith respect to
the details that I will talk about, they are substantially
similar.

Q In terms of the software that actually runs the
electronic throttle control system for the Camry, the Lexus
ES, and the Tacoma in the year models that you have up here
2002 to 2010, 1is that software substantially similar for the
analysis that you're doing?

A Yes.

Q And I guess I should have asked this earlier: I know
you've testified in court before, but have you ever
testified in court about the Toyota software issues that
you're going to talk about today?

A No. This is the first time I've talked in court
about what I've seen in this code room.

Q The type of software review that you've done 1in terms
of Toyota software code, is that standard type of procedure
used to evaluate source code for any type of product?

A That experts see source code 1is not unusual, but the

protections around this source code are certainly unusual 1in
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my experience.

Q A1l right. And I don't know if you can explain it to
us. Give us just a general idea of exactly what it is when
you go to review source code. Wwhat is it you're doing? Are
there books there that have the source code written out?

A Thankfully no. The source code review involves
Tooking at electronic documents on computers. There is
basically a room the size of a small hotel room that is
disconnected from the Internet, no cell phones allowed
inside or would work inside. 1In that room there is about
five computers and some cubicles.

In there, it is possible to believe view on the
computer screen Toyota's source code. We couldn't take any
paper in, take any paper out, couldn't wear belts, watches.
There was a guard. It was worse than airport security was
on the way here. Each time in and out, even to go to the
bathroom.

Q How much time did you spend doing an analysis of
Toyota source code?

A Countless hours. I haven't -- I mean, over a
calendar period, it has been approximately 18 months that we
had access to the code. I guess now it is maybe closer to
20 since the first production of source code for those
vehicles. And so I was supported in there by a number of

other engineers, including three from my own team from the

***** THIS TRANSCRIPT HAS NOT BEEN PROOFREAD ****%*



O 00 N o uvi »h W NN B

N N NN NN R B R B2 R B R B R
i & W N B O ©W 0 N O 1 A W N B O

39

Barr Group.

Q And we heard some discussion about a NASA study
related to this Toyota UA issue and the software. Did NASA
have access to some of this source code?

A NASA was brought in to look at source code because
NHTSA couldn't get to the heart of the problem, it didn't
have any software engineers on staff. So NASA was given
access to a few model years of Camry source code, as I
understand it, at a Toyota facility in California.

They didn't have as much time. They didn't have as
many vehicles, and so what we did actually was to build on
their work. First, we confirmed that what they were seeing
was consistent with what we were seeing, at least for the
vehicles that they had, the 2005 Camry was the one they
wrote about. And we also dug deeper, and so we pushed on
various topic issues researching different aspects of the
software design.

And importantly, NASA had a very tight time line
and not necessarily unlimited resources or unlimited time to
review the code. This is a Toyota document where they were
discussing the NASA project internally. And Mr. Ishii's
name -- and apologies for mispronouncing these Japanese
names, I'm sure -- Mr. Ishii's name is on this document, and
he is talking about how he or someone was talking to him

about NASA has a very short time 1line, only a few months to
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reach their conclusion. And that was the NASA process.

Q And I know we will talk about it in depth as we go
along, but did NASA have access to as much information as
you ultimately had in reaching conclusions about Toyota
software?

A No. Even just for the 2005 Toyota Camry we had more
documents, we had more source code, we had more things than
NASA had.

Q Can you show us an example of what source code 1ooks
Tike. And I know what is on your slide is not Toyota source
code, it is just an example, right?

A That's correct. we don't need to clear the room.
This is just a simple example of source code in the same
programming language that Toyota's main computer source code
was written in. And that is the C programing language, the
Tetter C. And it probably looks 1ike nothing, right? But
Dr. Koopman talked about how it is a -- Tike a recipe.

And so this is basically, what I put here, is some
sample code in the C language for a recipe for something
that most children in first grade or second grade can do,
which is to figure out if you give them two numbers which
one is larger. So this is a recipe for a computer to take
any two numbers, and the recipe name is also the function
name, which is Tlarger of.

Now, I chose that name. I could have chose a Tess
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descriptive name, or I could have chosen a more descriptive
name. And the ingredients that the recipe relates to are
what are called variables, so here A and B. So this is a
generalized recipe. You can give it any two numbers.

So you might tell a child is 67 bigger than 63?7 My son can
do that. And this computer can do that by passing 67 as A
and 63 as B, and then the recipe will compare them.

The first Tine here says if A is bigger than B, so
if 67 is bigger than 63, then return 67. And if the
situation was reversed, let's say it was 63 first and 67
second, then this "if" would fail, and we would go to the

"else," and then we would return the 67 that came 1into
second -- called parameters when they are passed -- so that
is the recipe for comparing two numbers to see which one is
Targer and returning back the larger one.

So another part of the software can use this recipe
at any time. And the Tast thing that I wanted to talk to
you about is these things over here between the slash stars,
and those are just simply comments.

Q Are both of those comments?

A They are. I only marked one of them. So the
comments are simply more human readable stuff, but that
stuff is it never seen by the computer. That stuff is there

for the benefit of the programmers to explain what they are

trying to do. So one way of explaining what you're trying
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to do is pick good variable names and good function names.
And another way to explain what you're trying to do is to
write a lot of comments or a commentary to explain what it
is that you're trying to do.

Q A1l right. 1In terms of Toyota's source code that you
would have reviewed for your analysis, I mean, you have
shown us something here in English. Wwas it in Japanese?

A The source code was written in English. The variable
names were in English. The function names were in English,
and the things of that sort. The programmers were working
in English. However, the comments were predominately in
Japanese. We actually had a tool that came from a Japanese
company that called Atlas that we could run in the room to
translate things.

At first, we would cut and paste a particular
comment into this tool, and we could read what it said 1in
English. But then we actually had a small project where we
wrote an automated process of converting all the comments at
once into English so we could look at the code with the
original English source code exactly as it had been and the
translated comments next to it. Not everything was
translatable automatically Tike that, but most of it was.

Q And I know you have given us an example here of
comments just so we understand what you're talking about.

Do you always have comments in Tlines code?
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A Generally there are comments in source code. There
need not be in order for the compiler to make a program, but
they're generally are and should be so that the humans
working with the code can understand it.

Q And you just mentioned a word there, compiler. 1In
terms of reading source code, what is a compiler?

A A compile is a development tool that programmers use.
It is another piece of software, one that they use to take
the human readable code and turn it into machine readable
binary code that can be downloaded in your car, for example.

Q when you say it is turned into binary code, what is
binary code mean?

A Sorry. Binary codes is ones and zeros. And the
machine knows what to do with them because it knows that it
should group them together into groups of 16 or groups of 32
and that certain ones are instructions that it know what to
do 1like add two numbers, compare two numbers, see if
something was zero, move to another address, things of that
sort. And the compiler generates sequences of these 16 or
32 bit instructions, which are a bunch of binary bits. And
the computer knows how to interpret them and what to do to
follow the recipe in that situation.

Q Now, you mentioned using your tool to help you
translate part of the comments into English. Wwere you

required to use any other types of tools that would help you
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or assist you to read the source code while you were in the
source code room?

A well, we weren't required to necessarily, but we had
access to a number of tools that we did use. Wwe requested
that certain tools be placed into the room when the room was
open. And those tools included the actual Green Hills
compiler that Toyota used, a related set of utilities that
would have been used in a software development process,
names I don't need to bother you with.

And also, importantly, a simulator which Green
Hills provides, along with the compiler, which is able to
pretend to be the target processor so that you can run code
and step through it one instruction at a time, if you like,
or set places where you want to stop and see what is going
on. We did take advantage and use that simulator in our
analysis of the source code in the code room as well.

Q would the simulator help you to read or understand
the instructions in the code as if it was running in the
vehicle?

A Yes. But of course the simulator itself is just
running on a desktop computer, so it is not a vehicle. So
it cannot simulate all the things that a vehicle can do.

Q wWere you able to run certain tests on the software in
the source code room?

A Yes.
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Q what sort of tests did you run?

A well, so, for example, we were examining the
operating system and understanding how the operating system
worked, and we were able to use the simulator to both
examine what is happening while the computer ran or what
would be happening in the car. And also to analyze certain
aspects of its behavior to see if it functioned as it said
in the user manual, for example, or as it said in the source
code and things of that sort.

Q As you're reviewing the source code, did I hear you
say earlier that you couldn't take notes and carry them out
of the room?

A No. To-do Tists were a bit of a problem. You had to
remember that you wanted to get something when you got out
of the room and then go look it up, and you had to remember
what it was you learned when you went back into the room.
It was quite an impediment to the process.

Q while you were in the source code room using some of
these tools and reviewing the source code, were you able to
identify any coding rule violations?

A Yes. Many.

Q was there a specific tool that you used to do that,
or was that a manual process that you yourself had to go
though?

A well, checking for compliance with coding standards
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can be done both by reviewing things as a person sitting
there looking at the code, but that is not necessarily
efficient. So for some coding rules, at least, there are
tools called static analysis tools which look at the source
code for you and look for certain types of rule violations,
and we had access to several tools of that sort in the code
room, and we used them.

Q And you were here last week for Mr. Ishii's
deposition?

A Yes. I heard that.

Q He mentioned something about source code modules. Do

you understand what he was talking about?

A Yes.
Q Explain that to us briefly.
A Yes. So the source code consisted of for a

particular vehicle on the order of a million Tines of code.
And so by a line of code, I mean like a line in a document.
So if you look at the page of a word document, it might have
50 lines on. If you were to print out a million lines of
code, you can imagine it would be pretty Tlarge.

The source code is generally, and Toyota's was,
divided up into what are called modules. So related
recipes, or parts of the recipe are grouped together in
files, just 1ike I broke up my report into a summary and 13

chapters. They broke up their software into approximately
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4,000 files. Don't quote me on that number, but it is on
that order.

Q So while you're there, knowing that they are in
modules is your focus to look for the modules that relate to
electronic throttle control?

A well, in one since there are modules that relate to
electronic throttle control because they are recipes that
are specific to electronic throttle control. But in another
sense, it all relates to electronic throttle control because
it is all running on the same processor. So one part over
here that might not appear to be named as throttle control
recipes can actually interfere with and cause problems with
the throttle control recipe.

So it is not that we only looked just at the code
that said, Here are the throttle recipes. Wwe did, but we
also had to look at other parts of the code as well.

Q Through this source code review, were you able to

identify bugs within Toyota's software?

A Yes.

Q what sort of tools did you use to identify those
bugs?

A Most of the bugs that we -- that I wrote a whole
chapter on bugs that we found in their code -- most of those

were found inadvertently. They were found when we were

reading some module to see how it worked because we were
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understanding the system, and we found that there was a bug
in the code.

The other way that we found bugs was when we ran
the static analysis tools, for example, to see if there were
rules violations. Sometimes those rule violations or the
results from the tool would be -- would turn out to be bugs.
So the static analysis tool doesn't say this 1is a bug, it
says there might be a bug here. we investigated those, and

some of them were bugs.

Q Did you find all the bugs in the software that you
reviewed?

A Absolutely not.

Q why not?

A Because there is a lot of bugs, and all indications

are that there are many more. We haven't specifically gone
out Tooking for bugs. The metrics, like the code complexity
and a number of global variables, indicate the presence of
Targe numbers of bugs. And just the overall style of the
coded is suggestive that there will be numerous more bugs
that we haven't found yet.

Q And we have talked about bugs. Can you for the
benefit of all of us tell us what you mean when you say
there is a software bug. What does that do to the software?

A Software bug causes the software not to work right.

It can be a Tittle thing. 1If you're editing a word document
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on your computer, you might see that suddenly one area of
the screen is not drawing right, and you have to refresh or
close the application and bring it back. So that Tlittle
momentary glitch that you might see, or it could be
something big like the whole program crashes or the whole

computer crashes and you have to start over.

Q You were here earlier and heard Mr. Osawa's
testimony?

A I did. Yes.

Q You understand that he was a Denso engineer?
A I did.

Q And Denso provided the monitor CPU within the

electronic throttle control system?

A Yes. That's one of the things that they did.

Q Did you hear his testimony where he said they had
never found any bugs in their software?

A I did, but I didn't think he was just referring just
to the monitor CPU.

Q My question goes back to this: 1Is there any software
that you're aware of that does not have bugs?
A No.

Q And we will talk more about this later, but I want to
go ahead and bring it out. The term task death. Can you
give us just a general description of that, because we will

need it as we go on.
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A Sure. I think it is a bit premature. I can give you
briefly that a task death is a type of software malfunction.
Q were you able to test for task death while you were

in the source code room?

A Yes.

Q And were you able to cause a task death in the source
code room?

A Yes. We able to confirm that tasks could die 1in the

Toyota ETCS and that would cause a software malfunction.

Q Go to the next slide. Tell us why you put this 1in
here.
A Yes. Before we talk about the software anymore, I

think it 1is important that we all sort of have a high-Tlevel
view of what is going on. And you might know how a car
works, you might have thought about it some, but not in a
while. Let's start at the beginning. The driver has two
ways of controlling a vehicle's speed or making it go
faster. oOne of those is using the accelerator pedal. The
more you push down, the faster the car goes. The other is
using the cruise control where the computer and the software
will take over and keep the speed at a constant.

on the right-hand side, I have drawn fuel, air and
spark. And that's because you need those three elements in
order to make the engine go, at least in the gas engine. A

useful analogy is if you have ever pushed a child on a
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swing, or someone on a swing, you know that you are giving
them motion, but they also have a certain motion of their
own that will continue if you stop.

Same 1is true with a combustion engine. The
combustion engine is causing the piston to go up and down
and the crank shaft underneath to rotate and move the
pistons up and down together. There is a certain amount of
that motion that is Tike the swing going back and forth that
will keep going briefly.

The spark, or the fuel, first of all, is you have
to have energy. You, yourself, have to have energy in order
to push them. That's where -- the energy comes from the
fuel. The spark relates to the timing when you push. If
you push at the wrong time, you know you will not get as
much umph, you are not going to cause as much of an increase
in the power of the swing unless you hit at the right
moment; that's what the spark does. The spark ignites the
fuel at the right time.

The air that is in chamber that is compressed 1in
the chamber with the fuel, that is coming in through
something called the throttle. And that is controlling how
hard you push. So the more air that you let in through
throttle, the more push you are giving to the swing;
therefore you will get a faster engine out. And the spark

is just going to follow along and hit it at the right time.
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The air 1is really going to provide the power for the engine.

Q So is our throttle control system and the area that
we're concerned about what is controlling the air 1in the
system?

A we are. And I will get there in a minute. So the
throttle, for a minute, it is a fancy word, in a car it is a
fancy word, but it is really no different than you turning
up the hot water in your shower. You get in the shower and
your turn the knob. Wwhat is happening inside that pipe is
there is something blocking the water, and then there is not
something blocking the water.

You can make it 100 percent of all the capacity
that it has hot, or you can make it zero percent of all the
capacity that it has hot. The same is true in the car's
engine. When you close the throttle, you're robbing the
combustion engine of its fuel, of its power. There 1is still
the gas, of course, but you need fuel and air ideally in a
certain ratio in order to cause the explosion.

So the air comes through the throttle. If you
think about an older car, where your foot on the accelerator
pedal is always adjusting the throttle, your foot is
directly in control of how fast the engine is going, and
that is what is giving the car power. The change to the
electronic throttle control, which with Toyota began in

about 2001 in the Prius and 2002 in the Camry, at least in
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the United States, that means that earlier car computers had
been in charge of the spark and the fuel.

They had been in change of two of the things that
make a car go. But the driver had always been directly 1in
control of the air, which is directly related to how much
power the engine has. When electronic throttle control
comes in, you have software that is now responsible for all
three of them at once. So you have a portion of the
software, the job of which is to make the spark at the right
time, inject the fuel at the right time and the right
amount, and open the throttle a certain amount.

And the throttle opens to allow air to actually be
sucked in. Not blowing 1in air, but instead the vacuum that
is left behind, after the previous combustion, you have
blown up everything in there, every air particle and every
gas particle, for the most part is gone. So you have to put
in both new fuel and new air. So it actually the vacuum
sucking the air out of the throttle, out of the tube, into
that chamber that is causing it. So you're just allowing
more air to flow in and the combustion is taking it from
there.

The software in electronic throttle control is
responsible for all three things, which means if the
software malfunctions, it has control of the engine and can

take you for a ride. Wwhat is of particular importance is
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that there is another part of the software that is Tlooking
at the driver controls, looking at the accelerator pedal and
cruise control -- it is looking at more than that, but that
is a simplification, that is appropriate right now -- so
there is a part of the software Tooking at what the
accelerator pedal position is, is it down, is it up, how
much down. Then that is translating that into a calculated
throttle angle. And then another part of the software is
performing the sparking and the throttle control.

Q Is this what is referred to when we heard it here
drive by wire?

A Yes. Some people call it drive by wire. It is
confusing to me because there used to be a wire and they
took the wire out and they call it drive by wire.

Q Do you have an example of what Toyota's computer
module looks 1like that controls these things?

A Yes.

Q So I think you have a Taser pointer on that thing

that you have?

A Do we have the actual board.
Q I do. Explain to us what we have here.
A So this is a photograph of the ECM. And this ECM, or

engine control modules, has two big chips on it. Has a
bunch of other chips, capacitors, circuit tracers that you

can see, and other things. This biggest one, the square
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one, is the main CPU. It is a type of a CPU or a model of
CPU called a v850. That 1is kind of the equivalent of
calling it a Pentium. V850 is the model number of that
processor. Comes from a company, a supplier of Toyota that
used to be called NEC. It has since changed its name.

Then there 1is a second rectangular chip here, and
that chip is what has been referred to by various witnesses
as the monitor CPU, the ESP-B2 and sometimes the sub-CPU.
Importantly, each of those is a processor with its own
software. Then, of course, all together they comprise an
embedded system.

Q So the software that we're going to talk about s
stored within components on this board?

A Almost always when I'm talking about the software,
I'm talking about the software on this main CPU, which
performs the throttle control, the combustion, monitors the
accelerator, and all those things, cruise control. But
there is also software, and I will specifically call out

when I'm talking about this monitor CPU and its software.

Q This is from a 2008 Camry?

A This particular photo is from 2008 Camry.

Q Is the 2005 generally very similar to this?

A The chips would be moved around a 1little bit, but in

terms of the electronics of what is there, there is a V850

processor, there is an ESP-B2. From a substantial
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Q Can you tell us what this is.

A That is the very 2008 ECM that this photograph
reflects.

Q would this be the general size of the board that

contains these compute components with a 2005 Camry?

A They are about the same. Correct.
Q Let's talk about safety critical systems?
A So a safety critical system is an embedded system,

but it can also kill or injure someone. So my Nike fuel
band is not going to kill or injure anyone. But a car is
example of an embedded system, at least some of the
computers inside it, can cause injury. Now, it wouldn't
a case necessarily of the mirror control, but it would be
the case of the engine control.

Q So do you consider the electronic throttle control

system to be a safety critical system?

A I do.

Q what sort of things can possibly go wrong with suc
system?

A well, the risks in such a system are manyfold. Th

first is that these electronics are being driven around,

bounced around, splashed around, and in a generally rough

56
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environment. A Tlot of embedded system designers don't have

to worry about their products doing anything other than
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sitting on a desktop, but a car is a very harsh environment.

So it is a noisy environment, electrically noisy,
there is a lot of vibrations. And so one of the things that
can go wrong -- and this can happen in any electronics, but
it can particularly happen in a car electronics -- is some
sort of glitch in the electronics. And that means that
momentarily one bit inside a chip flips or an electrical
pain takes on the wrong value.

with a digital value, if you have an in-between
number between zero and five volts, you might inadvertently
get momentarily wrong signal, and that can affect what the
software does. So that 1is one thing that can go wrong, a
glitch in the hardware. You heard Dr. Koopman talk about
the bit-flips. Another thing that can go wrong is that
there could be a software bug and it can be activated at any
time. So the software bug is Tlatent, always there, but then
you happen to be driving a car that day and the software bug
suddenly, because of something the car did or a glitch 1in
the electronics or something else, it suddenly activates,
and now you have a malfunction.

And any reasonable -- any program of reasonable
size is going to have bugs in it, so you have to, as a
designer, expect random hardware faults and also there are
software bugs in there.

Q Let me ask you a question about that: 1In terms of
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software bugs, just because they're there will they always
cause a malfunction?

A Just because they're there doesn't mean they will
always cause a malfunction. No.

Q Are some bugs such that there has to be a specific
condition met with the product, the car, whatever in order
for them to manifest themselves?

A Yes. So just going back to my simple example of the
Targer recipe, that is a very simple recipe. But suppose it
was a more complicated recipe and we gave it two numbers,
you know, 8,012 and a million and 16. And for that case,
maybe because one of the numbers was over a million or maybe
because of the difference between the two numbers or maybe
because of a bounce that this car did at that very moment or
an electrical glitch or something else, it gives the wrong
answer. Instead of saying the Targer number is a million,
it says the larger number 1is 8,000. That is an example of a
bug that was there. It might have never caused a problem,
but in that particular instance, it caused a problem.

Q For example, there has been some testimony or
discussion in this case that Ms. Bookout bought this car,
driven it for several years, put about 9,000 miles on it,
never had a problem. I don't think there is any dispute
about that. 1In a circumstances like that, could the car

have bugs but yet never display them?
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>

Yes.

Q In order for the bug to display itself, would the
vehicle just have to meet and put itself in certain
conditions that would bring that bug to the surface?

A Yes. But let me just be clear that there is vehicle
operating conditions and then there are software operating
conditions. So you can think about the vehicle operating
conditions is 1like whether you're accelerating, whether
you're decelerating, whether you are pressing the brake,
whether you are not pressing the brake, whether you have
cruise control on, whether you don't. Those are all
different examples of the vehicle being in different states.

But also the software internally contains many
thousands of variables, all of which can have different
values at the moment. Think about that spreadsheet full of
numbers that Dr. Koopman talked about. That is all going on
at the same time. Essentially, all the possible values of
those things represent different software states.

So you have a very large -- measured in billions or
trillions, or essentially an infinite space -- of software
states. If you get yourself into one of those corners, then
the bug can occur. And that might not be because of what
you were doing with the car that day, it could simply be
that the software got into that place. Then what is

happening with the car layers on top of that, because maybe
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you were going five miles an hour and versus going 50 miles
an hour, then you might have a different outcome.

Q You've mentioned, and Mr. Ishii mentioned, that there
is always bugs. As a software developer, somebody that
analyzes embedded systems, is it reasonable for a
manufacturer to try and put in safety features which try to

take up for or anticipate what bugs may do?

A Yes.
Q And have you mentioned that here?
A Yes. So the third thing that can happen 1is that if

you're a software developer and you think, Oh, well, I'm
worried about the possibility that someone will set the
throttle angle to 150 percent -- and I don't know what that
means, but that sounds bad, I don't want it more than 100
percent. So you might think about that, so you put in a
detections that says if it is ever more than 100 percent
then do something safe. That can range from, depending on
the situation, keeping it at 100 or saying, well, I don't
know why it ever would have been more than 100, there must
have been some serious problem and resetting the computer.
But just because a company and its engineers think
up 100 possible things that can go wrong, or a thousand
possible things that can go wrong and implement a set of
failsafes that they think will defend against them, there is

two problems with that. The first is the failure of
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imagination possibility, which is it didn't get on their
Tist. They forgot that it was possible that tasks could
die, for example.

Another possibility is that failsafe itself has a
bug in it, a hole in it, a gap. They think they have
mirrored all the critical variables, made a second copy of
them, but they haven't. oOr they think they have a watchdog
supervisor that detects task death, but it doesn't or
doesn't always. So they can have gaps in their safety
architecture.

So a third thing that can go wrong 1is that one of
those gaps is exposed in the safety architecture. And
sometimes it takes all three of those happening at once in
order for your car to malfunction or to malfunction in a
dangerous way that you report. For example, it might begin
with a hardware bit foot, and that might cause a bug and
that might escape detection because they didn't think of
that possibility.

Q Are coding standards 1like we've talked about and
heard from Dr. Koopman, for example MISRA, are those
structures that manufacturers can use or rules that
manufacturers can use to help reduce unforeseen gaps in
their safety architecture?

A Yes. Well, no. Not specifically in their gaps in

their safety architecture. They can help to keep bugs out.
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Q And if you don't have bugs, then it helps to create

-- you don't need as big a safety architecture?

A I wouldn't say that's true either.
Q oOkay. what would you say?
A I would say that following a coding standard Tike

MISRA-C can help to reduce the number of bugs in your
software. Doing what Dr. Koopman talked about, which is
having a software process 1like MISRA software standard, the
Fat Standard, or the ISO Standards, that is a way to make
sure that there are no single points of failure in your
system. And so even if you have a bug that you don't know
is there, you always have a way that it will be safely
handled.

Q So in terms of creating a safe architecture, a safe
system, can it be something that is an afterthought?

A No. You have to design in safety. Safety has to be
there from the beginning. I think Dr. Koopman said it
really well. He talked about the Therac-25, which was a
famous case that embedded software engineers studied where a
medical device that was used in treating patients, actually
was killing them by giving them too much radiation.

And he talked about how Dr. Leveson at MIT who
studied the subject she found that simply the developers
would find a bug and fix it and think they had solved the

problem, and then the next patient was given too much
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radiation and they would find a bug and fix it. You cannot
got down the path of find a bug and fix it. You have to
design safety 1in.

And that's also important because sometimes
embedded systems can't be updated, can't be upgraded. For
example, in this Toyota electronic throttle control, there
are two processors. The main processor has the potential to
be updated, have the software updated, when you're in the
dealer. It is capable, anyway, the chip of doing that.

But the second processor, the monitor CPU is burned
in a factory, a million chips all alike, and those chips
can't ever be changed. So if there is a flaw, you can't go
in and fix that flaw, so you have to have a good design from
the beginning, you know, separate fault containment regions,
no single points of failure, and you should follow a
software process, safety process, in order to achieve that.

Q Let's look at our next slide. I think Dr. Koopman
showed us this one as well.

A Right. So the slide says two things. First of all,
it says that NASA agrees that Toyota's electronic throttle
control is a safety critical system. They add some other
terms of art that I don't think we need to get into, hard
realtime. Then this figure that Dr. Koopman had shown may
make a little more sense now, so I will just briefly explain

it.
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on the right, we have the combustion controls, we
have a throttle valve that is controlled through a motor.
The motor is doing the job of turning the knob on that hot
water. We also have the fuel injection, that is the
squirting of the fuel into the cylinder, and then we have
ignition coil, which is charged up and then at the
appropriate time creates a spark.

The ECM 1in pink is the circuit board that has the
two processors on it. And there is some explanation of
kinds of thing that it does, but it does a lot more than
this. You can see that it is monitoring the accelerator
pedal, it is making sure you car doesn't stall by setting
the idle speed, which can be different depending on whether
you have the heat and air conditioning on, things of that
sort.

The cruise control, the transmission shifting and
various over functions are taking place in there if you have
an automatic transmission. Then this is showing the inputs
to that. So, for example, the accelerator pedal sensors and
other vehicle sensors that are used in that process.

Q A1l right. So is the significance of this slide that
NASA has reached the conclusion that this throttle control
system is a safety critical system?

A I think that is an important point. Yea.

Q Now, based on all the things that you have done and
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the analysis that you have done in this case, have you

reached some conclusions that you will talk to us about?

A Yes.

Q Is that the next slide?

A Yes, it is.

Q A1l right. Let's start with the first one at the

top. And tell us about your conclusion.

A So the first main conclusion 1is that the 2005 Camry
electronic throttle control, the software os of unreasonable
quality. It contains bugs, but that's not the only reason
it is of unreasonable quality. And it's otherwise defective
for a number of reasons. This includes bugs that when put
together with the defects can cause unintended acceleration.

Q As we go forward are you going to explain to us how
those problems that you found will cause an unintended
acceleration?

A Yes.

Q Then you mentioned the code quality metrics. Wwhat do
you mean about that?

A So the code complexity and the McCabe Code Complexity
is one of the measures of that. And the code complexity for
Toyota's code is very high. There are a large number of
functions that are overly complex. By the standard industry
metrics some of them are untestable, meaning that it 1is so

complicated a recipe that there is no way to develop a
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reliable test suite or test methodology to test all the
possible things that can happen 1in it.

Some of them are even so complex that they are what
is called unmaintainable, which means that if you go in to
fix a bug or to make a change, you're likely to create a new

bug in the process. Just because your car has the latest

version of the firmware -- that is what we call embedded
software -- doesn't mean it is safer necessarily than the
older one.

So the metrics that I see in the source code that I
will talk more in specific with you about, they predict that
there are many more bugs.

Q Are you also going to tell us about a conclusion that
we see on the board related to the failsafes?

A Yes. And that conclusion is that the failsafes are
inadequate. The failsafes that they have contain defects or
gaps. But on the whole, the safety architecture is a house
of cards. It is possible for a Targe percentage of the
failsafes to be disabled at the same time that the throttle
control is lost.

Q And you make that statement, but in practical terms
what does that mean?

A That means that the random hardware fault that can
occur from time to time, the software bug that is latent,

Turking, witting to happen can on the right day and the
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right conditions can get through or knock down the failsafes
that are 1in place.

Q A1l right. And the your last comment here.

A So ultimately my conclusion is that this Toyota
electronic throttle control system is a cause of UA software
malfunction in this electronic throttle module, can cause
unintended acceleration.

Q And I know we will get to it later, but ultimately
you have a conclusion that it also was the cause of the
wreck in this case?

A I do.

Q A1l right. And we mentioned it here, we mentioned it
several times, unintended acceleration. Do you have a
specific definition for that?

A Yes. I have simply adopted the definition that was
used by NHTSA and NASA, which I think is a reasonable
definition, which is if the vehicle is experiencing any
amount of acceleration that the driver didn't want or
purposely caused. And that comes in different flavors, of
course. It could be that the car suddenly accelerated away,
but it can also be that the car continued to go at the same
speed even though you let off the accelerator. So I've
cited that definition here from the NHTSA report that was
published in 2011.

Q A1l right. Now, Mr. Arora, who is sitting right back
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here, is Toyota's software expert. And you reviewed his
work, correct?

A Yes, I have.

Q Does he also use NHTSA's definition for unintended
acceleration?

A No, he doesn't.

Q A1l right. Let's go to the next slide and talk a
Tittle bit about NASA.

A Before we go on, I just want to say that I also
sometimes will refer to it as loss of throttle control. So
if you lose the ability as a driver to control what is
happening with that throttle valve, that is another way that
I sometimes say unintended acceleration. You might see that
on the slides, you might hear me say that.

Q A1l right. Let's look at the next slide. Before we
get into the details of the conclusions that you have here
from the NASA report, NASA had a report, evaluated some
vehicles, software and came up with conclusions, correct?

A correct.

Q Have you essentially taken what they have done and
built upon it?

A Yes.

Q Tell us what is significant about the portions here
in this slide that you're showing us.

A I was actually familiar with the NASA report and had
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Tooked at it before I was ever engaged with these cases.
one of the things that jumped out at me as an embedded
software engineer reading the work of other embedded
software engineers at NASA was that their ultimate
conclusion was not from their analysis that a software bug
or malfunctioning could not cause UA.

They simply concluded that in the time they had
they couldn't find the bug that caused UA, or a bug that
caused UA. And, in fact, they sought a very narrow
definition of UA. They thought -- they saw it, and they
state this in the report -- only a bug that would open the
throttle more than 25 degrees, not leave any, what are
called diagnostic trouble codes behind as evidence later,
and some other criteria. 1I'm not sure why they scoped it in
that particular way.

Q And we will talk about diagnostic trouble codes
Tater, right?

A That's correct.

Q A1l right. This slide here, does it show some of

NASA's scenarios that they postulated where a UA can occur?

A Yes.
Q Take us through it, please.
A So NASA summarized, in particular on a table on page

78 of their main report, a bunch of scenarios that they

considered could cause UA. And they had ruled out a number
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of them, but there are two rows left that they couldn't rule
out. And that is what these paragraphs are about.

The first row that they couldn't rule out is that
the accelerator pedal has two sensors, redundant sensors.
And the first one they couldn't rule our is if they both
failed together, or were electrically entangled, became
electrically entangled, then as a result there was no way
for the system to detect that.

So they worried, one, that that could cause UA.
Then the second one they were worried about is what we will
have talking about which is a systematic software
malfunction in the main processor that is not detected by
the monitor system, the monitor CPU. I think that is the
main quote.

Q Okay. So one of the proposed scenarios that NASA
thought might could happen is that which you believe

happened in this case?

A Yes.
Q A1l right. what else about this slide is important?
A well, ultimately, you can see at the end there also

NASA states clearly that just because they didn't find the
bug, the proof, doesn't vindicate the system or say that the
system is safe. NASA didn't say in their report that the
system was safe.

Q A1l right. And are you going to describe -- I think
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in your next slide -- several of the defects that you found

in Toyota's electronic throttle control system?

A Yes.

Q A1l right. sStart at the top and describe them for
us.

A So we're going to be talking about these things 1in

more detail. I want to kind of give you a preview of where
we're going, if you will. So NASA falsely understood or
misunderstood that all critical variables, or all critical

values in that spreadsheet had a second copy, and that's not

true.
Q Is that called mirroring?
A That is mirroring. It can be called mirroring or

echoing depending on precisely how you do it. But,
generally, we can use the term mirroring.

Q wWill we discuss that in more detail Tlater?

A wWe are. Just to be clear, what we found is that NASA
had a misunderstanding here. There were actually critical
values that were not mirrored.

Q A1l right. what is next?

A The other thing is that Dr. Koopman talked about how
bit-flips can occur in the real world. There can be a one
that becomes a zero or a zero that becomes a one, and this
can happen inside integrated circuits or chips. And NASA

was under the false belief that there was a protection
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mechanism in there. Dr. Koopman gave an example of a parody
bit, an extra bit of information, additional bits of
information that were like a partial copy that indicated
something was wrong.
And that is also known as EDAC in NASA's report,
E-D-A-C. It stands for error detective and correction
codes. And so NASA didn't know that that wasn't there. It
wasn't there in the 2005 Camry. And so if the bit-flip
occurred, there would be no hardware mechanism to find it.
And if it occurred in a critical value that was not
mirrored, there would be no software protections against it.
So the conclusion here is that there are critical
variables in which bits could flip. Or there could be a
software bug if you correct them.
Q NASA, as part of their evaluation, Tlooked
specifically at the 2005 Camry, correct?
A They did.
Q And are you telling us that they were under the

belief that the 2005 Camry had EDAC?

A Yes.

Q Does that make a difference in the analysis?
A Yes.

Q Does the 2005 Camry have EDAC?

A No, it does not.

Q How do you know that?
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A we received additional information that NASA didn't
have. we received information, a spreadsheet, that
summarized -- it is one of the documents that I'm most
familiar with this -- which is a spreadsheet that showed
which vehicles, 1like Camry, which model years, Tlike 2005,
had hardware memory protection and which ones didn't.

There was a sort of EDAC, not as much as NASA was
talking about or NASA would employ in space, but there was
one in the 2008 Camry, but there was not in the 2005 Camry.
So later they put it in, but they didn't have it in the
vehicle that NASA studied.

Q And you're going to talk next about memory
corruption?

A Yes. So hardware bit-flip can occur. And NASA
states that as well, and they were concerned about that,
which is why they relied on the EDAC being there and the
mirroring. But there were also bugs in Toyota's code that
will have allow memory corruption to occur from a latent or
just hanging around software bug from time to time.

Q A hidden bug?

A A hidden bug. That's right. oOne of those relates to
stack overflow. NASA didn't realize that a stack overflow
was a possibility, but our analysis shows that it is. And I
will talk more about that. And also there are also software

bugs. Now, NASA found bugs and said they found issues 1in
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Toyota's code, but they didn't find the one or a one that
opened the throttle 25 degrees and various other things.

we found a set of bugs that specifically can cause
memory corruption. So they're lurking there. And if they
happen, then as a result of that, then the some critical
variable could be -- could have a new value, for example,
the throttle commend could become instead of opening 20
percent opening 50 percent letting in a lot more air and

giving the engine a lot more power.

Q And you will discuss that in a Tot of detail Tater
right?

A Yes.

Q So is it, at least right now, memory corruption is a

way that UA can occur?

A That's correct.

Q A1l right. And we're going to get into detail on
these defects. But the thing that I wanted to ask you
about, are these defects that you will discuss consistent
with the opinions and testimony that Dr. Koopman gave us
Tast week?

A Yes.

Q He talked to us about the process and rules and that
sort of thing on how to create a safe system. Does your
analysis for this case go deeper than what Dr. Koopman's

did?
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A Yes. So Dr. Koopman was not able to see the source
code, and so Dr. Koopman's analysis focuses on the science
that underpins designing safe systems, that standards that
are available to carmakers for making their car safe,
whereas I support that by examining the source code and
finding that those things weren't done.

Q So where he couldn't tell us whether those problems
that he saw caused Ms. Bookout's unintended acceleration,
you're able to go into that detail analysis because of your

review of the source code?

A That's correct.
Q A1l right. Let's go to the next slide?
A So the ultimate conclusion from the presence of these

defects is that the software could malfunction. And the
most dangerous such malfunction would be if the car had a
portion of its software that was working, and that part was
running the combustion feeding air and fuel and spark to the
engine at the same time that the part that the driver was
interacting with through the accelerator pedal or the cruise
control switches was not listening to the driver because it
crashed or hung, 1like one application might crash on your
desktop while another one is still running.

Q And are the defects that you're describing here that
can cause an unintended acceleration, can that occur when

the cruise control is on?
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A Yes.

Q Can it occur when the cruise control is off?

A Yes.

Q And it is the same software defects that would relate
to both?

A Yes.

Q Let's go to the next slide. You're talking about the

software malfunctions here?

A Yes. This just uses an analogy and makes the point
that, of course, software malfunctions. And we see it all
the time 1in our daily Tives whether it your Taptop or your
desktop, sometimes you have to reboot things, restart
applications, et cetera.

It is a fact of Tife that software developers are
well aware of, or should be well aware of that software
malfunctions can occur. I don't know if you ever had the
experience where is one app on your Smart phone is not
working and the others are. And we all know, we are trained
to reboot it. Just reboot it. Oh, you didn't get my phone
call? well, maybe your phone is not taking calls right now
because of a software bug. That can happen in an iphone or
an android. Even though your might be able to make outgoing
calls, if one part of the software is not working, the rest
is. So you reboot it and suddenly everything is fine.

The 2005 Camry has apps. They don't call them
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apps, they call them tasks. And so there are JJjj tasks
inside the engine. As an example, there is one task whose
job it is to keep track of how fast the car is going. That
is important, obviously, if you will have a cruise control
feature because a cruise control needs to know not only what
speed you would 1like it to be but what speed it really is.
Q Let me stop you right there.

MR. BAKER: Your Honor, my next question 1is going
to involve some source code. So at Toyota's request, I
think we need to clear the folks out of the courtroom again.

THE COURT: 1Is this going to be periodically, or is
this the only time?

MR. BAKER: I hope this is the only time.

THE COURT: If not, I will just exclude everybody
from this point on. You think this may be the only time?

MR. BAKER: I will transition into our nicknames
for it so we don't have to do it anymore.

MR. BIBB: I think there is one other area that I
noticed, but it is a Tong way from here in this slide show.

THE COURT: Again, if you do not have source code
access, please exit the courtroom.

(Whereupon, the courtroom complies.)
THE COURT: You may proceed, Mr. Baker.
MR. BAKER: Thank you, your Honor.

Q (By Mr. Baker) You're talking about Jjj tasks that
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run this system, correct?

A Correct.

Q A1l right. Earlier we heard some testimony from Mr.
Osawa, and he mentioned a couple terms that I believe are
tasks names, and I want to ask you about those. He

mentioned - Is that a name for one of these JJjj tasks?

A It is.

Q He also mentioned i Is that also the name of a
task?

A It is.

Q ATl right. And in terms of Jjjjij, do any of those

characters have specific meaning to you or a programmer who
is looking at this?

A Yes. 1In Toyota's design, there were JJjj tasks. And
some of those tasks did things on a time basis. There were
three of them, in fact. oOne of them that did something
every JJjjj millisecond, one of them that did a Tot of stuff
every JJJJf mi1liseconds; and that's this one, |}, and
another one that did a lot of stuff, again, every |}l
milliseconds. And those are known as the Jjjjj millisecond
I B and @ millisecond . EEN
tasks.

Those are the only tasks that were named quite like
that. Most of the other tasks related to moving the

combustion process at a certain speed that varied depending
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on the engine speed, so it wasn't time based. And also
there were some asynchronous things that happened separate
from the engine speed, separate from the time, amount of
time.

Q And these two terms that we have specifically
referenced here, are those source code terms to which Toyota
has claimed are confidential and they don't want the public
to hear those characters?

A Yes. If you were to look at my report there, you
would see every time I said [Jjjjj it is blacked out. Every
time I said [Jjjjij it is blacked out. And other similar
things are blacked out, and the same 1is true with the
deposition transcripts from my testimony.

Q And so for these JJj tasks that you referenced here,
each one has a name 1like this similar?

A well, as I said, there is only the three that have

time-based names.

Q In terms of our case here, are we going to talk a lot
about N’

A We are.

Q In order to avoid having to clear the courtroom every

time we talk about it, do you generally talk about in your
work as task X?
A I do. I call it task X, letter X.

Q So whenever we say task X, you're referring to this
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specific task?

A That's correct.

Q For that specific task, can you tell us what
particular functions that task has to perform?

A I can't, because it is a very extensive list. I
actually also refer to this tasks as the kitchen-sink task,
because it does so much in the system. But importantly, for
our purposes, it does throttle control; that is it selects
the next throttle percentage, whether it should be 100
percent, 50 percent, 20 percent. And it does that based on
Tooking at the accelerator pedal position, whether the
cruise it on.

It executes also the cruise control code, so it is
responsible both for turning on cruise control, maintaining
speed of cruise control, and turning off cruise control.

It also is responsible for many of the failsafes on the main
CPU. Wwe will talk more about that as well.

Q we also mentioned DTC. What do those stand for?

A DTC stands for diagnostic trouble codes. And most of
those also are either in the i millisecond task, task X,
or they are -- they require its help in order to be
recorded. These are codes that are recorded in your -- if
you have ever taken your car to the dealer because the
check-engine 1light was on and they read the computer and

they told you that you have a back oxygen sensor or
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something Tlike that, that is an example of a diagnostic
trouble code. Many of them indicate there is a problem with
a sensor or a that there is a problems with some other
engine component.

Q And 1in your Camry, is it this task X that has the job
to either set or help set diagnostic trouble codes 1in the
car computer, at least associated with what we will be
talking about?

A Yes. I won't say all of them, but most of them, the
vast majority of them, will not be recorded unless that task
X is doing all 1its job.

Q You have gone through all these things, you told us
this task has control over or performs. 1Is it unusual for a

single task to have so many tasks within it?

A Yes. It is not a good software architecture.
Q why 1is that?
A In particular, combining the part of the system that

does the calculation of the throttle angle with the
failsafes and trouble codes is a well-known bad design.
There is a pattern that people usually follow where you have
a controller and you have a monitor. And so even within the
software, it should have been architected so that the
control of the throttle was separate from the failsafes
related to the throttle and sensors that inputs them.

Q Let me ask about that then. The jury heard testimony
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about a brake override system. Are you familiar with that?
A Yes.

Q wherein the accelerator is in certain condition, if
you press the brake it will automatically cut the throttle.

Are you familiar with that?

A I am. There is not one in the 2005 Camry, to be
clear.
Q Right. Do you have an understanding of the system

that Toyota has since used?

A Yes. I reviewed the one that they put into the 2010
camry.
Q where 1is the function for that brake override? Wwhere

is the task located, as you understand it?

A Yes. So the brake override that is supposed to save
the day when there is an unintended acceleration is in task
X, of course, because it is the kitchen sink.

Q A1l right. And we will later in more detail about

task death where a task just stops running, correct?

A Yes.

Q And I think your focus is going to be in on the death
of task X?

A That's correct. I don't think I will need to name

any of the other tasks in order to talk about the rest.
Q Just to followup your example on brake override

systems, if Toyota's system were used, and task X died and
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caused a UA, would brake override work?

A No.
Q why not?
A Because you have software watching the software. So

if the software malfunctions and the same program or same
app that 1is crashed, 1is supposed to save the day, it can't
save the day because it is not working.

Q How would you fix that?

A well, the right way to design a brake override, in my
opinion, 1is to have it on an external chip. It is not just
my opinion, it is also in a standard called EGAS (phonetic)
for automotive makers. And in that design, you have a
separate chip that Tooks at whether the driver is braking
and whether the throttle is open. Does it make sense that
you're braking but you are having to fight the throttle
because it is open 50 percent or 100 percent?

It would be relatively simple, and I will have
explain later how Toyota could have done this back in 2002
without any extra cost to the vehicle, that if you were
braking and the throttle was stuck that there must be
something wrong with the main CPU and it can reset. A car
traveling at 60 miles an hour, a Toyota 2005 Camry traveling
at 60 miles an hour, can reset its computer in about 11
feet.

So it's okay to reset the computer 1in order to
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solve the problem. And that would, just like resetting your
iphone, solve the problem. And Toyota had the means and
could have done that, but they didn't do that in the 2005
Camry. Even in the 2010 Camry, when they were responding to
the NHTSA problems and investigations, what they did was
software watching software. They didn't put a separate chip
or have a proper brake throttle override.

Q Have you covered everything on this slide that you
want to talk about? I have a question if we have.

A There is one thing that I want to talk about. I
wrote there all of these tasks are meant to be running
always. So I talked about task death a little bit, the idea
that one app crashes, right?

So what if you're driving down the road and you
only now have JJj of these tasks working but your car seems
to be operating normal? Is that a good thing? No. Let's
say that there are JJJ tasks, each had assigned to it one
programmer at Toyota or Denso. It is as if though one of
them, you're not benefitting from the work of that i}
engineer that day while you're driving down the road until
you restart your car. It may cause a malfunction that is
dangerous. It may cause a minor malfunction that you don't
even notice. Then when you restart the car, it goes back to
being a car.

Q Let's talk a 1little bit about the operating system we
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discussed earlier. Tell us -- I know you have your graphics
here. The task that you just mentioned, would those be the
tasks that we see at the top here?

A Yes. I've illustrated those. I just call them task
1 to N. Of course, N would be JJj in this case for this
particular vehicle. The point of the slide is two things:
First of all, to tell you that Toyota had an operating
system in 1its cars, in its engines. And the other thing is
for me to explain what an operating system is. You're
obviously not running windows in your engine. If you were,
it wouldn't be able to reboot in 11 feet at 60 miles an
hour.

So you are running a much smaller simple operating
system. 1In this case, in this vehicle, it is called OSEK,
0-S-E-K. And that operating system has a couple of jobs.
one of those jobs is to provide helper recipes that all of
the tasks need. The other job, which is critically
important to the system, is it picks and chooses which task
gets to sue the processor at any given moment.

There is only one processor, one main CPU. You
have JJJ apps running on it. So the operating system
performs a bit of magic where it time slices and selects,
oh, task 3 for a while, task 4 for a while, task X for a
while, task 24 for a while, task 2 for a while. And that

selection process is really the main job really of the
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operating system.

And I wrote up here that inside the operating
system it keeps what are called critical data structures.
And what I mean by that is since the operating system's job
is to keep track of all of this, it is like a taxi cab
dispatcher sending out calls; it needs to keep track of its
charges, its tasks. So I think it is useful to think about
the operating system as being a person with a set of
three-by-five cards.

on each three-by-five is written the task name or
number, task one, and some notes about it Tike, Hasn't run
yet, or hasn't run in a while, needs to run. oOr task X
currently using the processor. So -- and the operating
system does its job. I have actually written an operating
system and written about it in my first book and studied
operating systems.

Inside it it is basically doing that data-keeping
function, and so it is doing something 1like, well, this is
the three-by-five card I have on a pedestal of the task that
is currently running. And this is a group of them that I
sorted by importance that need to use the processor when it
gets a chance. And then these over here, they don't need to
run for a while because it hasn't yet been eight
milliseconds since the last time it started.

So the operating system is shuffling these data
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structures around, these three-by-five cards. And if in the
process the cards get mixed up, or some of the notes on the
cards become corrupted, then bad things can happen to the
apps that are running on top, the tasks that are running on
top.

Q And as we go through this process, are you going to
describe for us defects in the operating system?

A Yes.

Q Is the operating system an important part of the
design of Toyota's ETCS, throttle control system?

A It is an extremely important part. It is like the
columns that hold up a building in an architecture. So the
choice of what kind of operating system to use, and the
choice of how that operating system is structured is
critically important to the integrity of the system. Yes.

Q we talked earlier about you have reviewed 2002 to
2010 vehicles that included Camrys, the Lexus ES and the
Tacoma. Within that time frame, are there certain of those
vehicles that all use the same operating system that Ms.
Bookout's vehicle used?

A Yes. Many of them used the OSEK operating system.
Many of them used the same exact version of the OSEK
operating system which means exactly the same source code
and ultimately the same machine code. And then others that

used OSEK used a version number of one or two versions off
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that are substantially similar from that point of view.

Q Here in your report that you did, did you do a
chapter on operating systems?

A Yes. The first chapter is on the operating systems.
Q Did you provide a chart which shows which vehicles

will contain the same operating system as Ms. Bookout's

Camry?

A Yes.

Q Lets's go to the next slide.

A Don't worry. I don't expect you to understand

everything that 1is on here.

Q You and I have looked at it before and I still don't
understand.
A And you don't need to. This 1is just a representation

of what we found with respect to those data structures,
those three-by-five cards. So this is just a depiction of
what we found inside the operating system when we looked at
it to see how it kept track of which tasks needed to use the
CPU and which ones and which ones were eager to do so, and
which ones were using it.

And it has this three-tier structure that is
actually the same between the two different ones called
Itron and one called OSEK operating systems that Toyota has
used in these electronic throttle vehicles. But you can

think of these as three-by-five cards about a task, and this
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would -- I was going to say you can think of it as the notes
on a three-by-five card, but my analogy would break there.
So this is actually a sort of scoreboard, if you
Tike, that keeps track of what importance the various things
are that need to be done.
Q Is there defects in this operating system that you

believe relate to unintended acceleration?

A Yes.
Q Take a look at the next slide.
A So it turns out that Toyota didn't Took at this

operating system. And inside this operating system when we
Tooked, we found that these critical data structures aren't
protected in any way.

Not only is there not a hardware protection against
hardware random faults, but there is also no protection
against either hardware faults or software faults, software
bugs, causing corruption of this data inside the operating
system. So you can actually see that this particular bit
here that I flipped on the drawing from a one, which it used
to be, to a zero, that will actually have the effect, a
bit-flip there, will have the effect of killing one of the
tasks.

And now that task -- depends on how the corruption
happens, actually -- but one thing that can happen is that

task will never run again until you reboot the car, which
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generally speaking is it is taking the key and turning it
off and turning it back on. If you have a push-button
start, you actually have to get out of the car with your key
on a remote before it will actually reset the processor.

Q Is that top line talking about a bit-flip where Dr.
Koopman was talking about bit-flips but he was talking about
from outside rays doing that?

A That is one way it can occur. Another way it can
occur is by a software bug. And the software bug could be
inside the operating system or outside the operating system.
And it could affect more than one bit at a time. A hardware
bit-flips that Dr. Koopman talked about and that NASA talks
about are often called single event effects or single event
upsets. And very often they effect just one bit.

But a software bug, of course, can corrupt a whole
area of the memory or one bit or a collection of bits. And
any corruption that occurs in here has the potential to kill
one or more tasks, either temporarily or permanently.

Q You mentioned early EDAC. Does EDAC come into play
if it existed with some of the things that your are
describing here?

A It does and it doesn't. If there was EDAC, remember
is like the parody bits, those hardware memory protections,
if there was that, then we wouldn't have to worry -- might

not have to, depending on how it is designed -- worry about
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those single event electronic effects, EMI or Alpha particle
strikes 1ike Dr. Koopman talked about.

However, if there was EDAC, this could still be
corrupted by a software bug. So EDAC alone is not the
answer here.

Q And these things you're telling us can happen, how do
you know that?

A I know that because we simulated it in the code room
using the Green Hill simulator that Toyota used. And we
also simulated it in the vehicle, in multiple vehicles,
camrys.

MR. BAKER: Your Honor, I know we're a little bit
early, but we are about to transition into something that
will take Tonger.

THE COURT: We will take our Tunch break now.
Ladies and gentlemen, it is 11:45. we are in recess for an
hour and 15 minutes or until 1:00.

I would remind you: During the recess, do not
discuss the case, and do not begin to form any opinions
about the case.

A1l rise while the jury exits.

(Whereupon, the jury exits the courtroom.)

THE COURT: We're on the record. We're outside the

presence of the jury. We're discussing the proposed

deposition of Mr. Takimoto. The defendants have objected,
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THE COURT: W are back on the record. The

menbers of the jury are present, as well as counsel and

their clients. M. Barr is still on the stand.

I was thinking, | didn't renenber if | swore
you in earlier, but I did. | remnd you, sir, you are
still under oath. And M. Baker, you may continue your

di rect exam

MR. BAKER  Thank you, your Honor. Could you
| ower the light for us?

THE COURT: Yes.

MR. BAKER  Slide 19.
Q (BY MR BAKER) All right, M. Barr. W left off at
slide 19, and | think we were about to transition.

You had nentioned, | believe, that you had done sone
software testing in the Code Roomin Maryland, correct?
A That's correct.

Q And | think one of l|ast things you said you

menti oned you had al so been involved with sone vehicle

testing?
A Yes. | wasn't directly involved with the vehicle
testing. | wasn't there when the vehicles were tested,

but what we had sinulated in the Source Code Room was the
tasks could die and so the operating system by these
corruptions inside the critical data structures. And

sonme testing was done by a gentlenman named M. Louden,
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usi ng 2008 and 2005 Canry vehi cl es.
Q Al right. And | think the jury's heard a little
bit about that before. Wre you involved in hel ping him
do that process?
A Yes. | was involved in assisting fromthe Code
Room
Q Al right. Wat was the purpose of doing the -- and
| suppose they were software tests?
A Yes.
Q What was the purpose of running the software tests
on the 2008 and 2005 Canry, generally speaking?
A Well, the Source Code Review had indicated both that
task could die by the nmenory corruption, and that al so
that one of side effects of that would be that this --
for exanple, that task died, that nany of fail safes
woul d be disabl ed. And so the purpose of vehicle testing
-- in the room of course, we didn't the real hardware.
We could sinulate the operating system we could sinulate
the task to a certain extent running on the process
server but it wasn't on the circuit board and it wasn't
in the car.

And so that testing was to performthe sane testing
and denonstration to determ ne what the fail safes would
do, if anything, in response to this task death.

Q So M. Louden ran nultiple tests on the '08 and ' 05
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Canry?
A That's correct.

Q And all | ooking at how the software task made out?
A That's correct.

Q Was that reported in sone fashion?

A Yes. The testing that he performed, he used data

| oggi ng equi pnent to record, you know, things like the
accel erator peddl e position, both sonetines outside the
car, what it |ooked like, electrically.

And al so inside the conputer there was a tool that
we had from Toyota called a tech stream He was able to
nonitor certain nenory | ocations inside the conputer |og.
Ran to see, for exanple, whether the conputer thought the
brake was pressed, in conparison to whether the brake was
actually pressed and things |like that.

Q Was the data that he collected fromthese tests
conpiled into sone docunentation that people |like you
could take and read and use?

A Yes, in M. Louden's expert reports.

Q Al right. And have you reviewed the data and
reports of failure relating to the test that was done on
the '08 and '05 Canry?

A | have.

Q Have you considered that information as part of your

analysis in this case?
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A Yes.

Q In terns of talking about, fromthis slide, nmenory
corruption and task death, have you pulled the piece of
the data fromsone of testing that hel ps explain what you
are tal king about?

A Yes.

Q. s that the next slide?

A Yes, it is.

Q Let's | ook at that.

Al'l right. The title here is Exanple of Unintended
Accel eration. The first thing | wanted you to do is tel
us what it is we're |ooking at.

A Ckay. So we're |ooking at a bunch of different

pi eces of data all plotted together in one graph. And
just to generally orient you, elapsed tinme that is being
measured across the bottomin seconds. So this
particul ar piece of the graph begins at tinme 80 seconds
on his clock and ends a little bit after 150 seconds,
maybe 155 there.

And then on the vertical axis we see the speed of
the vehicle. He was neasuring that in kiloneters per
hour. And so we're seeing that in kilonmeters per hour.
|'ve nmade sone notes here in mles per hour to nmake it a
little easier to understand.

Q Is a plot of sone of data that M. Louden coll ected
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fromsonme of his testing?

A Yes.

Q Can you wal k us through it and explain to us what
we' re seeing here?

A Sure. 1've tried to nmake clear what the different
colors of the data nean. So for exanple, the speed of
vehicle is this blue line. The throttle angle is
measured here on this red line. And then there is,
whet her the brake is on and off is a binary signal, on or
off. And so it looks like it goes way up to the top of
the graph. It just really neans the brake was not on,
the brake was tapped and the brake is on solid.

Q Just so I'mclear, where we see these intermttent
green lines, is that sonebody tapping the brake?

A That's correct.

Q And when we see up here at the top, it's a |long

pi ece. That neans the brake is applied at hilt?

A That's correct.

Q Okay. What were you simulating in this?

A So you can see there is a vertical |ine here at
time, just before 100, nmaybe 98 seconds. And that is the
mar ker for the point intinme it tests when this task-X
was killed and the nmechanismof killing it was to flip
one bit inside the operating system So those working

i nside the Code Roomindicated particular bit to flip to
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M . Louden.

Q Al right. Let me back up and ask you additiona
guestions. In this testing that was done on the vehicle,
was the test required to go in and sinulate sone
occurrence in order to have task-x data?

A l"msorry. | don't understand your question.

Q Did it have -- did the person that run the test have
to make the task die?

A Yes. So using the sane tech screen, |aptop
basically as Toyota test equi pnment hooked up to the car's
conputer, he was able to sinulate the bit flip. O
course we can't -- you know, as scientists we want to
test sonething, we need to be able to make it happen, we
need to make it happen in no tine. W can't just wait
around for that particular bit to flip, which nay take a
| ong ti ne.

So he was abl e, using that sane conputer, to, you
know, enter a command and cause that bit to flip. And
then that would have the effect of killing that task in
the vehicle. And then the rest of data is the data
coll ection of cars's behavior around then.

Q Does he drive this car on the road?
A No. He's doing it on what's called a dynanoneter.
In Maryl and, anyway, when you get your car's em ssions

tested you put your car on a dynanmoneter, where the front
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wheel s -- the drive wheels are turning and the car's not
goi ng anywhere. He had a sim|ar arrangenent.

Q Al right. And so, this vertical line, I'm
estimating, is somewhere close to 100 seconds into that
test, he's able to, using a conputer, to kill task-x?

A That's correct.

Q When you say kill task-x, what does that nean in
terms of the car's operation?

A Well, the graph is showing that at that tinme you
have JJj of the JJ tasks alive, but you don't have this
task-x running. And we're seeing what happens to the
vehicle, which is a loss of throttle control subsequent
to that.

Q And in a previous slide when you were tal king about
menory corruption, killing task-x and causing a UA, is
that an exanple of that?

A That's correct.

Q Tel |l us what happen after the task was kill ed.

A After the task was -- so the setup here with this
particular test was that the car had been run in the
time, obviously, before 80 seconds and using the

accel erator pedal, M. Louden had gotten the vehicle up
to this 68 mles an hour and he had set the cruise
control. So now he had the car driving at cruise contro

at 68 mles an hour.
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And then he canceled the cruise control and a little
bit later here at this inflection point, the bottom of
blue I'ine, he hit the resune button on the cruise. So
it"d try to go back to the speed of the vehicle that was
previously set, which was about 68 mles an hour.

So if it starts at -- | didn't calculate there in
m | es per hour, but you can see the inflection point at
the bottomin the blue, it starts below 68 mles an hour.
And then of course, the car begins to accel erate because
the car is operating normally.

What happens is that the task death caused in this
particul ar test. Because that task was not there when
the vehicle actually reached the set point of 68 mles an
hour, it should have closed the throttle nore and sl owed
the vehicle -- or not slowed the vehicle, but kept the
vehicle going at 68 mles an hour. Instead, the throttle
remai ned open and the vehicle continued to accel erate.

And you can see that this total length tine with the
throttle open, letting in air, and the car accel erating
to past two and past the cruise set point, is
approxi mately 30 seconds. So fromtine, about 100, until
a tinme, about 130.

Now, M. Louden, as | understand it, at this point
got nervous at 90 miles an hour because the vehicle was

on the dynanoneter. And so at that tine he pressed on
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t he brake solidly and continuously this whole tine.

There's a couple of effects you should be aware of
because it was on the dynanoneter. First of all, is that
on a dynanoneter, there is a lot of nomentumin the
dynanoneter itself. So when he started braking there and
a fail-safe, called a brake echo, kicked in, at that tine
the vehicle did not decelerate as fast as it woul d have
on the road.

But what we see here is that there was an uni ntended
accelerate or a loss of throttle control that spanned
fromtime 98 until about tinme 129 when he pressed on the
brake solidly at that tine.

Q You nentioned at -- was it at this point that the
fail-safe kicked in with the brake applied?

A Yes. The -- at -- it would be within that, between
that 129 and 130-second gap.

Q Al right. So we see in sone of these green |ines,
he just taps the brake and the fail-safe did not come on?
A Yes. That's correct.

Q Al right. And now, this is also fromthe 2008
Camry?

A Right. So this was the first testing that was
performed was on a 2008 Canry.

Q You nentioned earlier that you had | ooked at ot her

cases or been involved in other cases, correct?
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A Yes.

Q One of themwas called Van Al fen?

A That's correct.

Q And | think the jury heard about that one. Another
one was called St. John. Wre you involved in that one?
A Yes.

Q In St. John, it involved a 2005 Canry?

A That's correct. Same nodel as this case.

Q In both cases, were you doing the sane anal ysis that

you' re doi ng here?

In terns of the overall analysis?
In terns of |ooking at UA?

Yes.

And eval uating the software code?

That's correct.

o » O > O F

Al right. Ws Van alfen the first case in which
you had an opportunity to performthis type of analysis?
A Yes, it was.

Q And in that case, did you wite a report for the
Court that outlined your opinions in that case?

A Yes.

Q And were St. John and Van al fen pending in what the
judge has already told the jury, was an MDL or big
federal litigation in California?

A. Yes, that's correct.
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Q Al right. And were both cases being supervised by

one judge?

A Yes.

Q Judge Janes Sel ma?

A | don't know his first nanme. Judge Sel na

Q Al right. Very well. After you wote your report

in Van alfen, did you cone to realize that you had made
an error relating to the brake echo?

A Yes.

Q Al'l right. Tell ne about that.

A Well, at the tine that | wote ny report in July of
2012, in the Van alfen case, | did not understand that a
portion of this behavior that occurred right here was a
fail-safe in the second CPU, in the mnor CPU  And that
was, in part, because M. Louden did not realize that the
throttle had been cut at 129 there. He saw the engine
stall at 132.

And additionally, it related to sone source code
that | had been provided just in the final weeks of ny
report witing. And that -- | made an error in ny
anal ysis of that code the first tine.

Q And once you realized there was an error, did you go
back and | ook at it?
A Yes. As soon as | becane aware of that, which was

in late Septenber of 2012, within 10 days or so, | issued

TH'S TRANSCRI PT |'S NOT' PROOFREAD




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

14

a supplenental report, reviewed the additional code and
filed it in the sane case.
Q So you ultimately corrected your error?
A That's correct.
Q And the source code that you were | ooking at when
this error occurred, was that the source code from what
we' ve called the nonitor CPU?
A Yes. The ESPB-2 nonitor CPU
Q And in the tinme frane there where you were | ooking
at it, had there been a delay in producing that software
code from Toyot a?
A Yes.
Q Was there also a problemw th getting the proper
tools, and | may be using the wong word, to read it?
A You're not using the proper terns. The source code
for that ESPB-2 chip, despite being asked for much
earlier, had not been produced until about three weeks
before ny report deadline. That was about -- that was in
| ate June. So that was about -- alnost six nonths after
the rest of the source code for the main CPU had been
pr oduced.

And so | had -- while | was preparing, of course, ny
full report, which is about the sane size, to anal yze
this new code that had conme in, wthin about three weeks,

and wite a report on that.
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And additionally, Toyota only provided the source
code and they did not provide the tool that went with it,
called the assenbler. This code is witten in assenbly
| anguage, which is a harder to read human source code
| anguage, nore nachine-like. And they were using one
t hat needed a special conpiler called an assenbl er and
they didn't produce that or it's user nanual. And so |
erred in nmy analysis on the basis of not having that
manual or that tool
Q Al right. And it wasn't an error in reading the
code. You just hadn't read that part of the code yet, is
that right?

A That's correct. The error related to sonething
call ed a preprocessor directive which stemmed from not
having the -- | made a | ogically reasonabl e deci sion and
| consulted with ny coll eagues on naking that deci sion.
But without that actual tool we didn't have a definitive
answer .

Q And did Judge Selma ultimately allow you to

suppl ement your report?

A Yes, he did.

Q And did he ultimtely conclude that part of the
reason that you reached that error was due to a delay in
production of software by Toyota?

A That's correct.
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Q | s there anything el se about this particular slide
you wanted to tell us?

A Yeah. | just wanted to -- this is one exanple from
the vehicle testing. And | just want a nake a few points
about and it foreshadows sone of other things we're going
to tal k about.

First of all, is that this testing, although it was
done on a dynanoneter, is representative of what woul d
happen in the vehicle on the road if you resuned cruise
control and task-x was dead at the tine. It would exceed
t he speed of your planned -- you know, set speed. And it
would not, in this particular scenario, begin to correct
anything until the driver acted.

So the driver would have to realize that the car had
gone above the 68, maybe nuch above the 68. And then
when he stepped on the brake an action was taken in that
particul ar scenari o.

This testing confirnmed that -- so this was related
to cruise control. But we've also confirnmed that during
this time the accelerator peddle is not responsive. So
there is two ways you can tell the car how fast you want
to go, one is the cruise control buttons and one is the
accel erator pedal. And neither of themworks during this
dead task-x tine.

The other thing is that this ended, this particular
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test ended when the driver stepped on the brake.

However, we have confirmed in other vehicle testing that
"1l talk about later, that if the incident begins with
the peddl e, brake peddle pressed at all, even lightly,
then the uni ntended acceleration wll continue,
potentially, forever unless the driver tries the risky
thing of letting go of the brake while the car is driving
away wWith him

Q So in other words, if you're driving down the road
and you put your foot on the brake to slow down, for

what ever reason, during that tine period task-x is where
It actually dies, the vehicle starts to accel erate.

You' ve got to actually back off the brake and try and
catch it?

A That's correct. Which is both counter intuitive
because your car is zoom ng away and you have to let go
of the brake. And it's al so dangerous because as you | et
off the pressure of the brake, at |east you were applying
sone nechani cal pressure, but as you let off the car
speeds up. And so that may increase the risk in the
short term at l|least, before this fail-safe would take
effect.

Q And your foot on the brake, as you described, and
your vehicle begins to accelerate while you' re con ng

back off the brake, does that actually give you the
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I mpression that the vehicle was accel erating?

MR. Bl BB: Obj ection. Leading.

THE COURT: Sust ai ned.

MR. BAKER I'll nove on, Your Honor.
Q (BY MR BAKER) Have we covered this slide?
A Yes. | think so.
Q Al right. W talked about nenory corruption. |Is
this tal king about it in any particular way?
A. Yeah. So we've tal ked about the menory corruption
t hat can happen and we've tal k about sone of the effects
t hat that can have.

What this tal ks about is different ways that the

corruption itself could happen, different types of
sof tware bugs, probably nore detail than you wanted to
know, but I wote a whole chapter called software bugs in
Toyota's code, and this slide summari zes the types of
bugs that were found in Toyota's code that coul d cause
bits to flip to nenory tp become corrupt.
Q Coul d you describe each one of the for us as you
have |isted here?
A Yes. The first type of software defect is a buffer
overflow. This is where you have a region of the nenory,
let's say 100 bytes of space that's reserved for a
particul ar buffer storage area.

| f the software contains a bug that wites past the
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100 bytes, say, 101 bytes, that will obviously override
whatever is the next thing. | think Dr. Koopnman gave an
exanpl e where, you had a notebook and you got to the back
of the notebook and you accidentally wote on top of the
ot her pages. |It's that kind of thing where you have
anot her variabl e or another thing being stored and your
code accidentally overwites it and now it can take on a
new value. So that is a buffer overflow.

Q Al right. Wat is -- and do you find that to be a
defect in the '05 Canry?

A Yes. The 2005 Canry code contains at |east one

buf f er overfl ow.

Q Now, what's an invalid pointer?
A An invalid pointer Dreference is if the -- quite
technical. But if you have in one cell of your

spreadsheet the information about the |ocation of another

cell in the spreadsheet. Let's say, on your spreadsheet
it says cell E-5, a pointer is |like that. |In the source
code it says, I'mnot what you're |ooking for, but here's

the address that you're looking for. That's a pointer.

| f you, instead of going to cell E-5 you
accidentally to cell A-1 because you've used the w ong
pointer, then you will wite over sonebody else's nenory,
sonme ot her part of the source code.

Here, the defect in the 2005 Canry is that there are
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many pl aces where pointers are de-referenced w thout
checking themto be valid. And that is sonething that's
I nportant to do in the safety critical system is to
check that they are valid.

So if, for exanple, one of those pointers becane
corrupt, then it would cause a chain reaction of
addi ti onal damage to the nenory.

Q What is a race condition?

A. A race condition is a subtle timng bug. Toyota
uses the termtask interference, and on that basis NASA
also refers to task interference. You heard about the
10, 000 gl obal variables. You can inmgine that one of

t hose gl obal variables is the balance in your checking
account. Suppose there is two of you who each have a
checkbook or checks fromthat account. |[|f you are near

t he bottom of your bank bal ance and both of you wite
checks, you're going to end up with an overdraft
condition in the bank, but also it's not clear -- there's
a race it's not clear which one of you is going to get to
cl ear the check and which one of you is going to get to
bal ance the check

There's sonething simlar that can happen in
software which is that you have two or nore tasks, |ike
two tasks as having two checkbooks and they're both

referring to the sane both gl obal variable or sanme cel
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in that spreadsheet, and if they're both witing at cl ose
in time, they can actually step on each other's toes.

And it could be that one of themgets its answer there,

or the other one gets its answer there, or together they
corrupt and damage it to create a third value. You don't
get a check balance, in this case you get a corrupt
nmenory.

Q And you found that defect to exist if the '05 Canry?
A Yes.

Q Nesting schedule or -- nested schedul e or unl ock
what does that nean?

A A nested schedule or unlock is a very bad thing.

The use of -- it's conplicated to explain again. |
promse this is a |ast slide about these things. But in
nesting schedul e unlock is, one of the ways you prevent
corrupting these data | ocations that are used by nmultiple
tasks is you tell the operating system hey, while I'm
updati ng ny checkbook bal ance, don't |let the other --
it's like calling your friend and saying, don't wite a
check, 1'mabout to wite a big check for the rent.
That's a version of that in the software where you tel
the operating system while I'mdoing this, don't |let any
ot her tasks switch and take over. Let ne finish ny job
and then when |'m done then you can give the processor to

sonmeone el se. You ask the processor please don't |let any
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other task to run until 1'mdone, and then briefly, maybe

just a few instructions later you tell the operating

system okay, |'m done updating that variable, it's okay
for other tasks to run. It's called a schedul er or
| ocki ng.

It is a bad practice that is in Toyota's code to
| ock the scheduler, tell the operating systemto | ock,
and then a short tinme later lock it again. And it's
particul arly dangerous with the operating systemthat
Toyota' s using because when the first of those to finish
unl ocks, it's |like sonmeone going to a deadbolt on your
front door and you | ock, soneone el se cones al ong, |ocks
It again, no change, right? But the first one of you
unl ocks it actually chances the security state.

The sane thing inside the operating system if you
have nested call to the operating systemto |ock, the
first unlocker is going to create race condition. |It's
going to create an opportunity, a tinme w ndow through
whi ch race conditions can occur. It won't happen every
time. If it happened every tine, it would get in the
vehicle testing in Toyota's factory. It happens rarely
because it's a subtle tine-related bug. It depends on
sort of the stars aligning in a bad way. And those kinds
of bugs are exactly the kinds of bugs that I'musing to

| ooking for and finding in inbedded software. And we
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found those types of bugs in Toyota's code al so.

Q Can any one of these cause nenory corruption?

A Yes, any one of these besides thensel ves can cause
menory corruption

Q The unsafe casting?

A So unsafe casting is where nunerical val ues can
becone i nadvertently rounded and take on new nuneral
values. G ve you an exanple of this. One of the bugs
related to this is in Toyota's code. It is possible for
the software on the main CPU, although the actual car is
supposed to have its engi ne nove -- you know about RPMs
and tachoneter, the car is supposed to go from zero RPMs,
revolutions per mnute, to in this case a maxi num of 6400
RPM that's the red line. W're above the red |ine where
it will stop. And along the way there is all these
different values of RPM Well, those are okay in the
software, but due to a casting bug it is Toyota' s code,
is is possible for that value to be becone negative and
there's sonething Iike 100 parts of the code, that | ook
at the end engi ne speed and they could becone very
confused if the value went negative. And it could also
becone very large like 13,000 RPM whi ch coul d confuse the
software in a different way.

Q And | ast one stack overfl ow?

A. So a stack overflow is a very dangerous problem
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where, it's like a buffer overflow but it's a very
special buffer. |It's a buffer that all the tasks use to
keep traffic of their internal decision nmaking and keep
notes for thensel ves about what they were doi ng when the
processor was taken away fromthemthe |ast tine.

And that stack is of a set size. |In Toyota's it's
about four kilobytes, very small region, and if that
buffer overflows then you end up overwiting whatever's
beyond it in nmenory.

Q Al'l of these defects that you found in the '05

Canry?

A That's correct.

Q And all of them can corrupt nenory?

A That's correct.

Q Wiy is that nmenory corruption is so significant?
A Wel |l menory corruption is so significant because

it's a nmenory corruption that can cause a task death and
task death can cause in a general sense unpredictable
results, but in a specific sense, as with task X, cause
| oss of throttle control and al so a di sabl enent of a
nunber of the fail safes.

Q W tal ked about earlier sone of your books. And one
of themwas a dictionary. And was that an effort to
define certain terns that are used within the software

i ndustry?
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A Yes.

Q s one of the terns that you defined in your book
spaghetti code?

A It is.

Q Let's go to the next slide please. Tell ne
general |y what spaghetti code nmeans in your industry?

A Well, in a nutshell it neans that the code is very
difficult to read and maintain. You heard M. Ishii say
that NASA had troubl e reading Toyota's source code. That
wasn't to do with themnot following NI SRA it's because
it was badly witten and badly structured source code.
And that's spaghetti. Code spaghetti code is -- | picked
this picture of a very conplicated electrical wring

I ntersection because | think it aptly denonstrates what
spaghetti code is |ike.

Now | have to | ook at source code and I'm | ooking at
this variable name and this function nanme and things of
that sort, but imagine your job was to go fix the phone
line that's out at Apartnent 12 in that configuration.
That's what spaghetti code is |ike. And when you go and
find it, you may di srupt or you mght tangle two wires
toget her and cause the phone service to break in another
departnent. And that's what toyota's engi neers are
dealing with their source code and that's what they're

referring to when they call it spaghetti |ike.
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Q When you say source code that is devel oped at one
time and then you continue to add onto as tinme goes on,
rat her than starting anew, can you end up with a

spaghetti code?

A Yes.

Q Do you have any idea if that's the case in ternms of
Toyot a?

A Yes.

Q What did they do?

A The way | understand the progression with Toyota is
nostly through what | see in the source code evol ving
fromyear to year, and also what | read, for exanple,
fromM. Ishii's deposition. 1've read nore of it than
what | saw here. But he tal ked about the tinme frane. He
was there the whole tine.

Initially they didn't have electronic throttle
control, they didn't have an operating system they
didn't use the C programm ng | anguage. They switched
fromassenbly | anguage to C. They added an operating
system They added electronic throttle control. And
they were all the while increasing the anount of

conplexity and intertw nedness of all this source code.

Q You were here for M. **Sonet hi ng deposition this
nor ni ng?
A Yes.
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Q And did you hear the discussion about one of the
docunents between NHTSA and the Toyota enpl oyees about

updating the power train software?

A | did.
Q Have you actually reviewed that docunent?
A | have reviewed that docunment, that's right.

Q And in that discussion did Toyota enpl oyees refer to
their software as spaghetti |ike?

A Yes.

Q And did you create a slide about that?

A | did. So these are all quotes fromthat docunent.
Q And here it discusses activities to inprove the
status li ke -- the spaghetti |ike status of engine
control application were started, is that correct?

A That's correct.

Q Is this the type of software that's used to help
control the electronic throttle control system based on
your review of the docunent?

A Yes.

Q |s there anything el se you want to point out in
terns of this docunent?

A Well, the docunment refers to first of all that the
power train engine code is -- which is another nane for
t he UCM engi ne control nodule. That's where the power

conmes from It also refers to other problens with
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Toyota's process, such as that there are sone of the C
source nodul es don't have specifications and have
specifications -- specifications or design docunents that
say howit's supposed to work. In sone cases the design
docunents don't exist, and in other cases the design
docunents say sonething different than the code, so which
is right?
Q Al right. Let's go to the next slide. Are there
several type of spaghetti code?
A There is two basic types of spaghetti in source
code. One is what I'lIl call data flow spaghetti, that
really refers to having all the different, you know,
t hose coupl e of thousand nodul es, files of source code
all being interconnected with each other, which is a bad
architecture, through gl obal variabl es.

For exanpl e, so when NASA says that -- and | can
confirmthat Toyota's source code has over is 11,000
gl obal variables, they are saying that it is greatly
intertwined in such a way that spaghetti -- the data --
I f you want to follow a particular path, you know, where
does the accel erator signal go, you have to trace through

multiple files and nultiple tasks to see where that data

goes. And they're all linked together with these gl obal
vari abl es. Some of which are 25, 30 characters |ong and
sonme don't have vowels and sone -- two of themare
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i dentical, except one has a P and one has a D, or a P and

a B.

Q And just rem nd us, what is a global variable?

A A gl obal variable is one of those ingredients in the

recipe, but it's being used by nmultiple recipes. So an

exanpl e of that would be the global variable that tells

t he conbustion part of the software how wi de open the

throttle should be, should it be 10 percent open or

should it be 100 percent open. That's a global variable.
Anot her gl obal variable is the one that | referred

to earlier that keeps track of how fast the engine is

going. Is it 2,000 rpmand 3,000 rpm And when those

are being referred to frommultiple places, not only is

It spaghetti, but also increases the probability of

chance of race conditions and task interference.

Q s there in your industry a standard for how nany

gl obal vari abl es you shoul d use?

A Vell, it's not an absolute science with that.

Certainly, you should not be using 10,000. Certainly you

shoul d not be using 1,000. The academ c standard, as Dr.

Koopman said is zero. |In practice a small nunber of

gl obal variables may exist in sonme well structured

prograns, but generally a very small nunber.

Q And what is the next type of spaghetti code?

A. There is also control flow spaghetti. So here the
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spaghetti that you have wthin a recipe, it's greatly
internally obligated. That's |ike picking up a recipe
book and you can't followit. You can't figure out, you
know, what am | baking at this point, what step am| on.
That happens sonetines in source code when one function
-- renenber, we | ooked at function earlier, a |arger of
one function, instead of fitting on one PowerPoint slide,
t akes 20 pages of printout just to | ook at that one
function, and inside there's all these different cases
and ifs and tests and | ooking at this variable, |ooking
at that other variable. It's like a very conplicated
reci pe that you' re not sure what you're going to get when
you get to the other side.

Q You got down here at the bottom you tal ked about
testability and then you tal k about scoring of greater
than 50. The greater than 50, what are you referring to?
A. So, | wote a report chapter called Toyota' s code
conplexity in which we produced a | arge nunber of tables
usi ng sone static analysis tools to tell us how conpl ex
I's each function that's in the source code. So the tools
give a score and it's based on the nunber of different
ways you coul d possibly go through that function. The
nunber of different sub recipes you mght imagine. So

t he nunber of different possible recipes you can nake

fromthat one
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And this actually is sonmething that is useful to
sof tware devel opers generally. If you are, like Dr.
Koopman t al ked about going to a conpany and assessing the
quality of their product. If you run a tool like this
and it spits out code conplexity nunbers for each
function that will direct you to the ones with the
hi ghest score are the ones nost likely to contain bugs.
And so if you're hunting a bug, one of the things you can
do is go and cl ean up those parts of the code.

And ny organi zations that |'ve consulted with
maintain a practice where they will not rel ease a product
If it has a code conplexity of any function bigger than,
a typical nunber is 30. Toyota's code actually has 67
functions that score over 50, which has been assessed as
an untestable score. Wat that basically neans is that
this one little recipe within this bigger conplex
el ectronic throttle control system just to test that one
little recipe in the factory when you nmake the car, you
woul d have to test at |east 50 different vehicle states
and software states. You would have to test all 50 and
you woul d have to have a detail docunented plan that
said, here's what I'mgoing to do to test path one.
Here's what I'mgoing to do to test path two. Test path
three, et cetera.

And there are actually design techniques and
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processes called code coverage analysis. Were you try
to make sure that the test you run on your product are
actual ly going through every one of those |ines of code
and every one of those possible halves. | see no
evidence that Toyota did that. And particularly not for
t hese untestible functions.

Now, within those 67, there are 12 in the 2005 Canry
t hat have over 100, which is assessed at a | evel of
unmai nt ai nabl e, which basically neans, if you read the
papers, that above 100 it becomes so difficult to go in
and fix a bag, that every tinme you fix bag, you nmake a
new bug. So you've got this very buggy code, it's hard
to test, and you go in and nmake a change and you break
sonet hi ng.

And one those 12 unnmi ntainable functions is the
approximately 1,300 line functions that perforns the
cal cul ation of mathematics to deci de how open to nake
that throttle. And that's an area that NASA was very
interested in, and in fact tried to sinulate and could
not sinmulate to its satisfaction and found that Toyota
not only did it not have a test plan to test all 146
pat hs through there, but did not also have a sinulation
of it like NASA wanted to run
Q Throttle angle function, is that the function that

determ nes how open the throttle's going to be while
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you're running the car?

A That's right. That's the function that takes as its
I nput the accelerator contribution, the cruise contro
contribution, the idle speed contribution and all the

ot her subtle ways that the throttle need to be trimed
are all taken into account in that. To produce one,
ultimately one angle, |ike 50 percent or 30 percent.

Q Does that function have to work with task X in order
to run the car?

A. Yes, that function is executed by task X. It's
anong the kitchen sink of things that it does.

Q Let's go to the next slide. You nentioned stack
analysis earlier, is this a nore detail ed expl anati on of
t hat probl enf

A Yes. We're going to tal k about stack.

Q Let's start at the top?

A Ckay. So we did an analysis of Toyota's stack. And
the first thing I should probably explain is what a stack
is. So | nmentioned that that if these . t asks and
they're switching back and forth taking turns with the
processor, the stack is both how when we are running they
pass information fromone recipe to another. |f one
recipe calls larger of -- to conpute the larger two
nunbers, it passes information through the stack and gets

the results back through the stack
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But then also it holds that information on the stack
in menory in that area tenporarily while the processor
runs a different task and then sw tches back. And so
this stack is a very inportant data structure that is
used by all the tasks. And the operating system all ows
themto use it.

And the programmers have to pick the size of it. It
has a finite size. |It's just block of nenory, contiguous
bl ock of nenory.

So actually in Toyota's design for the 2005 Canry
there are two stacks. One is a stack on the right that
Is specific to task X; the other is a stack on the left
that is for all the other tasks. And also there is also
sonething called interrupt service routines. Kind of
| i ke tasks, they conplicate ny explanation, so |I'mnostly
ignoring them but they are abbreviated ISR for interrupt
service routine. And you see those reflected there as
wel | .

And so what you have on the left is a depiction that
every nonment in tine in the car's operation the stack has
a fixed bottom address, and sone processor and sone
designs it's zero in nenory, and then is has a fixed top
address or end address. And in this case |'ve depicted
it as growing up to 4K, 4096 bytes, and then it also as a

current address or a stack pointer, which points to where
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the systemis on that.

And so we perfornmed an analysis called a worst case
anal ysis, which is a process whereby we assess if all the
tasks are using the stack sinultaneously, which can occur
fromtime to tine, wll they expl ode beyond the stack
potentially and overwite what's passed it.

NASA was interested in this subject and Toyota
provi ded them an answer, which was that the stack was
only utilized at a worst case of 41 percent, 1,688 bytes.

What Toyota didn't know apparently, and NASA
understood, is that -- NASA m sunderstood therefore, is
that the actual worst case is 94 percent. And that's not
I ncl udi ng sonething called recursion. NASA's spent a
great deal of tine tal king about Toyota's use of
recursion, and which coul d because the stack to overfl ow

And in fact, we don't know how nuch nenory coul d be
consuned by the recursive function -- recursive function
is arecipe that culls itself. Like in order to conmpute
the larger of 67 an 65 let's cull ourselves on the |arger
of 66 and 65. That's not how that function works, but if
you can imagine if it culled itself, it could do it many
times. And there are sonme recursive functions in
Toyota's source code, which is not appropriate in a
safety critical system

And the NASA report reflects that inappropriateness,
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but NASA did not realize that the recursion was on top of
94 percent. They thought it was on top of 41 percent.
Making matters worse, if the stack overflows in the 2005
Camry, the next thing in nenory is the critical data
structures that are not protected inside the operating
system To if you have a rare stack overflow, the first
thing that is going to get danmages are those 3 by 5 cards
that tell the operating systemwhat to do.

Q So if in using this the tasks end up runni ng past
the all owable nenory, it then noves into what nenory is
bei ng used by the operating systen?

A That just keeping on scribbling.

Q Does it overwite things that are going on with the
operating systenf

A Right. Those are the critical data structures |ike
the three tears of keeping track of what's going on with
each task and which task to run next.

Q Does that cause nenory corruption?

A Yes. (bviously, the stack overflow itself causes
menory corruption. The corrupted data is this
unprotected operating systemdata and a side effect of
that can be task death.

Q s there any other informati on we need to know about
this slide?

A. Yes. Specifically recursion violates a M SRA C
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rule. So had Toyota followed M SRA-C, which is an
autonotive industry subset of the C | anguage that's safer
and specific for the auto industry.

In 1998 that standard had a Rule No. 70 called -- |
don't renenber the exact |anguage. But function should
cull thenselves. And the rules basically are the same in
2004 but they changed the nunbering system so in the
2004 standard this rule, sanme rule is No. 16.2. So this
is a violation of the MSRA C rule.

Q Does the violation of this rule related to

uni nt ended accel erati ons?

A Yes.

Q I n what way?

A The stack can overflow due to this recursion in the
2005 Canry.

Q And create nmenory corruption?

A. And that would create nenory corruption, that's
right.

Q What was NASA' s vi ew about this recursion?

A So NASA's view, NASA was concerned about stack --
possi bl e stack overflow. They had a coupl e of pages
devoted to it, about five pages. | pulled sone quotes
here. Recursion could exhaust the stack space leading to
menory corruption and run tine failures that nay be

difficult to test -- detect in testing. The question

TH'S TRANSCRI PT |'S NOT' PROOFREAD




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

38

then is how to verify that the indirect recursion present
in the ETCS-I does in fact termnate and does not cause a
stack overfl ow.

And then the third one, the CVOin the ETCS-1 does
not have protective nenory and therefore a stack overfl ow
condition that cannot be detected precisely. Overflow
woul d cause sonme form of menory corruption. And | should
just stop there.

When is NASA referring to protected nenory here,
they're not referring to EDAC, they are referring to
sonething called run tine stack nonitoring, which is a
techni que that software devel opers use to nmake sure that
-- it's like a flood marker on a river. Wen the river
rises and gets to the flood mark, you know there is going
to be trouble and you start activating.

The sane thing is a technique that is well-known and
used for a long tine by inbedded software devel opers,
which is you make an area of the stack that you watch and
you see if it gets corrupted. a comon thing to do is
wite all ones to it, or sone binary pattern, and you
have a part of the software that is nonitoring to see of
the high watermark has been breached. And if it is, you
know t hat you m ght get into dangerous uncertain
territory, and so you can do a safe shutdown or reset the

systemto get past that.
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Q Is it the menory corruption that's tal king here
about that can cause an UA?

A That's correct. NASA didn't know that the nenory
just past the stack was the operating system as far as |
know.

Q Are we through with this? No.

A So NASA al so says it's not clear what inpact

i ncursion has with respect to the | arger UA problem
There are other sites of recursion that we haven't and
anal yzed.

Q So they just didn't look at it?

A They | ooked at sone, they took Toyota's word on
sone, and they didn't analyze the rest. And NASA didn't
ever know that there was so little safety margin. So
Toyota's answer to NASA about incursion included that
they had -- Toyota said they had added an extra margi n of
safety nore than double the 41 percent. So Toyota's
answer to NASA is, don't worry about it, we' ve added a
margin of safety of nore than double. But the truth is
that margin is not there. And toyota itself didn't even
realize this.

Q Let's go to the next slide. And we talked a little
about the sone of the things you found. What are sone of
t he stack m stakes?

A. So the first big mistake that Toyota nade here, is
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that -- and this is why it's not 41 percent, it's 94
percent. |s because Toyota didn't do a thorough

anal ysis. Wen they did their own internal analysis of
the stack to conme up with the nunber 1,688 bytes, they
m ssed a bunch of stuff.

The one that accounts for the nost extra bytes is
the operating systemitself. The operating system every
time it's switching fromone task to another, it stores
data on the stack, so you can't just add up the worse
task thensel ves, because when they are running or all is
have stuff on the stack, you also have all the operating
system changeovers between them as well as interrupt
service routines. And Toyota missing that is the biggest
factor in why it was 94 percent, not 41 percent. But
they al so mi ssed about 350 functions. They had sone
m stakes in their attenpt to automating the rest that we
found as well.

So actually the 94 percent is the nost we found.

It's possible that the stack coul d go beyond that as

wel | .
Q Let's go to the next one.
A On top of that Toyota used dangerous recursion. So

| showed sone quotes fromthe NASA report. Here's
anot her quote formthe NASA report. It says, "Absence of

recursion is standard in safety critical inmbedded
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systens.” And | would agree with that. It is not
appropriate to recursion. And M SRA and NASA and | and
Dr. Koopman all agree on that.

Q But Toyota has it?

A Toyota has it in the 2005 Canry, that's correct.

And finally, Toyota didn't performrun tinme stack
nonitoring. This, by the way, is in the cheaper 2005
Corolla that was supplied to Toyota by an American
suppl i er named Del phi, which is different than Denso, the
Japanese supplier. So Denso is supplying 2005 Canrys and
It doesn't do any run tine stack check nonitoring, but
Del phi is supplying 2005 Coroll as because at the tinme of
partnership of the Corolla being nmanufactured with GMin
California. Delphi supplies that and Del phi one,
al though it has nany defects as well, the stack overfl ow
is not a possibility in that particular design, as |
understand if.

Q Okay. Next line?

A Toyota also failed to conply with a nunber of
standards, including the standard for its own operating
system So it used an operating systemthat it got from
its chip vendor NEC. They supplied the processor and
they al so supplied an operating system call ed RX OSEK
350. The processor is the V850, this was an operating

for that processor called RX OSEK 850. OSEK is a
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reference to an international standard API, which is a
programmng interface. It's kind of a software termthat
means how you control the operating system \hat the
function nanes are and things |like that.

At any rate OSEK canme out of the autonotive industry
in Europe and this was -- a narket was created where
mul ti pl e operating system suppliers could provide
conpati bl e operating systenms. So that fromthe auto
maker's point of view, they could switch fromone to
anot her and they would still be using a version of OSEK
And the idea being that those operating systens woul d
then conpete on quality, conpete on the price, et cetera.
And in order to make sure that the car maker's code woul d
work on any one of these, there were a set of conpliance
tests set up to nmake sure it was truly an OSEK

And only operating systens, when you read the
docunent ati on, that have been tested are supposed to have
OSEK, they are supposed to say OSEK is a trademark and
that sort of thing, so they are supposed to be tested.

We found that the one that Toyota used was not in
conpliance at all. And actually, at that tine, by 2002
there was a conpliant OSEK avail able on the market for
that very processor, but Toyota for reasons unknown to
me, chose to go with one that was not certified as

conpl i ant.
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Q This particular operating system RX OSEK 850, is
that also included in sonme of the other vehicles you
| ooked at, like the Lexus ES, certain nodel years
Toyota's V6 Canry?
A That's correct.
Q Let's go to the next slide.
A Toyota also failed to conply with standards, and
here we heard from Dr. Kooprman about a higher |eve
concern about safety process. That's not what |'m
referring to here. Here |I'mtal king about, for exanple,
the M SRA C gui del i nes.
Q That is the smaller book, right?
A That's the smaller book that is very specific on the
C programm ng | anguage. So the big book says you shoul d
use a docunented subset of a |language that is safer. And
the little book is those -- that subset, those
i nstructions.

And by 2004 when they updated this, they wote in
t he book that this was being widely adopted in nultiple
I ndustries, they didn't expect it to be used outside of
autonotive, but they are very happy it was. And al so
that in 2004 when we were updating it, or prior to that,
they had worked with the Japanese equival ent of what here
we call the Society of Autonotive Engi neers, which has

standards and has conferences for autonotive engi neers,
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obviously. That is the Japanese Society of Autonotive
Engi neers and the Japanese Autonobil e Manufacturers
Association. They participated in the drafting of th
second version of this. And indeed, one of Toyota's own
enpl oyees was thanked in the contribution.

Q That was put out in 20047?

A Well, the original standard was in 1998.

Q And are you tal king about, does that relate to the
original one, or the one that canme out in 20047

A Vell, the 1998 one was the first version that M SRA,
Motor Industry Reliability Association of the United

Ki ngdom publ i shed, and then these comments fromthe 2004
addition of that.

Q And in the review of what Toyota had done did NASA
fine any violation of these codes

A Yeah, NASA found a nunber of violations of M SRA

rul es.

Q Did you find violations?

A Yes. NASA | ooked at about 35 of the rules. There's
in total, | forget the exact nunber. |It's basically the
sane set of rules in 1998 and 2004. But as | recall,
it's over 100 rules total. NASA | ooked at 35 of them and
they found over 7,000 violations, and they reported that
on page 29.

| checked the full set. There were a couple that
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were difficult to test, but basically the full set and
found nore than 80,000 violations in the 2005 Canry.
Q There was al so a di scussi on about conpliance with
M SRA rules that we heard fromM. Ishii, | think he said
sonething |ike maybe 50 percent of conpliance of used
M SRA rules. |In your code review did you find that to be
true?
A No.
Q Was did you find?
A | actually wote on whole report on Toyota's codi ng
standard in one of nmy chapters, and what | found studying
their coding standard was that actually -- the M SRA
rules are over 100 rules and the Toyota rules -- | have
an appendi x that lists themall -- | think it's about the
same nunber, about 100, maybe 119, but only 11 of
Toyota's coding standard rules overlap with the MSRA C
rules. And interestingly, five of those rules are
violated in Toyota's code.

So when they say 50 percent overlap between the two,

our rules and M SRA rul es, no.

Q Do you know t he percentage on how they actually
mat ch up?
A Just different ways of cal cul ati ng the percentage.

| couldn't make any conme anywhere near 50 percent. They

noi sty shake out around 10 percent.
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Q Did you al so review sonme work done by a Toyota

enpl oyee nanes M. Kawana related to his devel opnent of
how to | ook for bugs in software related to rule

vi ol ati on?

A Yes, | did.

Q Tel | us about that.

A So there is a paper by M. Kawana that was presented
in Detroit in 2002 and al so a presentation that was nade
in San Diego in 2004. They both contained this bug
chart, so | pulled that slide fromthe presentation in
San Diego. And this is showng that in M. Kawana's
view, and these slides are al so bearing the Toyota | ogo,
it's reasonable to estinmate the nunber of bugs using the
nunber of violations. And the standard he |ooks at -- to
for what's a violation is MSRAC And this is the sanme
M. Kawana who | see thanked in the M SRA 2004 docunents,
so he was clearly participating in the update of MSRA in
sone fashion, and around the sane tine he has presented
this at an autonotive industry conference that suggests,
at least to nme, not knowi ng otherw se, that Toyota is

conplying -- that Toyota's viewwng MSRA C as a

appropriate -- the nunber of violations in M SRA C an
appropriate way to estimate the nunber of bugs still in
the code. It's called bug popul ation estinmation. People

do the same thing with counting fish in a pond. You can
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do things like count sonme and mark them and throw t hem
back. There's different ways of doing estimation

techni ques of how many fish are in the pond. Here's a
techni que that industry can use to estimate how many bugs
there are out there. But this is based on the 2002 paper
on past Toyota projects.

Q This is M. Kawana's bug chart?

A. That is M. Kawana's bug chart.

Q And on this bug chart they' ve got 30 rule

violations. Does that indicate that you do have bugs?

A Yes. In his calculations, there's 30 rules
violations, there will be one major bug and ten m nor
bugs.

Q There's al so been testinony that -- and you heard

part of it fromM. Ishii that Toyota had its own

i nternal codi ng standards?

A | did.

Q Have you revi ewed sone of those standards?

A Yes.

Q In your review of the source code, were you able to

determne | sonme of those were violated?

A Yes.

Q Let's take a | ook at that?

A So Toyota mai ntained an internal set of coding

rules. They may have had nultiple coding rules, but this
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coding rule was specifically for 32 bit processors, which
is what's in the V8 50 main CPU, witten in the C

| anguage for the power train. So it's referring to the
ECM that | analyzed code for.

And what | found is that, first of all, M. Ishii's
statenent that 50 percent of themoverlap with MSRA is
way off. | also found that at |east about a third of
Toyota's own coding rules are violated. So they weren't
enforcing their own rules.

Q Whul d t hat have been the source code for the 2005
Canry?

A It was the source code for the 2005 Camry. And
that's all docunented in nmy chapter on the Toyota's
codi ng standard.

Q Al right. Wuat's next?

A So, the whol e point of having a coding standard,
whet her you choose to adopt M SRA or wite your own is to
followit. What good is a rule that is not foll owed?
And so it's actually the enforcenent part of having the
rule that's inportant.

VWat | see is Toyota had a standard specifically for
this system they had various suppliers, including Denso
contributing to this system and thenselves, but nobody
was enforcing this standard at all. And that to ne,

based on ny experience consulting in industry indicates a
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| ack of rigor or engineering discipline within Toyota.

Q What' s next?

A This is actually part of a larger pattern that |'ve
seen through the docunents that | reviewed, through the
source code that |'ve reviewed, et cetera, which is that
Toyota didn't do things that I would have expected t hem
to do, and doesn't have docunents and paper to prove that
they did those things. | would expected themto produce,
if their -- if ny software was chall enged, is there a bug
in your code, | would expect to produce, here's the

dat abase of all the bugs that passed, found and fi xed,
who fixed it. That's how these bug dat abases work. How
long it was known about before it was fixed, which ones
we haven't found yet. You know, sone of those m ght turn
up later. They don't have that. There's testinony
about that as well, that they don't have that.

They al so do i nadequate peer code reviews. So you
heard M. Ishii say we | ook at sone of the code sone of
the tinme when we're interested in it, but they don't | ook
at all the code all the time. And peer code reviews is
sonething that's a known, good, cheap way to find bugs.
| wote the code or change it, you look at it. You |ook
over ny shoulder. Just like an editor would do on a
docunent. That's all code reviewis. It can be formal

and it should be formal in a safety critical system so
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there should be a paperwork trail that says on this date
we net, reviewed this nodule, we found these three bugs
or potential bugs, and we expect those to be fixed. And
this paper trail wll nake sure that they get fixed. And
that's how it should work.

Q Based on a | ack of systematic processes you

descri bed, have you reached an opinion on whether this
software is defective?

A Yes.

Q What's your opinion?

A In ny opinion is that this code is a unreasonabl e
quality and defective.

Q You nention down here there is no bug tracking

syst enf

A That's what | tal ked about a database of all the
bugs that have been found and fixed. It doesn't
necessarily have to be a database, it could be a
spreadsheet, but there should be sone systemin a conpany
that's making safety critical vehicles that says, yeah,

t hat odd behavi or that was observed down in the |ab
yesterday, or on the track yesterday, let's assign sone
engineer to look into it, see what happened. Find the
bug. O if there's not a bug, explainit.

Q Does Toyota agree there's bugs in the software?

A Yes. So | think this was in M. Ishii's testinony
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yesterday. Wen it comes to software there are going to
be bugs.

Junping to the end, so the issue is not whether or
not there is a bug, but rather is the bug an inportant
material bug. And indeed, there are not only bugs but
there are also inportant nmaterial bugs in Toyota's code.
Q Based on what you heard from M. Ishii has Toyota
ever checked to see if a bug would stick the throttle
open?

A M. Ishii said he's never |ooked for one and he's
not aware of one.

Q Di d NASA have concerns about software causing UA s
In Toyota's throttle?

A Yes.

Q And did they look at it?

A So this chart shows a bit of the nethodol ogy that
was used by NASA. So, this is what's called a fishbone
diagram And so the idea is that, is there a way -- this
Is asking a question -- is there a way that unintended
accel eration can be caused by a software error. And then
they are enunerating through branching the possible ways
t hat coul d happen.

And so, for exanple, there could be a bug in the
throttle algorithm and that woul d be an exanple of a

codi ng defect or error in the recipe. That if happened
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and it related to US, could cause UA, and then NASA broke
out other things, other things that coul d happen. For
exanpl e, they tal k about task interference or race
conditions, and they talk about not having protections
against faults like bit flips. And then the trace back,
wel |, what woul d cause that bit flips, data corruption,
comuni cation faults, timng faults, et cetera.

And the idea is that if one of these root conditions
can occur and is not blocked by sonething upstream then
it's a possible cause of UA
Q This docunent we're | ooking at, this diagram is
this one you created?

A No, that's -- it's from NASA Appendi x B pages 36 to
39, is that part of the analysis. | included nmultiple
pages because there they describe their thinking and
rational e on each of those sub bullets.

Q So NASA was | ooking for the exact sane thing you
were | ooking for?

A That's correct.

Q Go ahead?

A And these are exanples of things we found. So
putting it in NASA' s term nology, and NASA s chart, the
defects |'ve described fit into these codi ng defects,
task interference, insufficient fault protection, data

corruption paths.
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Q And in terns of the nmenory corruption we've been
tal king about, does it fall into these categories?
A Yes. So specifically nenory corruption over here,
conbined wth insufficient protection against nenory
corruption, can lead to a UA
Q Al'l right. There will be some discussion by Toyota
in this case about |ayers of safety and safety itens --
fail safes they put in their systemto catch what we al
termas UA, is that right?
A That's correct.
Q Have you exam ned some of those areas to explain
where there may be a the gaps you tal ked about earlier?
A Right. So the inportant thing froma safety point
of viewis not, we have 12 fail safes, or we have four
fail safe layers, it's are there any gaps in them

And so these are the |ayers as | see them and
understand them from Toyota's docunents and reports. And
for each of them each of these layers | wote a specific
chapter where | analyzed that part of the system
docunented what | found, docunented if there were any
defects in the fail-safe or layer, and also if there were
any holes that could allow sonething to get through these
| ayers.
Q So now we're going to | ook at each one of these

| ayers and have you explain the defects?
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A Yep.

MR. BAKER  Your Honor, | don't know when you
want to do an afternoon break?

THE COURT: Let's go till three.

Q (BY. MR BAKER) Let's go to the next slide?

A So |'ve sort of put these in order. So |layer one is
first.
Q Mrroring of critical variables. Tell ne what

mrroring means?

A So mrroring is |ike having two cells that have the
sanme value sort of in your spreadsheet. Technically, if
you just have exactly the sane value, | would refer that
as echoing, with -- you have an echoed copy. Mrroring
Is slightly stronger than that, and Toyota generally uses
mrroring, whichis, mrroring is you also flip all the
bits. So you have two copies of the thing, but if they
were next to each other and they both cl obbered to zero,
t hey woul dn't match, because one of them being zero
shoul d make the other one be all ones. So it's an extra
| ayer of protection.

And so the best protection for mrroring is keep
themapart in nenory, do sonething like flip all the bits
I n one versus the other. So that when you wite to it,
you wite both. And when you read fromit, you read

both. And if they don't match when you read it, then you
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know t hat somet hi ng has gone wong and you can't trust
t hat val ue.

Now, dependi ng on how i nportant that value is, it
could be that you just use a default value and conti nue
on. O it could be a very inportant value |like the
throttle command, 10 degrees or 100 degrees -- or 100
percent, and in that case then you m ght do sonething
different than just use a default val ue.

Q So this is a technique that Toyota engi neers have
used?

A Yes.

Q Did they use it correctly?

A Toyota used mrroring to protect thousands of
variables. And they did it generally correctly. |'m not
going to speak for all thousands of them But they did
it generally correctly with respect to those. The defect
Is, they m ssed sone of the critical variables.

Q Tell me about those vari abl es?

A So one exanple we've already tal ked about is the

I nternal data structures within the operating system
They m ssed it because they never |ooked at the operating
system They got this operating systemin binary from
their chip supplier and they never |ooked inside it to
see what was in there.

Now, if you're designing a FDA regul ated nedi ca
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product, there are guidelines and you are instructed if
you're building this insulin punp or pacemaker and you
decide to use an operating systemor other third party
software, you need to audit that as well. Toyota didn't
do that here. And that is one of the reasons | believe
that they missed mrroring within the operati ng system
Q What about the target throttle angle gl oba

vari abl es?

A Yeah, there is a nunber of other variable that
aren't mrrored, but the one that is really interesting
fromthis point of view, fromour discussion is that the
target throttle angle, the one that says 10 degrees or 10
percent or 100 percent, 10 percent or 100 percent power,

S0 not mrrored.

Q So there's not -- there is nothing that's got that
data stored like -- it wouldn't be mirrored?

A. There's no second copy of it. Not echoed, either.

Q So if the first copy is corrupted, it's corrupted?
A It's the only copy.

Q And why it that inportant?

A Well, it's inportant because if you -- if a software

corrupts and changes that throttle command, the rest of
the software just sees a nunber in a particular cell in a
spreadsheet. It doesn't distinguish or know that it's

not a conmand fromthe driver or a correct cal cul ati on of
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what the driver wants and what the engine wants, not to
stall, all those things. So if it suddenly changes from
10 percent to 20 percent, is that comng fromthe driver
pressing on the pedal or is that comng fromthe software
changing it?

Q Have you got an exanpl e?

A Yeah. Let nme wal k you through the process here. so
the way their design works is that you have the

accel erator pedal, which is being read by task X, and
then it wites the cal cul ated val ue, that very conpl ex,
code conplexity of 146 unmai ntai nable function, it
chooses a value. | put here as an exanple 20 percent of
throttle. And then it wites it into a nenory |ocation.

a 16 bit or two byte nenory | ocation.

Q An unmirrored bit?

A That's correct. It's an unmrrored 16 bit | ocation.
Q Al right.

A And then the next thing that happens is another part

of the software cones along and reads it and it says, oh,
It says 20 degrees, 20 percent. And so its job is to
open the throttle to 20 percent. And that's actually
kind of conplicated because you're trying to nove
sonet hi ng nechani cal and the software to trying to do it,
so you're pushing on electrons, and the electrons are

pushing on the notor and the notor is opening to the
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ri ght anount.

Q So how can you have a UA from nenory --

A So, for exanple, if task X died and stopped witing
to that |location, and the unmrrored throttle command was
set to a larger opening, the other part of the software
is just going to pick up the new val ue and open the
throttle.

Q Whet her that is a correct value fromthe

accel erator?

A Whet her that's a correct value fromthe accel erator
or not.

Q Go to the next |ine?

A So this says in words what | just said, which is
that the death at task X causes the loss of throttle
control, accel erator pedal doesn't work, cruise contro
doesn't worKk.

Q What el se?

A. This nmotor control task, and it's not just one task
it's nore conplicated than that, I'mjust sinplifying it
here for ny explanation, but that notor control task
keeps driving the notor -- and by notor here, | nean the
not or that noves the throttle, it's the part that turns
the knob on the water valve. And so, either if task X is
dead, you can get a stuck throttle, which is the | ast

cal cul ated command, or the | ast conputed one over here,
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or it can change it to a corrupt value through an
addi ti onal nenory corruption.

Q So if you have a nenory corruption of the throttle
angl e variable that you just showed in your |ast slide
and then have a task death, what can happen with the
nunber that is sent to the conputer to turn the throttle
to?

A Well, then it can beconme any nunber between zero
percent and 100 percent.

Q |s there any cap on the actual anount?

A. Well, the throttle physically, technically it opens
bet ween - degrees and . degrees. \Wereas 90 degrees
basically would represent no bl ockage of air flow. And
SO . degrees is slightly | ess than 100 percent. You can
never really get 100 percent. And even when you cl ose
the throttle, you' re usually not blocking all the air
flow or else the engine would stall. So you're sonmewhere
bet ween about six degrees and nmaybe sonetines | ower when
you're idling, and about 95 percent of what you can get.
Q Does the task death of X in that scenario involving
the throttle angle variable have to occur first or after
the nmenory corruption of the throttle angle variabl e?

A If they are close in time, the two nmenory
corruptions are close in tine, it could be an either/or.

If task X was dead for a while though and then the second
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menory corruption happened sone tinme |later, then it could
al so happen that way.

So if the two corruptions happen close in tine,
which is |ikely when you have nenory corruption, often
It's not just a single -- when it's a software bug or
even hardware bit flip, it can be ricochet and bounce
around like a bullet inside, and so it can cause
mul tiple nenory |locations to be damaged. And so that can
begin small and grow over tine. And so, if they both
happen ri ght about the same tinme, it could be that the
throttle command is corrupted first and then the task
dies. But there's nore tinme opportunity the other way.

Q Can the throttle angle variable be corrupted through
a hardware nmal function and a software mal function?

A It could be -- by itself, it could be corrupted by
either one, that's correct.

Q What's next on this slide please?

A. So this is just nenory corruption can propagate from
one to another. You can think of it as shotgun pellets
bounci ng around inside the nenory, flipping sonme bits or
changi ng whol e bytes --

Q And in this scenario, can the throttle angle go to
any nunber ?

A Yes.

Q Al right. And have you done a diagramto kind of
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explain this?
A Right. So | put the previous graph together and |
said, okay, on the left side we still have task X but
It's no longer nonitoring the accelerator or the driver
controls, because it's dead and its death has not been
detected. And then now | drew a vertical bar or a line
showing that it's no |longer ever witing to this gl obal
variable that's not mrrored. And so a nenory corruption
there changes it from say, 20 percent of throttle to 50
percent of throttle.
Q Are you just using that as an exanple for your chart
her e?
A Purely illustrative.
Q What happens next ?
A And then the notor control task not know ng that
task X is dead, interprets this command as 50 percent as
comng fromthe accelerator through task X, or fromthe
crui se control through task X, or sonething el se through
task X

And so now, it's just going to drive the throttle to

50 percent open, and you're going to get nore engine

power .
Q In this exanple, do we have a task death?
A Yes.

Q Do we have a nenory corruption?
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A Yes.

Q We have the conputer setting the throttle at sone
angl e, 50 percent here in your exanple?

A Correct.

Q s that 50 percent in this exanple set by a

mal function in the software?

A Yes.

Q Is it unrelated to where the driver in your exanple
i's nmoving the pedal ?

A That's correct. So there's a di sconnect now between
that vertical line between the accel erator and what the
throttle is doing over there in the engine.

Q Vll, we just tal ked about failsafes. What happened
to the fail safes?

A Well, the failsafes are the nonitoring -- that are
|l eft, are nonitoring this portion over here and sayi ng
the throttle's open halfway in voltage, electrical ternms,
and the command is for it to be open halfway. Those

fail safes don't know that task X is dead because they
haven't detected it, and task X has taken sonme of the
fail safes down with it that would have known about the
driver's intent.

Q Are sone of those failsafes or the activation of

t hose fail safes task X?

A. Yes, npost of the failsafes on the main CPU are in

TH'S TRANSCRI PT |'S NOT' PROOFREAD




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

63

task X

Q So when it dies, what happens to the fail safes?

A When it dies, they don't run and so the fail safes
don't run.
Q All right. And we talked earlier about a situation

where sonething like this would happen and t hen sonebody
woul d step on the brake?

A Correct.

Q What woul d happen then?

A. So if sonebody steps on the brake here in this

scenari o?

A If they weren't on the brake initially, and they
step on the brake after this begins, then there is a
failsafe in the nonitor CPU that will inadvertently
detect a synptomof the task X death. That failsafe is
call ed the brake echo check. W'Il talk nore about it in
a couple of slides. But the brake echo check will detect
the driver pressing the pedal if they press the pedal and
hold it at |east about |Jjjij of a second, and then it
will cause the throttle to close, and [Jjjjjj seconds Il ater
it will cause the engine to stall.

So if you have speed on the highway, the engine wll
stall.

Q |f a person has their foot on the brake when this
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scenario in this exanple occurs, what woul d happen then?
A In that event, in order for that brake echo that is
I nadvertently detecting this task X death to do anyt hi ng,
the driver would have to renove their foot entirely from
the brake pedal. So while the car is speeding away from
them and as they are letting up nmechani cal pressure and
maybe punping or maybe -- | don't know, it's
counterintuitive to let off the brake when that happens,
but the car is going to speed up first because you are
mechanically letting go of the brake pressure that you
have, and then, because each tinme you punp you have
sonet hing call ed vacuum | oss, which causes the air that
Is flow ng through the engi ne, because the valve so open
for the throttle, that air is getting sucked into the
conmbusti on process and not going into the power brakes.
So you actually | ose brake effectiveness while this is
happening if you start it on the brake. And it will go
on until, can go on forever.

Q | f we have this exanple and starts with the driver
has their foot on the brake and they never let off the
brake, they are trying to get it to stop, how | ong woul d
this last?

A M. Arora, Toyota's expert, says it depends on how
much fuel you have.

Q Al right. Have we covered this slide?
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A Yes, | think so.
Q Let's go to the second | ayer of safety that we
tal ked about the DTCs and ot her failsafe nodes?
A So NASA in its report tal ked about the fail safes
that Toyota described to it. And they were five
fail safes on the main CPU that NASA di scussed and these
are called the linp hone nodes, the idle node fuel cut
and engine off. And just briefly, the Iinp hone nodes,
sonme of you may experienced this in a car before, that if
your car's engine is malfunctioning, it will allow you
enough power to drive, to linp to the dealer or repair
facility, but not enough power to go out on the highway.
And that is a safety node.
And Toyota has three different ones. And it depends
-- there's two gas pedal sensors, accel erator peda
sensors, if it mstrusts one of them it mght allowthe
throttle to be open 10 degrees or 1- percent, if
m strusts both of them then it will only allow the
throttle to be open a snaller angle. So there's three
different angles. As | recall, they range fron1l degr ees
o NG ccorces to i} o I ccorees.
There's al so sonething called idle node fuel cut,
which is that when your car is idling the rpmw || never
go above 2599. Just like when you're driving on a road,

no matter how nmuch gas you give it, the rpmw | never go
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above 6400. Wen you're just sitting there at a stop
sign it will never go above 2500. Now, 2500 rpm
especially depending on the gear you're in can be a | ot
of power in a car, but that is alimt that is built into
the software that NASA describes as a fail safe node.
Q Where are these failsafes | ocated?
A Al of themeither are |ocated entirely within or
depend upon task X. So when task X is not running none
of these are relevant to the discussion of UA
Q And part of your heading has got DTC, the diagnostic
trouble code. What is significant about themin terns of
task X?
A So the DICs, as |I've nentioned, is sonething that is
stored in the conputer that says sonething went w ong.
And so when this happens, there is not going to be any
DTCs stored, but | don't want to rule out all of them
because there is another task that does a few  But
general |y speaking nost of the DICs are going to be
di sabl ed during this scenario.

So if you were to reboot the car and read the
conputer you may find no codes as though nothi ng was
w ong, and now because you' ve rebooted it, all the .
tasks are alive and the car is running normally again.
Q The di agnostic trouble codes that can be set when

sonething is wong with the car, if they are set and
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stored, are they stored forever?

A No, they are not.

Q If the vehicle |oses battery power, what would
happen to the codes that had been set?

A The DTC codes are stored in an area of nenory called
battery backed ram Mst of the tine when you reboot a
conputer, the ram working nenory, is enptied out or
beconme nonsense. But battery backed ram because it's
getting a trickle of current all the time can naintain
its contents. But it only maintain themwhile the
battery is applied. So if you parked the car after the
I nci dent and the battery drained, then you would | ose al
the information. O if during the accident there was a
di sruption of power supply, then you would | ose those
codes that m ght have been set.

Q So for exanple --

A. And that's true regardless of task X death or
anything else. That's just how t he system worKks.

Q That is how Toyota's system works?

A That's right.

Q So if Ms. Bookout's car before it was inspected by
anybody | ost battery power, would any DTCs if they were
set, still be in the car?

A If the battery had been di sconnected there would not

be DTCs to recover because they woul d have di sappeared
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from nmenory.
Q Al'l right. Let's go to the next slide. The third
| ayer your title watchdog supervisor. Can you explain
this one to us?
A This one is going to take sone explanation. So if
you ever had a conputer crash |ike your iPhone or your
Android or whatever, and you were there to reboot it.
It's not working and you reboot it. But sone conputers
are in situations where there is nobody there to poke the
button. So for exanple, when NASA sends a mission to
mars, Mars Pathfinder is a good exanple in 1997. The
first color imges cone back fromthe surface of Mars.
The sent it there, they include in the design sonething
called a watchdog. So the idea is that the hardware w ||
wake up or reset the systemif there is a software crash.
And this actually turned out to save the day in the Mars
Pat hf i nder m ssion because when that ship arrived on the
surface it was able to beam back photographs and ot her
t hings, and the foll ow ng weeks when NASA engi neers were
doing their science on a surface, they had actually a
nunber of watchdog resets. |If the watchdog had not been
there to save the day, then they wouldn't have gotten the
conputer to phone hone again so they could fix it.

In your car, the watchdog is there to -- if

sonet hing goes wong with the software, it should be
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there to reboot the systemvery quickly so that you can
get back to a safe running car. And Toyota does have
sonet hi ng, they have a watchdog tiner chip and they have
sonething they call the supervisor. | call it the
wat chdog supervisor in ny report. And that the job of
that software, that part of the software is to
periodically check in with this watchdog tinmer hardware,
WDOT, and if the software doesn't check in, then the
hardware resets automatically the processor
Q s that what it's supposed to do?
A That's what it's supposed to do.
Q In the exanple you just gave, if we have a task that
dies, say task X, and it doesn't report in to the
wat chdog, what's supposed to happen?
A Well, ordinarily when you have one of these watchdog
supervisors, the software to kick the dog, kick the
timer, you' re supposed to nonitor all the software for
its health. And that's been well-known for a long tine.
And certainly, when I was editor in chief of the
magazi ne, that was well O-known and we published articles
about how to do good watchdog tinmer design. That would
have been in the 2001 to 2003 tinme frane.

When there are nultiple task because you have an
operating system it's necessary to check that they are

all working. You can't just say, well, I, the supervisor

TH'S TRANSCRI PT |'S NOT' PROOFREAD




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

70

in here, I"mhappy, don't reset us. You have to check on
all of them That is how it should work. Unfortunately,
that's not how toyota's design works.

Q VWhat is the problemwth theirs?

A The Toyota's design actually they have an abysnal
design, not just unreasonable in ny view, but | use the
word abysmal. This was actually the first chapter of ny
report | wote because | couldn't believe what | was

seei ng.

Toyota has a watchdog supervisor design that is
I ncapabl e of ever detecting the death of a major task.
That's its whole job. It doesn't do it. It's not
designed to do it.

It also, the thing it does in Toyota's design is
| ookout for CPU overload, and it doesn't even do that
right. CPU overload is when there's too nuch work in a
burst, a period of tinme to do all the tasks. [If that
happens for too |long, the car can becone dangerous
because tasks not getting to use the CPUis |ike
tenmporarily tasks dying.

And in Toyota's watchdog you can have any overl oad
going up to one and a half seconds, which at 60 mles an
hour | calculated is about the length of a foot bal
field, you have any vehicle malfunction for up to a foot

ball field in length that's explained only because this
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wat chdog design it bad, and because the processor is
overl oaded nonmentarily. And that should have been also a
j ob of that watchdog supervisor. And that is one they
tried to inplenent and they don't do it well.

They al so nade a cl assic blunder, one that's taught
by professor like at Dr. Koopman to first year students
in his inbedded systens class, which is, you don't
dedi cate a hardware tinmer on the main CPU to periodically
ki ck the hardware on the watchdog, because that will keep
functioning even though vast portions of the software and
the tasks are not rubbing because these interrupts are a
hi gher priority than the tasks.

And so, that is a design that you -- and | have
spoken about that at many conferences, not doing it that
way. And they do that.

They al so, in order to not detect a death of tasks,
the operating systemis sonetines telling them hey, the
task isn't working right. And they have lines of code in
there to throw that information away. They are ignoring
error codes fromthe operating systemtelling them
there's a problemw th this task. And that, by ignoring
those errors codes, is a violation of another M SRA rule,
No. 86 in the 1998 version.

Q So if a task death occurs and that information is

ignored, it would violate this M SRA rul e?
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A That's correct.

Q And coul d that have an inpact on causing a UA?

A Yes.

Q Are there ways to do it differently?

A There are. Reasonable alternatives to this were
wel | known | ong before this car was designed. In fact,
in the 2005 nodel year Prius, they have -- in a Prius you

have two engi nes. You have a conbustion engi ne and you
have a battery engine. The Prius conbustion engine | ooks
a lot like the Canry conbustion engi ne code, but they had
a fresh new design for the hybrid battery conputer. And
guess what? It has a good watchdog. It's a better
design in there. It nonitors the health of every task
and it nonitors both for executing it too frequently, and
for not executing frequently enough.

The primary purpose of this part of the software
shoul d have been to detect task death. Toyota didn't do
that. In ny view, based on all the evidence |'ve seen,
because the CPU was overl|l oaded at tinmes, and the watchdog
was weakened to allow that.

Q So based on your information fromthe Prius, did
Toyota know how to do it right?

A Absol utel y.

Q Let's go to the next slide. Layer four, this is our

| ast | ayer of safety that you' re going to talk about from
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Toyota' s perspective.

A Let nme just back up. You asked ne did Toyota know
about it. And i don't know for a fact whether the

engi neers woul d have at Denso or Toyota.

Q Fair enough. Thank you. Is this our |ast |ayer of
safety that was in your original slide?

A Yes, this is the fourth | ayer.

Q The ESPB-2 nmonitor CPU. | think they've heard a | ot
about this, but that's the smaller chip that you showed
themin the picture of the overall board, correct?

A That's correct.

Q Tel | us about this.

A So there are sone failsafes in the nonitor CPU for
various purposes, and | exam ned those. And on this
slide I'"m summari zing the rel evant ones with respect to
what happens when there's task death and UA.

One set of themis what's called system guards. And
there is these three different system guards, one on the
mai n processor, one on the nonitor processor, and one
that straddles the two of them

And in theory they are specifically designed to | ook
out for UA. But in practice, when task X is dead, they
are either dead or they don't have any know edge of the
driver's intent. And so they are not operating at that

tinme.
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Q And the brake echo check, you nentioned this a
couple of tine earlier, correct?
A Yes, so the brake echo check has turned out to be an
I nteresting aspect of the nonitor CPU, because it does
sonetimes detect the death of task X after there has been
a UAin our testing. So in the testing where unintended
accel eration by task death was observed, sonetinmes when
the brake switch was transitioned, either the driver
first pressed on the brake or the driver rel eased the
brake because they had been on it, this brake echo check
detects that synptom of task X death, however this is not
an appropriately designed fail safe because, first of all,
it waits for the driver to have act first.

So, and also if the driver's action when the car is
m sbehaving, is to say it's going slower than | want, |et
nme step on the gas pedal, this does nothing. So the
driver has to act first and the driver has to change the
state of the brake pedal, which in sone cases could nean
doi ng sonething very counterintuitive, which is taking
the foot off the brake during an energency event.

Clearly, that is not by design of Toyota's
engi neers, despite what we heard from Toyota's expert M.
Arora.

In addition, it takes the wong action. Wen this

brake echo check that inadvertently detects task death
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does act after the driver, after the UA it doesn't reset
the ECMto restore the systemto normal function. It
stalls the car wherever you are. It first cuts the
throttle, which slows the car, and then |} ]QbN NN
later it stalls the car conpletely, which could al so
contribute to harm

Q You understand there's been no evidence in this that

Ms. Bookout's vehicle stalled prior to the crash?

A | do.

Q And we've got one nore |ine?

A Just sinmply fromny analysis of the source code,
there are several reasons. | put themin ny report ny

this brake echo check is also nonreliable.
Q And why is that?
A There is sonme reasons why it's not -- it's not

designed to be 100 percent reliable. There are severa

reasons, |'d have to look at ny report to refresh ny
menory.
Q Do we have another |ine up here?

A. And finally, nothing in the nonitor CPU detects al
main CPU mal functions. There is not, for exanple, a

wat chdog supervi sor like function that |ooks out for task
death, or |ooks out for UA. These are the relevant ones.
Q How do you know t hat ?

A Because |'ve viewed the source code, because in the
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testing of nothing else is active.

Q Okay. This particular part, this nonitor CPU, have
you seen any evidence that Toyota actually did a design
check or design review on the software or source code in
t he noni tor CPU?

A | have not.

Q Do you have a slide on that?

A. So Toyota didn't look at this nmonitor CPU.  The end
final failsafe, the second CPU, they didn't look at it.
As -- this was, | think fromM. Ishii's deposition on
Friday, when it comes to the source code for the nonitor
CPU, we, Toyota don't receive them there would not be a
desi gn review done on that software. And the attorney
asked, that's the one with the nonitoring software for
the electronic throttle control system correct? And M.

I shii said yes.

Q And you were here to hear that testinony when it was
pl ayed?
A | was. And |I've read it before.

Q Was the next slide please?

A | just want to repeat that, because | think that is
an i nportant point.

Q Wiy do you think it's inportant?

A Wel |, Toyota has nade public statenents that

couldn't possibly be a software cause for UA. |'ve
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revi ewed docunents where toyota' s own investigative teans
to end UA conplaints don't include anyone for software on
the team They look floor mats, they | ook at pedals,
they | ook at confused drivers, but they've never really
sought the source code to actually | ook and see |ike,

hey, this second chip, does it really do what we think it
does.

Q And is it this chip, the nonitor chip, you' ve seen

t he source code?

A | have. And NASA actually has not. NASA was not
provided with it. | think we heard M. Ishii say maybe
they didn't ask for it.

Q And the source code for this chip that was produced
| at e?

A Yes, this is the source code that was produced about
t hree weeks before ny report was due in Van Al fen. And
this, by the way, a exactly the sane chip and software

from 2005 to 2009 in the Canry, and sone ot her nodels as

well, but that is irrelevant to this discussion.
Q Is it the sane in the --
A. | don't recall as | sot here.

Q Wiy do you say the nonitor CPUis the last a |line?
A Because there's nothing el se beyond the nonitor CPU
So if the main CPU is nmalfunctioning and its own

fail safes are either disabled or not doing anything, the
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nmoni tor CPU knows that the driver is pressing on the
brake, the nonitor CPU knows the percentage open of the
throttle, the nonitor CPU knows how | ong those things

t hose have been happening at the sane tine. So, for
exanple, if the driver has been braking for half a second
and the throttle is still at 50 percent, surely that
suggests there is sone sort of problemgoing on in the
vehicle. Potentially, the main CPU is mal functioned.

And this chip had in it everything it needed when it
was desi gned about 2002 to have paid attention to those
two things. It had all the electrical signals comng in,
all electrical signals going out, it had adequate nenory,
It had adequate CPU tine to do this. Small check. And
it could have -- if it was a software mal function, a
reset of the ECMwould cure it. Now, if it was sonething
| i ke an entrapped pedal, resetting again is obviously not
going to fix that, and so maybe a second action shoul d be
sonet hing different.

But as a first step, as a first action, they could
have included software like this. And this is extrenely
I nportant. Toyota designed a vehicle that has a braking
system where the power brakes are connected nechanically
through air flowto the throttle. Wen the throttle's
wi de open, the air is largely flowing into the conbustion

process, because's is a vacuumthere sucking it in. And
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it's -- and the brake can becone depleted so you don't
have assistance fromthe brake. You're |osing pressure
when you punp.

And Toyota nust have understood that. There is a
mechani cal |inkage between the throttle and the brake.
And maybe in a nechanical throttle systemit was al ways
the case that the driver let off and closed the throttle,
so that wasn't a problem But when they put software in
charge, they should have taken notice of this and cared
tremendously of the fact that the software was
responsible for all three elenents of conbustion. And
they could have acted back in that tine in 2002
approxi mately when they were designing ESP-B2 chip, they
coul d have acted to stop any UA, no matter how many bugs
were in the CPU
Q I f they already had that chip would it have cost
t hem anything to make that software change?

A. | nmean, it would have cost sone engineering time to
do this and testing tine. But in terns of a per unit
cost per car, it's the sane chip, sane anount of nenory,
sane processor, a couple hundred Iine of assenbly code.
Q Al right. W've gone through several things.
Let's talk briefly about the software process of Toyota.
Have you eval uated that?

A. | have, yes, sir.
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Q What did you determ ne based on that?
A There is a nunber of defects, and sone apparent
expl anations for those defects. So one defect is that
there are single points of failure and the -- what they
call the failure nodes and effects analysis that Dr.
Koopnan tal ked about and | think he showed on one of his
slides sonme exanpl es of Toyota's docunments, where they
think of things that mi ght go wong and then they decide
if and how they are going to mtigate them

They m ssed stuff when they did that. And that it's
ny opinion that's because they didn't a formal safety
process |like the MRSA, the big book. They don't follow
a recipe for nmaking a safe system

They al so have the defect that they didn't do peer
reviews on the operating system code or the nonitor CPU
codes. And here, ultimately, it cones down to resources.
Toyota did not put people and tine behind checking up on
the suppliers who were supplying this critical software.
The operating systemat the heart of this main CPU and
this and second CPU that's doing the nonitoring.
Q What about the wat chdog?
A VWll, the watchdog, | haven't seen any evi dence that
they peer reviewed it. But that design has stayed al nost
i dentical through the nodel years that |'ve seen on the

mai n conbusti on engi ne.
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D d the wat chdog supervise the task death?
Not reliably, not nost tasks.

VWhat el se?

> O > O

The -- another defect in their process is that they

didn't follow their own coding standard. Now, in ny

codi ng standard chapter, | assess ny opinion of their
codi ng standard. |1've studied coding standards, |'ve
witten a coding standard book, I'mfamliar M SRA, and I

assessed that many of the rules that they have are
simply, like this how shoul d nanme your variabl es, they
did not have very many rul es that would have kept bugs
out. And in fact, sonme of their rules actually woul d
have increased, related to race conditions, would have
I ncreased the Iikelihood of bugs in their code,
particularly over tine.

And they didn't even follow this | ousy coding
standard that they had. They didn't put people, again,
to make sure that their suppliers -- and not all this
code was witten at Denso. The code on the main CPU was
partly coded from Toyota, partly coded from Denso. And
when they is a different supplier |ike Del phi that GV
supplier, they give the Toyota part of the code to Del ph
and then Del Phi adds the Del Phi part of the code, so
it's a mx of Toyota code and supplier code. And they

didn't enforce the coding rules, apparently on either
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one.
Q What' s next?

A Nedt is that the watchdog supervisor doesn't detect
nost task deaths. As | explained, it's ny view that the
reason for this is that the CPU was overl oaded fromtine
to time. In other words, it cost themless to water down
t he wat chdog than to upgrade the CPU to a fast enough
CPU.

Dr. Koopman tal ked about sonething, called rate
nonotonic analysis. It's in ny report too. That's
sonet hing that Toyota's engi neers shoul d have done to
make sure that all of those tasks woul d al ways conpl ete
on tine and there would never be CPU overl oad. But they
didn't. And there are specific places in the code where
they say, oh, that test didn't finish yet? Gkay. W'lI
wait for it next tinme, nmaybe it will run next tine,
because the CPU i s overl| oaded.

And there are also indications that different node
years of different cars they are noving around
functionality, like the automatic transmssion, is in
anot her processor on the sane board, or on another board.
And because early on they are trying to do all this stuff
wi th ol der processor technology, and then in the 2005
Canry design they conbi ned them together into one.

And they keep swi tching these things around, which
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is an indication to nme that they can't do it all in that
one processor. And that, the poor watchdog design, a
nunber of other things that |'ve docunents in ny report.
Q And then lastly tal k EDAC

A Right. So those extra hardware protections bits,
the EDAC that NASA calls it, the parody that Dr. Koopnan
tal ked about, those cost nobney. And it's actually
somewhat straightforward to cal cul ated, because if you
have eight bits you want to protect, to do it right you
need five nore bits. And so you' re taking sonething that
was eight and meking it 13. And a lot of the cost in
that is related to the size of the chip, and that's tied
directly to the nunber of bits. So you're increasing the
area of the chip making a bigger processor in order to do
that. And Toyota chose not to do that in the 2005 Canry.

They had by the 2008 Canry added not the five bit version

but a cheaper version, | believe it was a three bit
ver si on.

Q In terns of EDAC, is Toyota tell NASA that the; 05
had it?

A Not only did NASA wite in its report that they had
It, but I've seen the enmail where NASA asked if they had
It and Toyota responded that they did.

MR. BIBB: (bjection, Your Honor, hearsay.

THE COURT: Overrul ed.
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THE W TNESS: That's in ny report, by the way.
What was | tal king about?
Q (BY. MR BAKER) You've seen an enmil where Toyota
actually told NASA they had EDAC on the '05?
A Right. So it's clear that NASA didn't just nake
this up out of thin air, Toyota told it to themin an
emai | .
Q Let ne ask you this about EDAC. Does EDAC hel p
prevent menory corruption?
A Yes, it does. And NASA was concerned about if there
what bit flip due do EM or sone other hardware effect,
could that cause a UA. And NASA relies on the fact that
there's no EDAC when reaching its decision that that
can't happen.
Q Because they believe --
A Because they believe EDACis init. And
furthernore, Toyota redacted or suggested redactions that
were made in the NASA report al nost everywhere the word
EDAC appears it's redacted. So sonmeone at Toyota knew
t hat NASA t hought that enough to redact fromthe public
that false information

MR, BIBB: bjection, Your Honor, now he's
interpreting, | nove to strike that |ast piece of
t esti nony.

THE COURT: |I'mnot going to strike it but nove
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on.
Q (BY. MR BAKER) Let's go to the next |ine?

A Just the point really is, if they were confident
that they didn't need EDAC, why |left NASA believe it if
they had sone ot her expl anation.

MR. BIBB: (bjection.

THE COURT: Sustained. [|'Il strike that |ast
answer .

THE WTNESS: |'msorry. | msunderstood.

THE COURT: Is this the |ast slide on software?

MR. BAKER. W can break if you need.

THE COURT: Wy don't we do that. It is now
3:00, we're going to take a 15 m nute afternoon break.
rem nd you during the break, do not discuss the case, do
not form any opinions and get |ots of caffeine.

(THE FOLLOW NG PROCEEDI NGS WERE HAD AT THE BENCH
OUTSI DE OF THE HEARI NG OF THE JURY.)

THE COURT: Were back on the record outside of
t he presence of the jury.

Go ahead, M. Bibb.

MR. BIBB: As | understand, the plaintiff
intends now to offer nost of the other incidents that are
identified in M. Barr's report, am| correct M. Baker?

MR BAKER Yes, sir.

MR. BIBB: Qur objections to that would be to
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the extent there are incidents that occurred after the
date of the incident in this case, which is Septenber --
back Septenber 2007 or after the date of this vehicle was
sold after August of 2005, that those can only be offered
for purposes of trying to show defect in this vehicle.
And plaintiff has a high burden of show ng substanti al
simlarity with those and it is the plaintiff's burden,
so | think we're going to have to do nore than just ask
M. Barr to describe themto jury. W're going to have
to have sone sort of hearing on each one of themas to
whet her they are, in fact, substantially simlar. And I
understand the Court is interested in the type of
software, but again you' ve got to |ook at the type of

I ncident. There are short duration incidents, |ong
duration incidents and | think that you're going to have
make nmore of a showing than plaintiff intends to talk
about .

MR. CLARK: A particular problemis the problem
that we got into on Friday with regard to those vehicles
that have six cylinder engines, because | think the
Court's already seen the PowerPoint is full of
limtations, you know, limtations to the L4. There has
been sone sort of discussion of sone differences between
the four cylinder and six cylinder. For instance, EDAC

is present in the later six cylinder engines, sonething
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we just ended with. And it's certainly our position that
M. Barr saying that the four cylinder and six cylinder
are substantially simlar to ny purposes, which | think
Is the gist of his testinony, is not a sufficient
foundation. The evidence is undisputed that there are
significant hardware and software differences between the
two engines. In fact, the older six cylinder Canrys have
an extra CPU in them

THE COURT: M. Baker.

MR. BAKER  Your Honor gave us guidelines that
you antici pated you would follow in | ooking at these
defects, and also refute the position taken by the
def endants as to reasons they can be both. The Court at
that tinme said whether it's pulling into a parking | ot or
merging onto traffic is not necessarily a big factor that
you were going to consider, that you were nore concerned
about is that software defect issue that was | ooked at by
M. Barr substantially simlar. |[|'ve already set a | ot
of the predicate already. | specifically had him
describe 2002 to 2010 Canry's, the L4 and E6s where he
said the software was substantially simlar, that they
al so had the sane operating system which I'Il reiterate.
The ones in his report are all Canrys and so | would only
ask him about one's he specifically reviewed and relied

on in part of his analysis in this case.
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MR. CLARK:  Your Honor, on this slide we've got
sone bullet points --

THE COURT: Wi ch page?

MR, CLARK: 55. I'msorry. M. Bibb was
tal ki ng about having to have a mni hearing on these and
that's exactly right. There's at |east one of these
vehicles in his report that does in fact have an al
weat her floor mat present in the vehicle and it's in his
report anyway. Cbviously we are going to have exam ne
hi m about that. And you know, this is sort of getting
into the 403 issues and a waste of jury tinme and the
cunul ati veness and the confusion of the issues that |
think we've already briefed and al ready argued, we woul d
reiterate here, because whether or not a particular
i ncident that postdates M's. Bookout's crash was caused
by a floor mat is wholly irrelevant to what this jury has
to deci de.

THE COURT: \Which one of these did you say --
did you find specifically there was a floor mat issue?

MR. CLARK: Ms. Preese-Mrrison testified that
she had a plastic floor mat that she bought at Wal mart
that was on top of her --

THE COURT: | just read her deposition during
the lunch hour and she was very clear -- at |east her

testi mony, she was very clear that she had the officer
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| ook at it, so.

MR. CLARK: That's right, but that is not what
M. Barr's sides says. M. Barr's slide says no al
weat her floor mat.

THE COURT: And you certainly attack him or
critique himon that on cross exanm nation. |Is there
anot her that you think -- because | see a |ot of these he
says no floor nat.

MR. CLARK: W can go through one by one.

THE COURT: | don't care to do that. Was that
t he one you were specifically referencing?

MR, CLARK: That was the one | was thinking of.
| think Gonmez was in his Van Alfen report and he took
that out. That's another one.

THE COURT: Let ne tell you. | had nade notes
on what he was sayi ng about these and he said for the
2002- 10 Canry nodel s that the operating systens are
substantially simlar as were the software systens
substantially simlar. And that he tal ked about a whol e
chapter one that discusses the simlarity of it. | had
anot her notation on his slide 43 where he specifically
says that this particular software is the sane in
everything from2005 to 8. And there are only two of
these or three of these perhaps that | tabbed that were

actually nine, but I think were included in the first --
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in his statenment having to do with this chart on page
five. But M. Baker, has address, and again, | don't
know ot her than hearing it in argunent that |'ve heard
anybody say that the V4 or V6 that the engi ne size
changes anyt hi ng.

MR. BAKER | asked him specifically that

guestion and he said the software was substantially the

sane.
THE COURT: Regardless of the engine size?
MR. BAKER In ternms of this defect.
THE COURT: R ght. And then | did notice in
terms of going through, and again, | haven't read each

one of these, but |I did notice that there is additional
stuff in here about people die and say they are going to
die or they're severely injured, or going off a sheer
cliff.

MR. BAKER. |I'mnot going to -- |I'mjust going
to ask factually about what happened in the UA event, not
who died or who got hurt. | will instruct the w tness
not tal k about that.

MR BIBB: As | understand, Your Honor, the
facts and circunstances of these accidents vastly
different between the circunstances in this case, you can
still admt them The first one, Hill, was attenpting to

enter a parking space where the vehicle suddenly
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accelerated. A very |ow speed, very short duration, very
confined area. The factual differences between many of

t hese incidents and the crash in this case which was a

hi gh-speed exiting of a freeway.

THE COURT: But | don't think there has been
any evidence, correct ne if I'"'mwong, that has said that
if -- because Toyota's position has al ways position has
been, this just didn't happen. But fromthe plaintiff
has t here been any evidence that task death woul d perhaps
only occur when it's a long termas opposed to a short
ternf I nean, it happens and then it |asts whatever
| ength of tinme it mght last until there is an accident
or it stops?

MR. BAKER That's right. And he specifically
used these events as part of his root cause analysis to
conme to the concl usion.

MR, CLARK: Sonething that is inportant, Your
Honor, is that M. Barr's testified, that if the incident
starts with a foot off the pedal, or a foot on the
accel erator pedal, and then the driver brakes, then the
brake echo function is going to close the throttle and
eventual ly stall the vehicle after ||l That wes
his testinony. That was the only testinony that we've
heard. So if you take one like -- let's see. Hazel is a

good exanple, 77 and 85, apparently didn't begin with a
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foot on the brake and once the event began she applies
the brakes. That takes us out of the simlarity of these
incidents that allegedly begin with the foot on the brake
where he's testified that it's absurd to expect sonebody
to renove their fromthe brake.

THE COURT: M. Baker, are there certain ones
of these that it's undisputed that the foot was on the
brake all along so that this brake echo shoul d have

ki cked in?

MR. BAKER | don't know that the answer to
that, Your Honor. | viewed these as part of this
analysis. | think whether the foot was on the brake when

this started, then goes to the weight of it, not toits
adm ssibility. And part of this is to refute Toyota's
position that this doesn't ever happen.
MR. CLARK: Doesn't go to weight versus
adm ssibility, Your Honor, it goes to whether it's
simlar or not. Nassar is another good exanple of that.
This fellow was entering the highway. 1've entered a | ot
of highways, |I'msure the Court has too, and | always
enter highways wth ny foot on the gas pedal, so that one
pretty clearly there's is transition that takes it out of
simlarity. 81 and 85, I'msorry, the top of that page.
THE COURT: Where is it in 81 that you said he

had his foot on the brake?
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MR CLARK: He said the incident started on the
second or third lines, while driving in New Jersey. He
reported that while he was entering the highway the
vehicle wanted to continue to accelerate. |'Il admt
fromthat we don't know for sure what pedal his foot was
on, but it seens to ne you're entering the highway pretty
likely the foot is on the accelerator pedal. He goes
then fromthe accelerator to the brake. And M. Barr has
said brake echo should work in that situation, it should
close the throttle. | think that is undisputed.

THE COURT: Let ne ask, isn't this all being
of fered just for the purposes of refuting Toyota's claim
that these situations don't exist. And you' re not
claimng that the brake echo wouldn't -- was there a
brake echo in this car?

MR CLARK: Yes.

THE COURT: So you're not saying the brake echo
system you're just offering these for the purpose of
showi ng that uni ntended accel erations, sone of them brake
echo may have kicked in because the way of foot was
appl i ed.

I"'mgoing to allow these with the caveat bei ng none
of the details about describing the accident or people
who were injured, statenents init.

MR. CLARK: Are we to understand then that the
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uni verse of other incidents in this case is limted to
the ones that M. Barr has described?

THE COURT: No. And we will discuss that in
nore detail. One of the depositions that you all gave ne
had sonebody readi ng through a bunch of reports and we'l|
be di scussing those outside the presence of the jury as
to which if any of those are going to cone in. But right
now | woul d say you're probably well taken because if he
hasn't laid a foundation and it wasn't a preaccident, |
don't know how el se they are going to get their
foundation laid. Ckay.

(THE FOLLOW NG PROCEEDI NGS WERE HAD W THI N THE
HEARI NG OF THE JURY AS FOLLOWG:)

THE COURT: We're on the record. The nenbers
of the jury are present as well as counsel and their
clients. M. Barr is still on the stand and still under
oath and you may continue -- how about this, you may
concl ude your direct exam nation.

Q (BY. MR BAKER) Looking at this slide how Toyota's
I nadequat e software process, | think we heard a little
bit of this fromDr. Koopman. Can you briefly tell us
why you put it in your slide presentation?

A Yes. What | conclude fromreview ng the docunents
and exam ning Toyota's source code and other things, is

that while Toyota has a reputation for being a quality
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producer of nmechani cal autonobiles, that internally their
sof tware process was inadequate, and you know, they

| acked internal expertise in a nunber of areas. This is
their own internal docunent where this is a software
devel opnent process that they've laid out. And each of
boxes that's in pink with an X, Toyota is saying we don't
have know edge inside Toyota, we're entirely relying on
our suppliers for these areas.

And then in the same docunent there is a process in
pl ace for hardware and not software. In my consulting
practice, in inbedded systens of various kinds, |'ve seen
over the years that there is not really very many
conpani es that just specialize in |Inbedded software. But
nost conpani es that nmake an i nbedded product they nake
the product first and then they end up with software
i nsi de.

So they make cars first and then they end up with
software inside them They nmake m crowave ovens first
and end up with software inside them et cetera.

And so what | see Toyota cane late to the software
process, nmaybe, | don't know about current cars, but
maybe they've inproved things. This was part of a
docunent where they were trying to inprove things
starting about 2007, with the 2012 nodel year.

But at this time when these vehicles were being
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made, including the 2005 Canry, they did not have an
adequat e oversight or training of their suppliers or

engi neers, they didn't have an enough staff in this area,
et cetera.

Q Have you reached a concl usi on whet her you what
determ ne to be an inadequate software process le to the
defective software you' re going to describe?

A Yes.

Q What' s your opi ni on?

A It's nmy opinion that that |ack of process led to the
defects and the detects led to the UA that's descri bed.

Q Let's go to the next slide. This again relates to
the process and the culture within Toyota?

A That's correct.

Q And what is this docunent?

A This is a docunent that's an internal Toyota
docunent. You can see M.Kawana was one of the
recipients. But it's dated around the sane tine as those
busi ness revi ew docunents about their software process
and their spaghetti code. It's in Septenber of 2007. And
| pull out this quote here fromthis email where the
author is saying "In truth technol ogy such as failsafe is
not part of the Toyota's engineering division's DNA "

And it continues, "But isn't it good that it is

recogni zed as one of the major strengths of Toyota and
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its systemcontrols industry."

And then | highlighted also the portion that says,
"Continuing on as is would not be a good thing."
Q What does this tell you about your review of the
docunent s?
A My interpretation is that inside Toyota there was a

growi ng recognition that they were not designing safe

cars.
Q In terns of the software?
A In terns of the software, that's right.

Q The next one, we've talked a little bit about NASA,
you included in your chart, is that the NASA report?
A Yes. On page 78 of the NASA report, NASA report had
sone chapters also, they called them appendi ces, but in
the main report at page 78 they had a table where they
| ai d out sone possible ways that UA coul d happen in
Toyota vehicles and there were two they couldn't rule
out. | talked about themearlier. One was if both
accel erator pedal sensors failed at the sane tinme or
failed together, then the software had no way of know ng
t hat .

The ot her was exactly what |'ve described here, a
systematic mal function of the main CPU software that is
not defected or not detected in tinme by the nonitor CPU

And so the quotes on the bullets match up with the
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hi ghl i ghted portions of NASA s assessnment of what that
woul d be like. They are saying that the fault would
escape detection, so a single nmenory corruption would
result in UA. Default would escape detection because
there woul dn't be an EDAC error. And it turns out there
is no EDAC to cause an error.

The idle fuel cut would not be active. The reason
for that is because it's one of the five failsafes that
are in the task X

The wat chdog woul d continue to be serviced.

Q What does that nean?

A Serviced neans -- a |lot of words are used for these
wat chdogs. You can kick the watchdog, pet the watchdog,
stroke the watchdog. NASA used the word service.

Servi ce the watchdog, neans checking in fromtinme to tine
to say everything is okay. So NASA is saying during this
defect the watchdog tinmer would still have to be getting
ki cked or checked in with. And indeed, Toyota's
defective watchdog software will continue to check in and
doesn't detect the task death

Q And the nonitor CPU?

A And the nonitor CPU doesn't detect the failure and
here because it's not designed to. Even the brake echo
check that sonetinmes has detected and caused a sharp

throttle and engine stall after the driver has acted
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after the UA has occurred, it wasn't designed to do that.
It's inadvertently doing that. And the way you can tel
It's inadvertent is because no designer would design a
safety systemwhere the driver of a car that is
accel erating away fromthem had to rel ease the brake.
Even in sonme cases. And | haven't a Toyota Canry users
manual that says, if your car is accelerating and you
don't want it to, try braking. |If that doesn't work, try
not braki ng.
Q Are we done with this one?
A | think so.
Q | think this is a point raised by Dr. Koopman about
single point failure, is that significant to you?
A Wll, it's significant because it's a very point in
safety critical systemdesign. W don't want any single
points of failure. And Dr. Koopman used a nice exanple
of an airplane with one engine, or an airplane with two
engi nes that had a common failure node such as one fuel
punp. And so this car shouldn't have single points of
failure in it. And that is a normal node of design for
autonotive safety systens.

Toyota tried to mtigate the risks of things |ike
t hi s happening, including in software, but they m ssed
sonme of the single points of failure. And that is what

happens when you focus on the trees and not on the forest
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of having an actual safety process adopting a big M SRA
| i ke safety software buil ding process and hardware design
process.

And so sone of the faults, some of the single points
of failure are getting through gaps in the fail safes.

Li ke Dr. Kooprman said, there nay be m sbehavi ors of
Toyota vehicles that are getting caught by fail safes.
What's really at issue here is that sonetines not only
are there m sbehaviors but they are slipping through the
fail safes, and those are the ones that get conplai ned
about and those are the ones that injure people.

Q Go to the next slide.

A So as | stated, there are single points of failure
in the ETCS. Sone of these have been denonstrated but
not all of the ones that we've identified have been
denonstrated in the vehicles.

And task death, although |I focused a | ot of task X
here, because it does so much and it does throttle
control and it does failsafe, it's pretty inportant, but
there is . tasks and they can die in different
conbinations. It could be task 3 and task X, or task 3
and task 7 and task X, or just task 9. And those can
cause an unpredictable range of vehicle m sbehaviors. It
turns out that unintended acceleration is just the nost

dangerous thing your car can do when it mal functions.
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The nost thing dangerous thing your iPhone can do is
crash or not let you call 911. The nost dangerous thing
your car can do is shoot down the road. So other |esser
software mal functions also |ikely occur, but those are
the ones that get reported is these dangerous, the ones
t hat cause harm

MR. BAKER Can we approach, Your Honor?

THE COURT: Yes.

(A DI SCUSSI ON WAS HAD OFF THE RECORD.)

THE COURT: Ladies and gentlenen, this next
docunent is going to have source code information on it
again, so if you not been authorized to view the source
code, please |leave the courtroom
Q (BY. MR BAKER) Go to the next line. You just
finished testifying about other tasks not being
I dentified when they die?

A Correct.

Q Is this chart associated with your work that has
shown that ?

A. That's correct. So the vast ngjority of the testing
that has been conducted by either side's experts to date
has involved killing just one task at a tinme. So each of
t he . have been tried. And so |'ve put together this
tabl e with- tasks. It's not their nanmes and the source

code that are here, but it's just a brief description of
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the task to help ne renenber how to tal k about them

And then what things have happened in the tests that
have been conducted by M. Louden, and al so by Toyota's
expert M. Arora. And so this is a summary chart and it
tal ks about those things.
Q And so of these . in this chart where we see sone
reaction by the software and then not detected by the
software, is that an instance where just a single task
was Killed?
A. Right. So there has al so been sone testing where
task X was killed and one other task was killed, not
referring to that here. Just referring to task where one
task was killed. 1t's as though one of the.
programmers on the Toyota team never showed up for work
In your car at that point. So what happened in the car.
We already heard a | ot about task X death by itself, and
that's if the driver changes the state of the brake
pedal, then the throttle will get cut and |} QRN NG
| ater the car will stall. And | put in parenthesis that
that's the echo check. That is the brake echo check
that's detecting that.
Q And that we discussed application of the brake in
t he sequence of an UA, correct?
A Ri ght .

Q I f we've got a person who has their foot on the
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brake, but they -- 1"mgoing to describe it as a punping
action, but they come back and forth pressing on the
brake up and down, will that reset this echo and make it
work every tinme that occurs, or is there sonething

speci al that has to happen?

A No, punping can be without a full release of the
pedal . You just nove your ankle, you go up and down, but
never really let off the pedal. |If you don't let off
pedal then it will go on forever.

Q Is there a special, what 1'Il call a brake switch

for lack of a term wthin the nmechani cal brake system
that has to do sone special function in order for it to
reset for this echo to work?

A That's correct. First of all, the switch has to
open, and then also it has to be held open at | east
B of 2 second before this brake echo will do
anyt hi ng.

Q So we can have brake application and be within the
constraints you just defined and not turn over the brake
switch, and it won't cause this brake echo to conme on?
A. That's true. And that's a good point because ny
slide just says brake change, but it has to be a brake
change of a sustained duration. It can't just be a punp
that doesn't let fully off. | was trying to sunmarize

things here nostly so | could explain them
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Q In terns of the other ones here that you show us,
shoul d there have been sonething within the software that
detected the death of one of the . any of them that
wer e supposed to be running?

A Absol utely. There shoul d have been sonething that
detected the death of any one of them as quickly as
possi bl e and reset the ECMin order

Q Once you have detected the death of any of them --
A The one that nmakes sense to ne is the watchdog
supervisor. That is the easiest place to do it. That's
t he place where nost people do it. The nonitor CPU can't
see which tasks are running necessarily, doesn't have
visibility to all of them but the watchdog supervisor
shoul d, and shoul d have been designed that way.

Q So, we exclude task X, and we just | ook at the other
[ tasks, | think | counted Jjj is that right?

A | think that's the sanme nunber that is in ny report,
yeah.

Q So of the Jjjj tasks, excluding X, if Jjj of themwere
to die, systemfailed, is there anything that is going to
detect it?

A. There is nothing that detects it. So not even
changi ng the brake switch detects it, so you have al

t hese other tasks that are supposed to be doing

sonet hing. For exanple, if spark on cylinder nunber one,
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if that task never runs again, then you re not going to

have a spark in the first cylinder. Now, that is not
going to because a UA, but it is an issue. You are n
burning the gas, it's exhausting out of your exhaust
every tine that the cylinder goes up and down.

Q Have you reached a concl usion on whether this sh
a defect in the software?

A | have.

Q What' s your opi nion?

A. My opinion is that the watchdog is defective and
shoul d have detected all of them quickly as possible.
Q And if a watchdog detects them what are they

supposed to do?

ot

pi pe

ows

A What t he wat chdog should do, and the one | believe

that it will dois for this one mllisecond task, if that

task dies and doesn't run again, then the watchdog
correctly resets the ECMin that case, it actually
happens very quickly. It can happen within one
mllisecond plus the- mllisecond reset tine. so
that 11 feet at 60 mles an hour, less feet. At half
speed it's five feet.

Q And to the extent you can, can you describe for
what a vehicle would do in the vent you have a reset
you're driving down the road?

A I"'mfamliar with testing that's been done with
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respect to resetting ECM in a couple of different ways,
by killing, for exanple, that one mllisecond task and
al so by just forcing a reset electrically. And the
observation has been that if you were sitting at a stop
sign, it's possible your car will stall when it resets
because the engine is turning slowy. But if you're
driving down the road you'll see the RPM drop briefly and
then it will go back and conti nue.
Q Al right. Let's nove to the next slide.

MR. BAKER  Your Honor, at this point | think
we can | et everybody back in.

THE COURT: Okay. We will continue on.
Q (BY. MR BAKER) When you say that the test is
effectively infinite, what do you nean by that?
A VWll, there are so many different conbinations of
ways and tines when this can happen that it's inpossible
to test themall. It would take a vast anount of
resources, resources that | don't have in the source code
room but resources that even Toyota doesn't have with
their, you know, actual vehicles and test tracks and test
engi neers and, you know. It's not sonething you can test
i nto subm ssion. Because just |ooking at the nunber of
tasks deaths, each one can die by itself. That is just
[ combinations. Al Jjj could die at once. That is just

one conbi nati on.
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But when you add up all the ways that just two can
die, or just three can die or just four can die, it turns
out to be over 16 mllion possible conbinations of task
death. So how are we supposed to test task X, which
we' ve already denonstrated UA, and all the other tasks
that can die with, you know, one other task death, two
ot her tasks dead, three other task dead. And then it
actually gets harder than that because each task can die
in different vehicle operating states. W' ve a seen one
of those perfect exanples, is if it dies when the brake
was al ready pressed, any anmount of press, lightly pressed
or fully pressed, then it's conpletely different outcone
than if the brake was not pressed.

And the same is true for if the cruise is on, not
on. It matters also what happens next. For exanple, on
that prior slide there was one task that was not
detected. That task is involved in shifting the
transm ssion. None of the testing to date that |I'm aware
of fromeither side has caused a transm ssion shift after
killing that task.

Vll, in an automatic transm ssion, you know, in a
manual you nove the gear. [In an automatic transm ssion
I n Toyota's design software pushes el ectrons and
el ectrons push sonething nechanic. And if the task that

does that doesn't do that then your transmission is in an
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I ndeterm nate state, and what if you needed to downshift
or upshift in order for proper vehicle behavior.

So just killing that one task and sayi ng no observed
behavi or, as Toyota's expert does, that's not enough
I nformation. W have to test all the things that the
driver mght do next, including if the vehicle then
m sbehaves, what will they do after that? WII| they
press the brake or not, punp or not, et cetera.

And there's also in addition internal software
states. | talked about a mllion lines of code, 11,000
gl obal variables. You would have to test each
conmbi nation of task death in all of those different
systemstates in order to -- basically there's too nmany
tests to construct to be sure that nothing even worse
coul d happen. That is, for exanple, an unintended
accel eration, where no matter what you do with the brake
pedal, let go of it or try it, the car won't stop.

Q Is that infinite nunber of test conbinations a
reason for having a reasonable and appropriate design
structure in place?

A Yes. This is exactly the reason why you have to
follow a process |ike Dr. Koopman says you have to when
you' re designing a safety critical system Because those
processes are designed so that even if you get sonething

wrong on the main CPU, because you have two i ndependent
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fault containnent regions, the failure of one can be
detected by the other, and it depends on whether it's an
ai rplane or a car, what's the best thing to do, but when
that's detected as, | don't agree with you and we both
have an i ndependent view of what should be going on, then
you do soret hi ng safe.

Qoviously, in an airplane you don't just stop the
engines and fall out of the sky. You have to do
sonething el se. But a car you do the safest thing you
can with that scenario under what's known. Wat's wor ki ng
and not wor ki ng.

Q In a software devel opnment process we tal ked about,
Dr. Koopman tal ked about, is the process just as

| nportant as the testing?

A The testing -- I"mnot going to say that vehicle
testing |i ke Toyota does is not inmportant. It is
important. But it tends to find the bugs that happen
frequently. The ones that happen to everybody everyday.
It doesn't happen to find the rare ones. So the process
Is equally inportant if not nore inportant, because the
process is what makes sure that even if you have bugs in
there, which there will be, that those bugs and defects
won't get through and cause a dangerous harm

Q Anything else with this slide?

A. Right. So in that infinite space based on reading
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t he source code we were able to pick out a particular
bit. W were interested in task X and what woul d happen
fromreading the source code and we were able to sinulate
in the code roomthat if we killed it in a certain way --
actually there's a couple of ways it could happen -- that
that task would die and not run anynore.

And that's what we could predict would happen and we
have test sanpling fromw thin that infinite space that
confirms that Toyota, when they say we have | ayers of
fail safe and you know, when they tell that to Congress
and they tell that to NASA and they tell that to you
that's i nadequate. That's not enough. They shoul d have
had the process in place.

Q Al right. Before we go to the next line, | did
want to ask you. | think you told us earlier about your
conclusions in terns of this case, but can you tell what
you understand the facts to be in terns of the Bookout
acci dent ?

A Sure. | understand that Ms. Bookout was driving a
2005 Canry, that she was driving south on highway, I
believe it's called 69 near Eufaula, and that she was
approaching an exi st ranp and began to exit and sl owed
her vehicle, and that at sone point on the exit ranp the
car was not sl ow ng when she was braking. And that she

punped t he brakes in response, and told her passenger
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what was going on. And that a little bit further down
the ranp her passenger suggested pulling on the parking
brake. And there are indications that the parking brake
was indeed pulled and this resulted either fromthe

par ki ng brake or the service brakes or both in a skid
mark of 150 |leading to a crash site in a ditch passed a
stop sign at the end of the exit ranp.

Q s it accurate to say in terns of the specific
details about the reconstruction, you' re |eaving that
M. MCort?

A Yes.

Q Ckay. Do you have an ultimate conclusion in this
case as to why the vehicle would not slow down in the

scenari o you described for us?

A | do.
Q What is that concl usion?
A. My conclusion is that a software defect has caused

t he uni ntended accel erati on which could not be stopped

t hrough the punping of the brakes and the braking. Not
in tinme anyway to avoid the crash.

Q And in ternms of the specific task and death or how
this occurred in this case, have you got sone sanple
testing to show us about how you denonstrate that?

A Yes, | have another vehicle test that was perfornmed.

Q Let's go to that slide. Tell us about this. |Is
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this one of the tests or conbinations that M. Louden

di d?

A Yes, sir. This is testing that was perforned in a
2005 Canry by M. Louden and docunented in his report in
t he Saint John case.

CGenerally we're | ooking at several different data
plots of different signals that he was collecting during
this. And I'mgoing to walk you through it step by step,
but et me just generally orient you. That the red up
here on the top is how fast the car is going. You can
see that initially in the test starting from about 40
seconds he accelerated until a speed, | don't know the
exact speed, | haven't |ooked at the chart in a while,
but you can see it's around |l ess than 100 kil oneters per
hour, so it's probably 45 or 50 mles an hour here. And
then at the tinme of the dotted line, he's killed the
task, and then he's coll ected sone various data al ong the
way. And we'll talk about what each of these mean in
just a m nute.

So you can see the dotted Iine of killing the task
Is at atime 59. So the first thing you notice is that
the vehicle speed is about 45 mles an hour. |'m not
being too precise there, mght be closer to 50. And so,
the next thing to notice is that you see this orange

arrow right here, this is showing that just after the
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task died M. Louden let off the gas pedal. He had been
accelerating steadily, he lets off here but, the speed of
the vehicle remains 45 mles an hour. [It's not
responsi ve, so we have a loss of throttle control at that
poi nt .

To denonstrate that further, M. Louden shows that
even if he tries now, let's say he wants to avoid an
obstacle on the road or another car, he tries to use the
accel erator, nothing happens. There is no change in the
vehi cl e speed, no failsafe kicks in or anything like
that. In fact, none of failsafes act in any way, if
we're greater than 30 seconds in this test, ranging from
just before 60 to -- right about here we have sonething a
little bit before 100 that that happens, so maybe 35
seconds or so.

And if you | ook here, what's happened at the end
that's caused this throttle cut and an engine stall ||l
B ater is that M. Louden has let off the brake
pedal, right here. So, because he was on the brake peda
even lightly when this task death occurred, you see the
brake signal is this solid line is on, and then it goes
down it's off the green line, so at that tinme he's |et

off the brake. And it's then about _

after that that the throttle is cut by the brake echo in

the nonitor CPO  And then_ after that we

THI'S TRANSCRI PT IS NOT PROCFREAD




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

114

get an engine stall. And then because we're on the
dynanoneter we don't see the vehicle drop off before his
test data collection ends.
Q So he has his foot on the brake at the begi nning of
this particular test?
A That's correct.
Q And is this a test that explains to you that the
foot on the brake, the UA can continue on?
A. Yes, | mean, ny opinion is based on nore than just
this test, but this test is supportive of my opinion,
that's correct.
Q And let's nove on -- before we go on to the next
slide. Let nme ask you a couple of questions.

This explains to us what can happen when you have a
task death occurs, correct?
A That's correct. That's one of the possible
out cones.
Q And it shows or denonstrates or at least is
supportive of what you said having a foot on the brake
when it happens?
A That's correct.
Q And we've gone through a lot and | just want to try
to bring it altogether if | can. And please correct ne
if I"'mwong. Task X dies in this test?

A. Right, so this test is a task X death only.
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Q Task X contains throttle angle, throttle -- al
sorts of things?

A I ncluding failsafes, that's correct.

Q And you've told us | believe that one of the ways
that task X can die if there is nmenory corruption?

A That's correct.

Q And if we have a nenory corruption, task X dies, we
have a corruption with the throttle angle vari abl es?

A But then the throttle can open w der or close,
dependi ng upon what the corruption val ue is.

Q Is this sort of a scenario that you think nore

| i kely than not occurred with Ms. Bookout?

A Yes. | would just clarify that it may have invol ved
ot her task deaths beyond just task X

Q But it's task X that creates the UA?

A | believe so, yes.

Q Let's nove on to the next slide. Talk about the --
did you do what's called a root cause analysis to reach
your final opinions in this case?

A | did.

Q Tell me what a root cause analysis is?

A Sure. A root cause analysis is a consideration of
all of the possible factors that could have lead to, for
exanpl e, a car accident or sone other incident.

And so, when doing a root cause analysis, it is
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appropriate and scientific to consider all of the
possi bl e things that could have been involved. And so,
for exanpl e, considering nechanical causes, like a
mechani cal ly stuck throttle; considering electrical
causes and software causes; and al so consi deri ng whet her
there coul d have been sonmething |like a pedal that was
trapped under a -- a gas pedal that was trapped under a
floor mat; or a pedal m sapplication, human m st ake.

Q So in this case would you have consi dered ot her
potential causes of a UA in elimnating those based on
your anal ysis?

A Yes. So in each case | studied the evidence,

whet her the evidence supported that as a cause or not,
how strong the evidence was in relation to other evidence
supporting other causes.

In some case | was able to rule out entirely a
particul ar cause. For exanple, the pedal entrapnent by a
fl oor mat does not -- there is no evidence to support
that in this case. And | went through step-by-step,

i ncludi ng the software and ot her factors.

Q Is it listed in here in a slide?

A Yes, at a high |evel.

Q And as far as this, did you al so consider the sworn
testimony we tal ked about earlier today of other people

who clained to have experienced sinmlar unintended
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accel eration?

A | did.

Q And in that process would you have | ooked at nore
specific things related to their occurrences in order to
say they were substantially simlar to this one?

A | have.

Q And did you include a list of those within your

report that you used in this case?

A | did.

Q We'll go through the fact that you |looked at it in
m nute but | just want to nake sure that those vehicles,
are they all Canry's?

A Yes. | |ooked at 2005 to 2009 Canry's.

Q And in that range, would you consider the software
related to the UA defect that you di scussed today was
substantially simlar?

A Yes.

Q Continuing on with -- so you eval uated what you put

up here you think is the cause?

A Ri ght .

Q Were you able to rule those out?

A In sonme case | was able to rule themout. In sone
cases | ultimately concluded that they were less |ikely
than the software cause.

Q And let's go to the next slide.
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Now, are you here to tell us that, 100 percent, you
know what defect caused this weck?
A No.
Q Are you telling us nore likely than not what defect
caused it?
A Yes.
Q And is it the UA we just discussed with the death --

A. That's my opinion, yes.

Q Under same or simlar circunstances to the sone of
testing?
A That's correct.

Q Go to the next one. By the way, is it possible to
tell a defect in the software?

A No.

Q And does it relate back to the incident nunber of
tests that would be required that are not capable?

A One reason is because of the | arge space of possible
t hings that could have occurred. Another factor is that,
unli ke many safety critical systens I'mfamliar wth,
there is essentially no | ogging of what happens inside
Toyota's system There is no, oh, we reset the processor
at this tinme or, you know, just before the crash, for
exanple, there is no informati on about the internal
software state, how nany tests were running or not

runni ng, what they were doing.
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Effectively, you can think of it as when you reboot
the engine, all of the evidence of what happened before
I s del et ed.

Q This jury has been told several tines that the
vehi cl e had been i nspected and there was no nechani cal
problemw th the engi ne or brakes or anything |ike that.

Assunming that to be true, what would that tell you
as a software person?

A. Well, the inability to find any prior nechani cal
probl em or nechani cal problemafter the accident is
actual ly supportive of a software mal function theory.
That's what software does. |t casts a m sbehavior that
doesn't | eave any stuck nmechanical throttle.

You know, a nechanical cause |like a bent pedal or a
stuck throttle can nove nmechanically, would | eave
evi dence that the car m ght have mal functi oned before the
incident or it would have maintai ned evidence after the
I nci dent .

So the software cause is -- the case where a
software cause i s strengthened by the | ack of nechani cal
findings in inspection.

Q In order to assess the software issues, you have to
go through what we've only gone through here for the | ast
four or five hours, you have to go through that process?

A Yes.
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Q Al right. The next point, please.

A So to a reasonabl e degree of engineering certainty,
it's my opinion that it was nore likely than not, a task
X death, possibly in conbination with other tasks that
occurred that day, causing a loss of throttle control and
ininability to stop the vehicle's full nomentum because
of the vacuumloss. So she had a vacuum|oss in the
brake when Ms. Bookout punped the brake.

Q And you al so, as far as your work in this case and
ot hers Toyota UA cases, had an opportunity to see the
testinmony of M. Arora who offers software opinions on
behal f of Toyota?

A Yes.

Q Did you happen to see ot her depositions of other
experts for Toyota?

A Yes.

Q Have you becone familiar with the positions that
Toyota has taken in terns of defending whether UA
occurred?

A | have.

Q Al right. Have you prepared a slide to discuss

t hose?

A Yes.

Q Al right.

A. So back in July of 2012, when | issued ny initial
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report, there was also a report that cane from Toyota's
expert at the sane tine. So we exchanged reports in the
blind. And in that report, M. Arora took the opinion
that, first of all, that Toyota had various |ayers of
protection. W tal ked about hardware fail safe, software
fail safes, systemfail safes, et cetera.

But, and this is the inportant point, that just
because you fail safe layers it's great that there are
fail safes. And undoubtedly they are detecting sone
m sbehavi ors, but that doesn't nean that there aren't
gaps and hol es, as we di scussed, and defects, even,
within those layers. And M. Arora appears not to
consi der that.

Additionally, in the sane report, he said that those
fail safes would detect any single point of failure,
whi ch obvi ously has been proven false at this point.

Q Wiy do you say they've been proven false?

A. Because we' ve denonstrated that a single byte can
cause a UA that can go on until you run out of fuel.

Q Al right. Your next point?

A When we published those reports, M. Arora's
response was to do additional vehicle testing that showed
when the task X died it was -- the death of that caused
the throttle cut and a engine stall when the driver

br aked.
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And so then Toyota and their experts began to say,
well, it's not a UA because when the driver brakes, it
wWill stop the incident. And | said to them no, that is
not designed for that purpose, not 100 percent reliable,
and depends on the what state the car is in at the tine.
And | told themthat in Cctober of |ast year, about the
year ago.

Fromthat tine until this sumer, M. Arora
continued to say that this was the, quote, unquote,
designed fail safe of the system until it becane
apparent that if the UA began wth the brake pedal
pressed to any degree, that it would continue, as | just
showed in that data, until the driver |let go.

And so nost recently in his deposition in this case,
M. Arora says, it depends on how much fuel you have, how
long this will go on, or your braking ability.

| just want to go back and I mssed this point. |If
t hat brake echo check was designed by engineers to be a
fail safe against UA, then it would not be designed to
require the act -- the driver to act before it acted.
Fail safes should act before the UA starts, before the
driver notices, et cetera and not require the driver to
notice at all or act in sone way.

It would never require that a possible action is

that the driver would renove their foot fromthe brake
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pedal , counter-intuitively, and al so increasing a short
termrisk by letting the car speed up.

As you m ght not have a | ot of braking power against
a full throttle, but | guarantee you, as you let off on
that pedal, the car is going to speed up. And if you
punp back down you're going to | ose your vacuum and then
you're going to fighting the old fashi oned way wi t hout
power assi st.
Q We talked earlier about -- let's go see your next

slide. You have done 13 chapters of a review of Toyota's

sof t war e?
A | have.
Q In terns of the experts that have been offered by

Toyota in these other cases, have they refuted or
rebutted everything you have witten about the systen?
A Very little, actually.
Q Can you show us what they have not?
A. Yes. And I won't say 100 percent because nmaybe
there is sonme small part of sonme of these chapters that
have been rebuttal. So don't tell ne to 100 percent.
But by and large, of the 13 chapters, | believe the
count is 11 of themare not rebutted or refuted in any
way. And these involve the stack potential overflow we
tal ked about, the code conplexity being untestable and

unmai nt ai nable, not violating -- not follow ng their own
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codi ng standard, violating M SRA

| guess, technically, the response there is that
they didn't have to follow M SRA. There's no rule. The
fail safe nodes being disabled when task X dies. The
wat chdog supervi sor being abysmal. The software
architecture with the kitchen sink task and the contro
of the throttle and fail safes in the sanme task has not
been rebutted.

The | ack of E-vac has not been rebutted. The
software bugs in the -- in ny software bugs chapter.
understand from his deposition just |last nonth that M.
Arora has not | ooked at those. And the operating system
defects, the unmrrored variables, and Toyota's m suse of
It and the nonstandard operating system has not been
rebutted.

| just have one nore point. And that's also that,
fromwhat |'ve seen, nost of Dr. Koopman's opinion, he
does have one chapter. It's a |large chapter, but npbst of
hi s opi nions, nost of things you' ve heard from hi m have
not been rebutted in anyway either.

Q Al right. Let's go to the next slide. O her
stories, we've tal ked about those briefly.

Are you aware of whether M. Arora has actually
t aken sone of these other depositions as part of his

anal ysis in whether UA can occur?
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A Whet her M. Arora as reviewed other simlar

I nci dents?

Q Yes, sir. |If you know.

A | don't recall

Q Very good. We've been through it once. | don't

want to bel abor, but you | ooked at other instances, other
sworn testinony of people that claimto have been

i nvol ved in UA s?

A Yes. To be clear, not all of it was sworn

t esti nony.

Q kay. And | think that goes to the part at the

bottom of the screen?

A That's correct.
Q Where were the sources of this infornation?
A | got the information about conplaints about

uni nt ended accel eration fromprincipally three places.
One is, | searched -- NHTSA has an on-line database where
you can go and conpl ai n about sonething that happens in
your car. And | searched that data base for incidents
t hat involve descriptions of unintended accel eration and
revi ewed those cases and have cited to solve themin an
appendi X in ny report.

| also reviewed Toyota's internal docunents and
those are that a custonmer has a problemwth a car,

Toyota will nmaintain a file on that car. They call it a
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field technical report, FTR | reviewed docunents that
Toyota's produced that relate to those.

And then finally also, | reviewed clains |ike St.
John, M. Van Alfen.
Q Did that include other depositions and sworn
testi nmony?
A Yes. Wth respect to the clains, it's generally
sworn deposition and testinony.
Q Let nme hand you a report that is St. John

MR. BIBB: W renew our objection.

THE COURT: Okay.

MR BIBB: Do | need to object to each and
every one of those. There are certain facts that need to
be brought out. | can cross-exam ne himnow and tal k
about it all when we cone back tonorrow

THE COURT: No. Unless you've got sonething
that you didn't rai se when we made our record outside the
presence of the jury you need to raise it now, because |
obvi ously won't have ruled on that.

MR. BIBB: Thank you.

Q (BY MR CLARK) Have you found your opinions, where

you start?

A Yes. | think it starts on page 75.
Q What | want to do is just have you, kind of in a
great detail, but in terns of general facts, that you
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eval uated for specific instances as part of your analysis
in this case, | want you to tell ne about those.

MR. BIBB: W renew all the objections.

THE COURT: Okay. And that will be so noted
and so you don't have to do it for each and every one.

MR. BIBB: Thank you, very rmuch.

THE COURT: Yes. It will be carried over for
each one.
Q (BY MR CLARK) All right. Let's start with Barris
Ford Hill incident.
A Yes, M. Barris Ford Hill reported unintended
acceleration while driving a 2005 Cantry while attenpting
to enter a parking space. The vehicle.

MR. BIBB: Excuse ne. |If he's going to read it
he needs to read the whol e thing.

THE COURT: Ckay. Well, counsel, renenber, |
had ruled. | granted part of your objection, so | don't
know.

MR BIBB: Okay.

THE COURT: | nean.
MR BIBB: | nean you know, | take that back,
Your Honor. I'Il bring this out on cross-exanm nation the

di stinct differences.
THE COURT: Ckay. And you still follow ny

previous ruling about the stuff that cannot cone in?
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MR. CLARK: Yes, ma'am That's what |'mtrying
to do.

THE COURT: Ckay.
Q (By MR CLARK) Go ahead.
A Wiile attenpting to enter a parking space the
vehi cl e suddenly accel erated and caused a crash into a
guardrail and wal |
Q Al right. How about the Brown incident, Leigh
Br own?
A Ms. Brown was driving a 2007 Canry when she
experienced uni ntended accel eration while she was nerging
onto the freeway.
Q According to the information you had, did she press
t he brakes?
A She applied the brakes but was unable to stop the
vehi cl e.
Q Let's go to Linda Chory. And let me back up. The
Brown incident occurred August 5th, 20077?
That's correct.
And Li nda Chory, when did her incident occur?
May of 2010.
And what vehicle was she driving?
A 2007 Canty.

What were the general circunstances of her incident?

> O » O > O >

The vehicle surged forward three tinmes while stopped
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after exiting an onto and off ranp causi ng an acci dent.
Q Al right. How about the next page, Doris Dejoie
(ph)? Wen did that incident happen?

A. My, 2010.

Q And what vehicl e?

A It was a 2007 Canry.

Q Again, are all these vehicles that we're going to
tal k about ones that you have found software to be
substantially simlar to the 20057

A Yes.

Q In terns of an UA event, did it have the sane
defects and sone of the sanme problens that you descri bed
for us?

A Wth respect to the relevant details, substantially
simlar, yes.

Q Wth regard to this event in Texas, can you tell us
what it was?

A She was backi ng out of the driveway with her foot on
t he brake and the vehicle accel erated suddenly and woul d
not stop.

Q And Ezal, first nane, Buled. What was date of her

I nci dent ?

A It's actually a gentleman. It was February of 2007.
Q And what vehicl e?

A It was a 2005 Canry.
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Q Wul d you describe the facts of that?

A Wil e entering a parking space, the vehicle

accel erated over a curb, across the sidewal k, through two
fences and over a cliff.

Q Did he apply the brakes?

A He applied the brakes but was unable to stop the
vehi cl e.

Q How about Elise Hazel ?

A | think it's Elsie.

Q Elsie. Wen did she have an incident?

A Sonetinme in 2009. | didn't note the specific date
her e.

Q And what vehicle was she driving?

A It was a 2008 Canry.

Q And general ly, what was the incident that she
experienced?

A. Wil e she was parking the vehicle, accelerated
forward through a wi ndow of a store. She applied the
brakes but was unable to stop the vehicle.

Q M. Manfred Heinrick, what vehicle was he driving?
A M. Heinrick had a 2007 Canry.

Q Did he experience nultiple incidents?

A He did. He experienced about three different

i ncidents over about a five-nonth period.

Q One on May 24th, 20077
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That's correct. That was the first one.
And tell nme about that experience.

He was on a highway and the cruise control got stuck

at 65. And after hitting the brakes, the vehicle

accelerated up to 85. He applied the brakes but was

unable to stop

Q

A
Q
A

Do you have a date here for the second incident?
August the 12th, 2007.
And what did he experience the second tinme?

In this case he was nmerging into heavy traffic at

about 30 mles an hour. He stepped on the -- though he

st epped on the brake with both feet, the vehicle

conti nued to accel er at e.

Q
A.
Q
A

The |ast one was in Septenber of 20077
Yes.
What was descri be that happened?

He was stopped at railroad crossing and the vehicle

accelerated on its own. The brakes were applied but it

didn't stop the vehicle.

Q

The next one, Janmes Hi ghland from Chio. What was

the date of that incident?

A

Q
A
Q

It was in May 2010.
What vehicle was he driving?
A 2009 Canry.

Can you describe for us, generally, the incident?
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A. Wil e he was exiting the highway with a cruise
control at 65, he touched the brake pedal and the car's
engi ne i medi ately began to race to full throttle. He
was able to stop to vehicle by shifting to neutral.
Anita Gorge, when was her incident?

Decenber of 2009.

And what vehicle was she driving?

A 2005 Canty.

Can you tell us about her incident?

> O »>» O »>» O

She was slowy pulling into a parking space with her
foot on the brake pedal and the vehicle suddenly surged
forward. It junped a curb in front of the parking space,
hit a tree and slammed into a steel parking neter.
Col | een Lanbert, when was her incident?

July of 2008.

What was she driving?

A 2005 Canty.

What was her experience?

> O »>» O »>» O

She was going about 20 miles an hour, coasting into
a parking lot when the vehicle accelerated on its own.
She applied the brakes, which was seen by her brother,
Jim but was unable to stop the vehicle and collided wth
anot her vehicl e.

Q M. Lee, when was his incident?

A M. Lee was June, 2010.
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And what vehicle was he driving?
A 2007 Canry.
And what did he experience?

He was at a stop in a parking lot, and as he applied

the brake, the vehicle accelerated on its own toward a

vehicle in front of him

> o »>» 0 >» O >» O

Amed Master, did he nmultiple events?
Yes.

What vehicle was he driving?

A 2009 Canry.

What his first date -- first event?
March of 2010.

What was his experience at that tine?

Wil e he was entering the highway, the vehicle

wanted to continue to accelerate. He applied the brakes

but was unable to stop the vehicle.

Q
A
Q
A

VWhat was the second incident?
It was two nonths | ater, May, 2010.
And what was the circunstances of that incident?

The vehicle accelerated for about 10 seconds whil e

driving at 50 mles an hour.

Q Do you know if he applied the brakes in that
I nst ance?

A Not from ny notes here.

Q Cynthia Neil, when was her incident?
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I n Decenber of 2007.
What vehicle was she driving?
A 2007 Canry.

And what was the circunstances of her event?

> O »>» O >

Wil e she was pulling into a parking the space, the
engi ne speed surged and the vehicle surged forward over a
snow bank and hit a guardrail and tree. She applied the
brakes but was unable to stop the vehicle.

Mary Creeks Morrison, when was her incident?

May of 2008.

And what vehicle was she driving?

A 2008 Canry.

And what was the circunstances of her event?

> o0 >» O >» O

She was on a hi ghway driving about 60 mles an hour,
whil e passing a vehicle and it suddenly surged to 80
mles an hour.

Q Di d brake application stop?

A She applied the brakes but was unable to stop the
vehicle. She called 911 during the event and was told to
put the car into the park and turn it off. Doing so

st opped the vehicle.

Q Roger Rick, when was his event?

A Sept enber of 2010.

Q And what was he driving?

A

A 2008 Canry.
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Q What was the circunstances of his event?
A He was comng to a stop at an intersection and the
vehicl e junped forward with high engi ne speed.

Char| es Sheppard, when was his event?

| just have her spring of 2008.

Q
A

Q And what vehicl e?
A A 2007 Canry.

Q What were the circunstance of his event?

A He placed his foot over the brake pedal when the car
accel erated and caused an accident. The Toyota
representative inspected the vehicle and couldn't find
anyt hi ng wrong.

Heat her Skel ton, when was her event?

June of 2010.

Q
A
Q What vehicle was she driving?
A A 2007 Canry.

Q What were the circunstance of her event?

A She was at a conplete stop and the vehicle surged
ahead unexpectedly. She still had her foot on the brake

when the vehicl e surged.

Q Mar gar et Schwar zman, what vehicle was she driving?
A A 2005 Canry.

Q And when was her event?

A August, 2007.

Q What were the circunstances of her event?
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A Wil e she was turning left onto a residential road
near her home, the vehicle accel erated out of control,
causing her to hit a curb and crash into a parked
vehicle. She was unable to control or stop the vehicle
by applying the brakes.

Paul Van Alfen, what was the date of his event?
Novemnber, 2010.

What vehicl e?

A 2008 Canry.

Is this the one that Dr. Kooprman nentioned?

Yes.

s this the one in which you nentioned?

Yes.

What were the general circunstances of this event?

> o » 0 » O » O > O

M. Van Al fen was traveling with his wife and two
passengers. And they were exiting the highway in U ah.
And the vehicle nmaintained its speed when he did not want
it to and caused a crash at the end of the ranp.

Q The | ast one here on your list is a Joel Wenn

What are the circunstances -- what vehicle?

A. 2005 Canry.

Do you have a date?

| have May, 2006.

And what was the circunstances of that event?

> O > O

Wiile slowy pulling into a parking space, the
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vehi cl e noved forward unexpectedly, junped the parking
| ot and crashed into a concrete wall. He also had a
prior incident two nonths earlier in which the vehicle
engi ne was racing.

Q Does -- and was this report actually witten for

anot her case?

A Yes.

Q What's the name of that?

A That's the St. John case.

Q Ida St. John?

A Yes.

Q What vehicle was she driving?

A A 2005 Canry, like this one.

Q Cenerally, what are the circunstances of her

acci dent ?

A The car accelerated away fromthe stop sign and she
went through a schoolyard and hit a concrete -- inpacted

a tree and a concrete columm where the vehicle cane to
rest.

Q And you' ve revi ewed and anal yzed the events we've
just discussed?

A Yes.

Q Based on the information that you have, is it your
opi nion that these cases, nore |ikely than not, also

suffered a UA as a result of the software?
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A. Well, | haven't done a root cause analysis on al

t hese cases. But what | have done is, as an engi neer,
working in trying to debug conpl ex systens over the years
in nmy career, | have found it extrenely useful in terns
of understandi ng where the defects are, what kinds of

m sbehavi ors can occur, to review and study conplaints of
users who say the systemisn't working right.

And these incidents for which nmechanical causes do
not appear to be the cause, and software failure is
consistent with the description of the accident, inforned
me, as a set, that there's a pattern and that pattern
I nformed ny anal ysis and source code and it infornms ny
anal ysis of this specific case.

Q And have we gone over all of your cases, specific
opinions in this case?

A Yes.

Q And | think you nmentioned earlier, but to be sure,
are those to a reasonabl e degree of engineering
certainty?

A Yes.

Q All right. Now !l want to shift gears just for a

m nute and ask you sone questions about the work that was
done by M. Arora.

Have you reviewed his deposition in this case that

was t aken?
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A | have.

Q And specifically Septenber 24th

A Sounds about right.

Q Does M. Arora address sone of the issues you' ve
di scussed here today?

A Yes.

Q Did M. Arora do any vehicle testing on track that
he tal ked about in his deposition?

A Yes.

Q And did he performsone tests at 45 mles an hour?
A He did.

Q Do you understand that M. MCort has testified that

he believes that fromthe skid marks being left, that the

speed of vehicle in this case was around 40 mles an

hour ?
A | do.
Q Did any of M. Arora' s tests that you revi ewed

change your m nd about your opinion in this case?

A No.

Q Can you describe for us, generally, the test that
you perforned, in terns -- and I know he did sone at

different speeds, but I want to focus on 45 mles an

hour .
A There was a set of tests. As | understand, the
vehi cl e was al ways operated at 45 mles an hour. It was
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al ways a 2005 Canry. And experinments were performed with
tasks, one at a tinme. And that a certain spot on the
track where there was a cone or a marker, the brake was
pressed with 60 pounds of force. And then the vehicle
was stopped and there were cones placed at 50, 100, 150
feet and every 50 feet beyond that.

Q And did he also run a test applying 112 pounds of
pressure?

A He did.

Q And we're going to focus on the 60 pounds?

A That's correct.

Q Was there any specific paperwork put together that
descri be the exact distance, stopping distance, for a
test?

A If there was | couldn't find it. | got a big hard
drive with 50 gigs of stuff.

Q In terns of the stopping distance of the vehicle,
once it goes through, is the only way to determ ne the
di stance, is to | ook at the cones?

A Yes. That's a reasonable way to do it.

Q At the tine the brake is applied as it goes through
and we | ook at these tests, what position was the
throttle in based on your review of these cases?

A My understanding of the tests is that the throttle

was not open at the tine.
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Q Al right. So in terns of the test, as they are
headed toward the gate, the brake is applied at 60 pounds
of pressure and the throttle is rel eased?

A Yes. But that may not apply to all of the cases.
But the ones that you and | focused on, certainly that's
t he case.

Q Al right. Can you pull it for us to | ook at?

A Yes.

Q Al right. Let's take a | ook at ATS-10511

Is this your starting gate?

Yes.

Is that two cones there?

At the starting gate? Yes.

Does that what drives through those?

Yep. That's what | see there. Yeah.

o >» O > O F

As you go through there, are there cones and this
woul d be at 100 feet and this would be at 507?

A That's what | see.

Q Al right. 1Is that the vehicle at a stop?

A Yes.

Q Al right. Can you -- and to help us did we finally
come to the | ocation?

A Yes. A little zoom ng hel ps.

So two gates were entered, correct?

That's right.
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Q So in ternms of stopping the car with no throttle and
the service brakes only at 45 mles an hour, where did

t he vehicle stop?

A Before 100, certainly.

Q Let's take a look at -- just so the jury is clear.
Al of these are at 45 mles an hour?

A They are all 45 mles an hour and with 60 pounds of
braki ng force, which is the | esser anmount of braking
force that he applied in his experinents.

Q There's no throttle?

A That's correct. This is 13. Can we see the
enhanced photo of 13.

Q Based on your review of this test was he able to
stop the vehicle with service brakes only, no throttle in

| ess than 100 feet?

A Yes.

Q. At 45 mles an hour?
A Yes.

Q Let's to go 15.

MR. BAKER W had to reboot, Your Honor. That
one won't play, Your Honor, let's do 23. Can we have
just a second?

THE COURT: Certainly.

Q (BY MR BAKER) If we can see the still. So again

this is test 15. Addition 45 mles an hour when brakes
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are applied, no throttle, correct?

A That is correct.

Q This one looks like it got alnost to 100 feet before
this stopped?

A Al nmost to a 100.

Q 23, Your Honor, two nore. Can we see the still for
23? Again, 45 mles an hour at the tinme brake is
applied, no throttle, was this vehicle able to stop in

| ess than 100 feet?

A Yes.

Q The last one is 25. |Is the vehicle again stopped at
| ess than 100 feet?

A Yes.

Q Al right. Put up 5726, please. The jury has

al ready seen this in evidence, M. MCort's scene
diagram You' ve seen this before?

A | have.

Q And there has been a great deal of discussion about
the skid mark that is out there, do you understand that
the total length frombeginning to the back tire where
the car rested was approximately 100 feet?

A No.

Q What did | say? I'msorry, 150.

A You said 100, 150.
Q

| need to reboot. Can we see here, we see 101 on
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t he pavenent and then another 24 for 125 on the pavenent?
A That is ny understandi ng, approxi mately.

Q And assune for ne there is another six feet of

| nproved paynent for approximately 131.

A Ckay.

Q Assune that. |If we assunme at the beginning of this
skid mark that Ms. Bookout is applying her service brake
and not her accelerator, and she is going 45 mles an
hour and her throttle's not open, based on M. Arora's
test that we just saw what shoul d have happened?

A | think the vehicle would have stopped. There's 101
foot section there to the fog line, I think that the
vehi cl e woul d have stopped in that distance.

Q | f Toyota's correct in what they' ve been tal king
about in this case and there is no UA, and Ms. Bookout

|l eft this skid nmark by her service brakes al one, she's
not on the throttle, what does M. Arora's test tell you
when she is traveling?

A H's test, the one we showed you with the throttle

cl osed, so denonstrates that if it takes 150 feet or nore
to stop, nore since an inpact speed of 20 mles an hour,
the throttle nust have been open.

Q If the throttle was not open should the vehicle have
st opped according to M. Arora's test?

A Yes.
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MR. BAKER Move to admt all the prior
exhibits including the pictures. At this tine | would
tender the w tness.

THE COURT: M. Bibb, do you wish to wait unti
t he norni ng.

MR BIBB: | would really would, Your Honor,
it's been a | ong day.

THE COURT: It has. Ladies and gentlenen, we
are going to be in recess for the day, it is 20 till
five. | wll see you tonorrow norning at 9:00. Do not
di scuss the case, do not begin to form any opinions about
the case. And renenber to check in the jury assenbly
roomin the norning.

Thank you very nuch and have a good evening. Al

rise when the jury is exiting.
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THE COURT: We're back on the record in
CJ-2008- 7969, nenbers of the jury are present as well as
counsel. And | assunme that Ms. MAdans is still sick?

MR. BIBB: MAndrews.

THE COURT: Pardon ne. M. Barr, if you would
pl ease cone back to the stand, sir, I'lIl remnd you, you
are still under oath. And M. Bibb, you may continue or
bei ng your cross-exam nation.

MR. BIBB: Thank you very nuch, Your Honor.

CROSS- EXAM NATI ON
BY MR Bl BB
Q Good norning, M. Barr
A Good nor ni ng.
Q Let's begin by tal king about your experience with
autonotive software and uni ntended accel eration. Before
-- before you were hired by plaintiff's counsel to do
wor k on cases agai nst Toyota, you had never done any
research into unintended accel eration, had you?
A | had not.
Q None of your work before getting involved in this
wor k agai nst Toyota invol ved software design work or

anal ysis for autonotive engi ne control systens, is that

correct?
A That's correct.
Q And you' Il agree with me that you have not seen
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ot her autonobil e manufacturer's software source code,
have you?

A That's correct.

Q And you have not tal ked with anyone who has actually
seen ot her autonobile manufacturer's electronic throttle
control systems to know whet her Toyota's use of gl obal
vari ables is unusual in the field, have you?

A. |"ve talked with those in the autonotive industry
about software generally, but with respect to other
manuf acturer's electronic throttle control systens, |
don't know specifically and don't have any information
about how many gl obal vari abl es they use.

Q | think you told the jury yesterday that you spent
countl ess hours working on matters involving the Toyota
el ectronic throttle control system is that correct?

A | do.

Q Do you have any estimte as to how many hours you
put in on this?

| don't.

Wuld it be literally hundreds of hours?

Probably be thousands of hours.

Li ke two, three thousand hours?

| don't know for sure.

o > O > O F

And | understand that for each of those hours you

charge $400 an hour, is that correct?
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A | don't think that is correct.

Q What is correct?

A My current rate in this case is 525 an hour.

Q | didn't nean to undersell you. Has all of your

wor kK been done at $525 an hour?

A. No, it hasn't.

Q Has sone of it been done at $400 an hour?
A. | think about that price.
Q But these countl ess, perhaps thousands of hours you

charged between 400 and $525 an hour, woul d that be
correct?

A That's correct.

Q Al right. Now, you understand, M. Barr, that the
reason we're all in this courtroomis we're trying to
deternmi ne the cause of Ms. Bookout's crash on Septenber
20, 2007, do you understand that?

A Yes, | do.

Q Let's talk a little bit here about the circunstances
of the crash. You understand that Ms. Bookout and M.
Schwarz were traveling south on H ghway 69 towards

Euf aul a, Ckl ahoma, right?

A In the vicinity of, I"'mnot sure if they had reached
Euf aul a yet.

Q | just said they were going towards Eufaul a?

A | don't know whether it was north of Eufaula or not
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but in that area, she was traveling south.

Q It's your opinion the cruise control was not on at
the tinme of the crash, right?

A That is ny understanding of the facts.

Q And you know the speed |imt on H ghway 69 was 70
mles an hour, are you aware of that?

A ' maware of that.

Q Now, you don't believe that the unintended

accel eration incident that Ms. Bookout clains occurred on
H ghway 69, do you?

A It's my understanding that it began on the exit
ranp.

Q And you understand that M. Bookout successfully

sl owed her vehicle and exited on the exit ranp for
Texanna Road, correct?

A | do.

Q And you know that Ms. Bookout told us in her
deposition that she applied the brake to slow the car so
as to exit on H ghway 69, do you understand that?

A | do.

Q Now, you al so understand Ms. Bookout and Ms. Schwarz
took the wong exit to get to where they were going, do
you understand that?

A | read that.

Q And you understand that the exit ranp there fromthe

TH'S TRANSCRI PT |'S NOT' PROOFREAD




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

H ghway 69 to Texanna Road is fairly |long, sonewhere in
t he nei ghborhood of a thousand feet or nore?

A That is about the distance | understand.

Q It's your belief that the all eged unintended

accel eration incident began sonewhere on the exit ranp,
correct?

A That' s my under st andi ng.

Q It occurred sonewhere before the tire mark that is
at about 150 feet fromthe point of rest, correct?

A | would agree with that.

Q Now, you don't know what the exact speed of the
vehi cl e was when the mal function all egedly began, do you?
A | don't.

Q And you don't know precisely the throttling at the
time the mal function all egedly began, correct?

A That's correct.

Q Now, in your deposition did you not tell us that it
was very likely that the throttling was significantly

| ess than hal fway open when the vehicle began to

mal f uncti on?

A That's correct.

Q Al right. Now, we don't -- in your deposition you
said that you didn't have sufficient information to
determ ne whether Ms. Bookout's foot was on the gas pedal

or brake pedal or neither pedal when the alleged
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uni nt ended accel erati on began, is that correct?

A That's correct, the precise timng, we don't know.

Q Vell, let's take a | ook at those three possibilities
that we've got. And M. Barr, if you can't see this, let
you nme know, okay? So we've got one and |I'mjust going
to put gas pedal, that her right foot was on the gas
pedal, do you agree with nme, that's one option?

A. That is one of the possibilities for when the
uni nt ended accel eration or software mal function began.

Q Based on all the vehicle testing that either

M. Louden did with you and M. Arora' s vehicle testing,
when Ms. Bookout stepped on the brake pedal, the distance
fromthe gas pedal to the brake pedal, when she does that
we get brake echo check as soon as she held the brake
pedal down for |onger than 2/10ths of a second, right?

A In the limted testing that's been done within the
essentially infinite space of vehicle and software
states, it is true inthat limted testing the brake echo
check has stepped in if her foot was on the gas pedal and
then she transitioned to the brake pedal. However, that
doesn't rule out that the brake echo would not act for a
nunber of reasons.

Q In all the tests, it can be limted or extensive,
we'll talk about the testing later. Every tine you go

fromthe gas pedal to the brake pedal in a 2005 Canry
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| i ke Ms. Bookout's, what happens then is you get a -
degree throttle, correct?

A The first effect of the brake echo failsafe, if it
acts, is to cut the throttle to - degrees or about,

bet ween five and 10 percent.

Q So if Ms. Bookout had her foot on the gas pedal and
all egedly the task died, and puts her foot on the brake
pedal, the throttle would go to - degrees based on the
testing that we've done and the way the software is
witten for Toyota and that would be the condition of the
throttle, correct?

A It woul d.

Q Now | et's go to nunber two, and that's -- she has
got her foot on the brake pedal. GOkay. Now if she has
got her right foot on the brake pedal, she doesn't have
her foot on the gas pedal, right?

A That's correct.

Q So we've got no gas pedal. And if we don't have our
foot on the gas pedal, then the throttle would be at
idle, correct?

A. | don't think we know that with certainty.

Q If the car's operating properly, the throttle would
be at idle, correct?

A It takes sone tinme to return to idle and we woul dn't

know preci sely when the software mal functi on began and so
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we can't say that with certainty.
Q Well, let me ask -- while they get the throttle body
out. You'll agree with nme when you say it takes sone

time, the springs on the throttle body, actually when the

notor is -- is giving instructions to no |onger keep it
open, the springs will close this plate in the throttle
body, right?

A What you said is true, but that's not what happens
when sonmeone takes their foot off the accel erator pedal.
Q What actually happens is -- you' ve got a |ot of mass
in that engine, right? The rpms will slowy conme down
but the throttle itself will close within a second when
the pedal is released and it's in the idle position?

A When the pedal is released, software will drive the
throttle closed, if it's working properly like the hot
water valve that | tal ked about. But that's different
than what you're tal king about with the - degree spring
return. That is a nechanical return that happens in that
fail safe, but would not happen here.

Q A nmechanical return on that throttle like | showed
to the jury, but that happens irrespective of the
software, | nean, that is a mechanical system separate
and apart fromthe software?

A It will only happen if the software stops

controlling the throttle.
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Q Let's assunme she's got her foot on the gas -- on the
brake pedal, she's got no gas pedal, assune your car is
running right so you're at idle, and then your task dies
whi |l e she has got her foot on the brake pedal, right? In
none of the testing that's been done has the throttle
ever opened unl ess you had the cruise control on, right?
A That's correct, but that is because that's a test
that's not been perforned.

Q Well, we saw -- tal ked about that cruise contro

test that you showed the jury yesterday on the slides,
because the throttl e does open because it's trying to get

up to the set speed, do you renenber that one?

A Yes.
Q I f we have a task death and the gas pedal is at
idle, Iike everything is working right on this car |ike

it had every day for the two years she owned the car,
then it's going to stick the throttle at idle when the
task dies, right?

A Again, sir, the time matters down to the m|lisecond
| evel, in that scenario maybe | ess than a mllisecond,
and so it matters when the task dies relative to when she
| ets her foot off the gas pedal. The idle return you're
tal ki ng about requires software control and if the task
dies in between when she is rel eases her pedal, but

before it goes to idle it could continue to be open w der
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than idle.

Q You don't know what the throttle position was

t hough, correct?

A That's correct.

Q | f she is comng down that ranp riding the brakes

sl owi ng down because she knows she's got a stop sign at
the foot of the ranp, let's assune she has been on the
brake for two or three seconds, the engine is going to be

at idle, right?

A. |f she's been on the brake for two or three seconds
then that hypothetical | would agree it would |ikely be
at idle.

Q And when you're applying the brake pedal and your
engine's at idle, it's no different than pulling up to
the stop sign or a red light here at Park and Harvey in
front of the courthouse, isn't it? Because that is the
way you normally pull up to a stop, right?

A That's correct.

Q And so the brakes are going to stop the car even if
the task is dead and you're on -- and it freezes the
throttle at idle, right? The brake's going to stop that
car, right?

A That's correct.

Q Now | 've got the third option. And that's no gas,

no braking. GCkay. Now, under this circunstance she
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doesn't have her foot pressing on either pedal. Then if
she goes off of the gas for two or three seconds, she's
clearly going to be at idling, right, do you agree with

t hat ?

A That's correct. |f she has been off for several
seconds.

Q And what ever happens, if this nysterious task X
dies, then again, you' d be at idle, when it dies and the
throttle woul d be stuck at idle. And when she puts the
brake on, she transitioned the brake switch to go to a
fail safes, right, on every test that you' ve seen run,
Isn'"t that correct?

A | f the only nenory corruption affect was to kil

task X and in the limted testing that it's not 100
percent definitive for a nunber of reasons we can get
into if you want to look at ny report, what you say
hypot heti cal |y woul d occur.

Q Now, so these are the situations that we've got with
this car com ng down off that exit ranp, either as soon
as she steps on the gas pedal, what you call limted
testing, essentially all of the testing shows a fail safe,
she's on the brake pedal, not on the gas pedal, she's at
Idle, she stops the car. She's not on the gas and not on
the brake, it's idle, goes into failsafe when she steps

on the brake pedal and she would stop the car then too,
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woul dn't she because it would be idle?

A I n those hypothetical scenarios, which are not
consistent wth ny understanding of this accident, that's
what woul d happen.

Q You know that Ms. Bookout said that she had her foot

on the brake and that she punps the brake, you are aware

of that?
A. | am aware of that. | believe she said six or seven
tines.

Q And she even said she renoved her foot fromthe

pedal during that punping, you're aware of that?

A | don't remenber her precise words with respect to

t hat .

Q Have you read Ms. Bookout's deposition?

A | have.

Q Do you recall her saying on page 35 at the end of

that page -- could we see that, M. Doyle? There about

page 35, line 24. Again, this was M. Jenni ngs asking

the questions. "Do you renenber punping the brake? You

mean applying the brake and then taking your foot off of

It and applying it again?' And her answer was "yeah."
Now i f she takes her foot off the brake and applies

It again, in that situation the brake echo check woul d

operate as long as she took her foot off the brake for

nore than two -- two hundreds of a thousandths of a
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second, 2/10ths of a second, she would transition that
brake switch and as a result the brake echo check woul d
come in and would shift to failsafe, isn't that true?

A | f during the punping her foot canme fully off the
brake pedal, and not 100 reliably, that the brake echo
acted, then the failsafe of cutting the throttle would
have ki cked in. However, punping can occur -- and |
don't think this answer is clear froma technical point
of view, punping can occur, as | nentioned yesterday,

wi thout full renoval of the foot. When nost people punp,
nore than half of the people punp in one study that |I've
reviewed, they don't, they never get it conpletely off

t here.

Q We're going to tal k about that, that is the Cooper
st udy?

A That's what |'"mreferring to.

Q You told us yesterday that you ve witten sone
reports on Toyota uni ntended accel eration, right?

A Correct.

Q One of the reports you issued was in Septenber,
Septenber 17, 2012, do you recall that? It would be your
rebuttal report?

A | do.

Q And you described the testing -- you described this

vehicle testing that you' re tal kinng about today as
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limted. The vehicle testing performed by plaintiff's
experts using a testable version of Toyota's ECM that is
t he engi ne control nodul e software, was necessary to
scientifically confirmour discovery of a single point
failure. So this testing scientifically confirnmed these
findings, isn't that right?

A The testing that was perforned confirmed that the
Toyota fail safes have gaps and that there are single

poi nts of failures and unintended accel erati on can occur
while no failsafe acts, and they can also confirned that
sonetines there's a failsafe that will act after the
driver, after the UA has already occurred.

Q But the one thing that the scientific testing that
you did was confirnmed every tine, in every one of the
tests of the vehicle that you ran that when the brake
swtch was transitioned, it triggered a failsafe,
correct?

A. In the limted testing that was perfornmed in nuch

| arger test space, all the tests eventually if the driver
transitioned the brake swtch, that is the unintended
accel eration already occurred, the software mal function
al ready occurred, then when the driver acted, sonetines
counterintuitively, by renoving their foot fromthe
brake, then there was a failsafe that a source code shows

is not reliable 100 percent of the tine. But in the
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limted testing it did act every tine.

Q It did act 100 percent of the tine when tested on a
real vehicle, didn't it?

A It will not act 100 percent of the tine in real
vehi cl es across a larger test scenario such has a billion
driver hours.

Q Have you ever in any test seen a failsafe not
activate in a vehicle test?

A. In a vehicle test, that has not been shown.

However, that's not how you prove a negative hypotheti cal
I n science.

Q Now, you know after the crash the car has inspected
by at | east a dozen engi neers and scientists, you're
aware of that?

A | hadn't counted them but | was aware there were
several inspections of the Bookout vehicle.

Q And you're aware that anong ot her things the

accel erator pedal was renmoved fromthe vehicle and

test ed?

A | understand that no problens were found with the
accel erator pedal.

Q And the brake switch was renpoved fromthe vehicle
and tested, are you aware of that?

A | am

Q And you're aware of that brake switch was found to
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be operating normally, correct?

A | do.

Q So now, when we took your deposition you told us
that you had not ruled out pedal m sapplication as the
cause of Ms. Bookout's crash, had you?

A At that tine of nmy deposition in early August, that
was correct.

Q And in fact, this accident can be expl ained by

si npl e pedal m sapplication, can it not?

A No, it cannot.

Q So by a conbi nation of applying the gas pedal and
applying the brake pedal at different tines, com ng down
that ranp, you don't think you can reproduce this crash?
That's correct.

Have you been to the scene?

| have not been to the scene.

Have you seen the car?

| have not -- | have not seen the car in person.

o » O > O »

Have you tried to do any testing yourself of a
vehicle to see if you can apply the gas pedal and then
apply the brake pedal and have this accident occur?

A | have not. That's not ny role here.

Q Now, you are aware, are you not, from | ooking at
sonme of the research that you' ve done that there was this

incident in Santa Monica, California where a gentl eman
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drove by the farners market, correct?

I"'mfamliar with that incident.

And that incident covered over 750 feet, did it not?
| don't know the precise distance.

And it lasted for nore than a few seconds, correct?

That's correct.

o » O > O F

And then you're aware in the Cooper study that you
just nmentioned to ne that there was one driver in that
study that froze up and plowed through the cone barrier
at the end, correct?

A | am aware of that.

Q And you're aware in one of the tests where they were
havi ng peopl e punp the brakes, one of the subjects punped
the accel erator pedal, you're aware of that too, are you
not ?

A | am aware of that.

Q And so it is -- you just can't rule out that Ms.
Bookout m ght have pressed the accel erator pedal when she
meant to press the brake, can you?

A Yes, | can.

Q And of course, if she did do, that when she finally
got on the brake, even if there was a task death, the
limted testing or the scientific testing that you
mentioned would put it into failsafe, correct?

A. Yes. And then she would not have skidded for over

TH'S TRANSCRI PT |'S NOT' PROOFREAD




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

21

100 feet -- 150 feet.

Q Well, if you put on the brakes you can press them
hard enough to cause the brakes to skid, can you not?

A |"msorry, sir.

Q Let nme rephrase that. You can, whether you apply

t he parking brake or service brakes or both at the sane
time, can get tire marks fromthis vehicle, correct?
You' ve seen that in sone of the testing, have you not?
A |"msorry, | still don't understand the question.

Q Never mnd, I'Il nove on. Let nme ask you about the
vehicle testing, and we're going to | ook at one of those
slides you showed in a few mnutes. The vehicle testing
that was done by M. Louden, in order to run those tests
he ran that vehicle not on the road Iike we sawwith M.
Arora's test, he ran that vehicle on a chassis
dynanoneter, correct?

A That's correct, we felt that was safer.

Q And the chassis dynanoneter has big rollers to allow
the vehicle to sinulate by rolling its tires agai nst

these rollers, sinmulate being on a road, correct?

A That's correct.

Q Al right. But this is a no | oad dynanoneter,
correct?

A | believe so.

Q And so the vehicle is kind of free to spin against
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t hose, even when the throttle is cut. It would take

| onger for the vehicle to slow down than it would if it
was out on the highway, right?

A That's correct, as | nentioned yesterday.

Q Now, to cause task death in the tests that M.
Louden perforned, you had to nodify the software source
code, isn't that right?

A. That's correct, with Toyota's help.

Q And when you nodified the source code that allowed
you to do fault injection testing, correct?

A That's correct.

Q And in other words, M. Louden would use a conputer

to inject faults to cause the task to die, is that right?

A That's correct.

Q | nean, these tasks did not die on their own, did

t hey?

A. We were conducting testing and we wanted to see what

happened when tasks died, so we killed themat a time of
our choosing so that we coul d observe the outcone.

Q In order to kill the tasks, you had to do it by
reprogramm ng the engi ne software so that as to prevent
certain portions of the software source code from
running, so that allowed you to then stick the throttle,
correct, by killing the task?

A. That's i naccurate, sir.
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Q In other words, you did have to renove parts of the
source code, did you not?

A. No, we did not.

Q But had you ever achieved task death in a Toyota
engi ne control systemwthout killing it?
A Al'l the testing that we did was under the conditions

of the injecting a fault and observing the results.

Q Never had one just die a natural death, have you?
A. That's not sonething we were standi ng around | ooki ng
for, sir.

Q The answer to that is no, you never had one just
die, you had to kill it?

A Not that we know of it, sir. It mght have died and
we woul dn't know it necessarily.

Q Fai r enough. You don't know of any tasks that have
just died on their own, do you?

A. | do not, in the testing.

Q Now at the end -- at the end of your testinony
yesterday we | ooked at sone of M. Arora's tests, do you
remenber those?

A Yes, the videos.

Q And you know from-- you' ve read his deposition
correct, taken back in August or Septenber?

A |"ve read several of M. Arora's depositions. |'m

not sure which one you're referring to.

TH'S TRANSCRI PT |'S NOT' PROOFREAD




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

24

Q The one in this case, | think you m ght have been
asked about sone of the testing that he did that we saw
yest erday, do you renenber that?

A Yes.

Q And you know that the purpose of M. Arora's testing
was to see whether killing any task or conbination of
tasks resulted in | onger braking distances, you
understood that was the point of his testing?

A That's correct.

Q And in fact none of the braking distances were

| onger than expected because of task death, correct? It
didn't make the car take longer to stop, did it?

A Not that | was aware of, no.

Q And you're also aware from M. MCort's testinony
that if Ms. Bookout was applying the service brakes to
cause that tire nmark that we see, and the cops had tal ked
about in the case, rather than the parking brake -- and
| et me back up for just a second. The test we saw with
M. Arora, he was applying the service brake, correct?
A My understanding is he was applying the service
brakes only, not the parking brake, and he was applying
that at 60 pounds of force.

Q And the service brakes, those are the brakes that
are operated by the brake pedal down underneath the

dashboard, right?
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A That's right. What you think of as the brakes.

Q And so M. MCort, if you recall, maybe you read his
testi nony, maybe the jury will recall, that if you were
going to cause that skid mark that the police officers
have told us about out there on the exit ranp at Texanna
Road with the service brakes as opposed to the parking
brake, the car woul d have had to have been going 60 or 65
m | es an hour, do you recall that?

A. Wth respect to M. MCort testinony, | don't
remenber that specifically. But it's ny understanding of
M. MCort's testinony that it's his opinion that the

par ki ng brake was pulled. |It's nmy understanding al so of
the police officer's testinony and ot her eyew tness
testinony that the parking brake was pulled and invol ved
in those skid marks.

Q The jury will recall what the officer's testinony
was, M. Barr. But the long and short of it, none of M.
Arora's tests were run with the parking brake being
appear applied to slow or stop the vehicle, were they?

A They were not. M understanding would be that if
you added the parking brake to the service brake, the

st oppi ng di stance woul d have been even shorter.

Q Now, M. Barr, | know you explained to the jury
yesterday, but at your first try at artificially

produci ng task death you rmade sonme errors, did you not?
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A. | believe | nade one error, Sir.
Q And when you wote your original report you didn't
know t hat a brake echo would cut the throttle to
failsafe, did you?
A At the tinme of ny July 2004 report in the Van Al fen
case | was not aware of that.
Q And | understand and you expl ai ned you had linmted
time to review that nonitor CPU source code prior to
I ssuing your July 17 or July 18 2012 report, is that
right?
A That's right, this was the source code that was
proceeded just a few weeks before.
Q Now, you did have a chance to reviewit, and in
fact, did you not renove about 20 percent of that source
code to make it -- to facilitate your review of it?
A The error that | made was based on not having the
tool that's used to conpile that, the assenbler that |
spoke of yesterday, and not having that assenbler, it was
ny under standi ng that about 20 percent that of code
bel onged to another chip called the Sigma 2, and that the
80 percent that |I reviewed as in the ESP-B2.

| later |earned that the situation was flipped and
that | should have | ooked at that 20 percent of the code
as well in nmy analysis, which | did in my suppl enental

report which I filed in that case and the judge accepted.
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Q Well, you filed a rebuttal report two nonths |ater
on Septenber 17, 2012, did you not?

A | did not, but | was not aware at that tine.

Q And you had additional on two nonths to work with
this source code and you nade the sanme error in that
report, did you not?

A | don't think that was -- | was still not provided
the tool that would have changed nmy m nd anot her any

ot her evi dence.

Q So you nade the sane m stake two nonths |ater after
you had two nore nonths to work on this, as you nmade on

July 17, right?

A "' mnot sure how active | was is in Toyota work
during that tine. | don't recall
Q But you didn't correct the error that you stated in

your July report even two nonths later in your Septenber

report, did you?

A As | stated earlier, as soon as | becane aware of
it, wthin ten days, | studied the extra 20 percent of
the code, | wote a supplenental report. The report |I'm

using in this case, the Saint John case, incorporates
that analysis, that full analysis.

Q Your theory has kind of changed over tine because
you had one theory, and then you discovered that it was

not accurate so you had to do sonething el se, haven't
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you?
A | don't believe that is accurate, sir.
Q But you'll agree with nme that your initial theory

was that that nonitor CPU would not cut the throttle,
right, when it detected a brake change?

A That was an el enment of ny understandi ng of the

fail saf e m sbehavior, but ny theory was then and renains
that tasks can die, that as a by-product of tasks dying,
uni nt ended accel eration can occur and not all of those
uni nt ended accel erations will be caught before there is
harmto the drivers, passengers and pedestrians.

Q And you didn't learn of the m stake that you had
made until you | earned about it fromM. Arora, did you?
A That's correct. You said Septenber 17th, | don't
renmenber the date, when | issued ny rebuttal report to
his, he issued his rebuttal report to mne and it was at
the tinme that | learned that | needed to | ook at the
addi ti onal 20 percent of the code.

Q Each side had to submt their expert reports witten
in the sane day, is that correct?

A That's correct. That's how this works. | pointed
out errors in M. Arora's analysis at the sane tine.

Q And you had to go back and kind of retract the
statement that this brake echo would not shut down the

throttle nmotor, correct?
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A. That's correct, but it didn't change nmy ultinmate
conclusion in that case, and it's not relevant here to
this case

Q Now, in addition to setting this failsafe, if this
fault persists for nore than, what is it, three seconds
or so, the vehicle will stall out, correct?

A That's correct. The brake echo check, if it's
responding to task X death, will first, after that

2/ 10t hs of a second, will cut the power to the throttle
and then three seconds later, it could be slightly

| onger, three and a half seconds, but approximtely three

seconds later it wll stall the engine.

Q Ms. Bookout's vehicle didn't stall in this accident
didit?

A That's correct.

Q We can all degree on that. And we can al so al

agree that this transition of the brake switch it has to
occur for 2/10ths of a second, correct?

A That's correct. And it wll not be reliable. It
may not work every tine --

Q |"msorry, | apologize. The 2/10ths of a second,
that's as fast as a blink of an eye, isn't it?

A That's accurate.

Q Now, you have not reproduced in vehicle testing your

theory that there's a software bug that opens the
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throttle and then the task dies, have you?

A No.

Q And you have not reproduced in vehicle testing your
theory where there's task death and then the throttle is
opened farther by a software bug or corruption, correct?
A Right. So the second corruption that | tal ked about
yest erday has not been denonstrated in a vehicle. W've
not attenpted to.

Q Al right. Now, do you know how big the throttle
angl e woul d have to be for the vacuumto the power assi st
not be repl eni shed when the brakes are punped?

A |"ve seen various percentages for the throttle angle
of which the vacuum brake -- vacuum assist to the brake
doesn't replenish. NASA quoted around 30 percent, other
experts have said -- NASA said 30 degrees, which is about
a third of the way open; other experts have said smaller
anounts, bigger anmounts. | don't know the precise
nunber, and in fact vary by vehicle.

Q And you know M. Hannamann who's back here, he's

done a little testing on that to try to eval uate that,

correct?
A. | understand that.
Q But you know that all the testing of M. Hannamann

or NASA or the engineers that Toyota has retained in the

case, the vacuumis always replenished if you're |}
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degrees, correct?

A | don't know that 1've reviewed all that data to say
al ways, but certainly data that |1've seen is consistent
with that.

Q And the data that you' ve seen would certainly

I ndi cate you woul d not | ose vacuum assist if your
throttle is at - degrees, correct?

A My understanding is that's extrenely unlikely.

Q Let ne talk to you for just a nonent about these

M SRA viol ations that you tal ked about yesterday. The
first version of MSRA was put out in 1998, correct?

A. Yes, | believe it was March or April.

Q Now, you understand from M. Ishii's testinony that
Toyota's coding standard started bei ng devel oped starting
in 1994, you're aware of that?

A | don't renmenber the year he stated. | believe he
stated the 1990s. But it was updated during the tine
frame that this vehicle was designed. |In fact, |

revi ewed the 2002 version which ny understandi ng woul d be
the version -- even though they weren't enforcing it,
they were updating it every year or two.

Q And Toyota's standards were established in 1997, you
under stand that?

A You said 1994 earlier --

Q That's when they started bei ng devel oped. They were
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t hen established by '97?

A That's the nunber that sounds right, the date that
sounds right to ne.

Q And when Toyota issued its coding standards there
weren't any M SRA standards, were there?

A | f they issued themin 1997, that woul d be true.

Q Now, M SRA was updated in 2004 to i nprove fromthe
1998 version, right?

A By and large the rules are the sane. Sone rules
that had previously been recommended becane required.
And there was a rearrangenent, the chapters were
rearranged and the rul e nunbering systemwas rearranged a
bit. By and large they are the sane rul es.

Q Now the Camry that Ms. Bookout was driving was a
2005 nodel year vehicle, right?

A That's correct.

Q And you nentioned just a couple of nonents ago that
this was introduced as a new nodel in the 2002 nodel
year, is that right?

A No.

Q This car was not -- this series Canry was not

I ntroduced as a 2002, and then updated year after year
t hrough | think about 2006, right?

A Okay. | msunderstood your question. You're

referring to the electronic throttle control use in the
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Canry began in 2002.

Q 2002 was the first year for the Camry. And since it
was a 2002 nodel year vehicle, it wouldn't surprise you
that the car actually went on sale sone tine during

cal endar year 2001, right?

A That's correct.

Q And you're famliar | assune in sone of the work
that you' ve done, that it generally takes three or four
years to devel op a new car, are you aware of that?

A Yes, | am

Q So if we go back to 2001, we're |ooking at 1997 or
1998 when the devel opment work to begin on this Canry
with the electronic throttle control system correct?

A | think that is fair to say, but | would just point
out that the actual devel opnent of the software is one of
the later things that would be done in the three to four
year process.

Q So when the devel opment of this vehicle began in
'97, the M SRA standard weren't even in effect, were

t hey?

A Not for the vehicle we're tal king about here.
That's the 2005 Canry, you're talking about the 2002
Canry.

Q And they went fromyear to year with the software

bei ng devel oped and adj usted and nodified each year, is
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that right?

A They did, in a very sloppy way. But in the 2005
nodel year, | believe it was, they redesigned the
electronics. Wnt fromtwo processors to one processor,
swtched fromthe | Tron operating systemto the OSEK
operating system and the updated their coding standard,
and they designed a new nonitor CPU.  So given that |evel
of effort, they certainly in around 2002-2003 tinme frame
when they were doing these things for the 2005 Canry
nodel , could have adopted at |east the 1998 M SRA system
Q Thank you, M. Barr. Now, M. Barr, | want to talk
to you and talk now to the jury about just sonme of your
slides, we're not going to go through all the slides.
W'l tal k about sone of the slides with you, all right,
and the first one is slide nunber three. This was when
you had the book up here and | really want to focus on
this third one here. | don't knowif the jury can read
it there. But this book that you published, it has

M chael Barr's coding standard in it, doesn't it?

A It's the Barr Group's coding standard.

Q Right and that's different fromthe M SRA coding

st andar d?

A There is considerable overlap between the two,
that's correct.

Q But it's different fromthe Toyota codi ng standard?
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A. It is, and it's aimed at a slightly different set of
| tbedded systens devel opers than M SRA is ained at.

Q | know you're critical of Toyota creating their own
codi ng standards, but the Barr coding standard i s anot her
codi ng standard out there, right?

A It is.

Q And if you conpare to the Barr coding standard to
the M SRA codi ng standard, you have violations in the
Barr coding standard that didn't match up with M SRA' s
codi ng standard, right?

A First of all, I would say there's considerably nore
overlap between the inbedded C coding standard book and
M SRA. And second of all, sonmeone who followed that
codi ng standard woul d not violate those M SRA rul es.

And this book is really not ained specifically at
safety critical systens developers. |It's trying to take
sone of the | essons learned in safety critical and in
M SRA and bring themdown to things |ike this N ke fuel
ban. In fact, |I've been in touch with engi neers who work
there who are adopting this coding standard. And they
don't need to design a safety critical system but they
still want to maintain good software and they want to
keep bugs out because if they have a mllion of these in
the field and there's a bug, then they have to get

everybody to update their software or do a recall, or
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their reputation suffers. So that's what this book is
trying to do. And actually in it says, ook at the M SRA
rul es, those are snmart people, they cane up with good

rul es and you should follow as many of them as possi bl e.
And this book augnents that by addi ng sone additi onal
stylistic rules to make it easier for progranmers to
understand their own code |ater when they review it and
al so the code of other devel opers.

Q | think the question was, if you ran a M SRA checker
on code witten to Barr standard, you'd end up with a
viol ati ons of the M SRA code, correct?

A Possibly for the rules that are not overl appi ng.

Q Now, did you tell us yesterday that there's always
going to be sone bugs in software, right?

A Yep.

Q So on the cover of your book, though, you put up
here "zero bugs". That is not true, is it?

A If you read what that neans in the book, it says
zero bugs is not achievable but you should structure your
sof tware process, your software architecture, your coding
standard and your conpany safety culture for the purpose,
the aimof trying to get there.

Q Right. But you'll never get to zero bugs, wll you?
A That's correct. And that's not what that inplies.

Q Al right. 1 won't judge a book by its cover
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Now, let's go to slide nunber six. And this was an
exanple of witing software that you gave us yesterday,
okay? Now, here, to make sure | understand it, the way
it's read here you' ve got two nunbers, two values, right?
A That's correct.

Q An A value and a B value. And the way this reads if
Ais bigger than B, like it's 10 and 4, and then you use
the larger, right?

A That's correct.

Q If it's Ais four and Bis 10, then you' d use B?

A That's correct.

Q Use the | arger value always, right?

A That's correct.

Q Now, if Ais 10 and Bis 10, this doesn't tell us
what to do, it's going to use B, isn't it?

A No -- well, t's going to use B, but that's going to

be the right answer because whi chever one you return in

t hat case --
Q It's not a | arger value than A?
A Well, the nane of the function was chosen to explain

t he recipe.

Q Make sure | understand, 10 is not larger than 10, is
it?
A Anot her nane for the function could have been chosen

to enphasi ze that.
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Q | nmean, this is a bug, isn't it?

A No, it's not.

Q Not a bug. Doesn't function the right way, though
does it?

A It doesn't function according to the way | nanmed the
function, but real software would have a specification
that said what was supposed to happen when they were
equal . Wien | put together this slide, |I certainly

t hought about the fact that they could be equal and what
to do. And | thought, well, I only have view |ines of
Power Point and I"'mexplaining it to a | ay audi ence, and
so | didn't include a specific representation. But |
woul d not describe that as a bug, sir.

Q Not a bug. Not a bug. Let's go then to slide
nunber 7. And yesterday you were tal king about the
throttle being |like a shower that you turn on, do you
remenber that?

A Yes.

Q Do you think that is an apt anal ogy?

A It's referring actually to the hot water.

Q And because the throttle isn't |ike a shower, is it,
because the shower you turn on and |l et go and take your
shower and then turn it off. The throttle you' d have to
turn that handle and then hold it open to keep the water

com ng, wouldn't you?
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A. That's correct. In the throttle in the car you have
to keep holding it open, because if you don't keep

hol ding it open electrically, then it has a mechani cal
spring that will return it back to closed. But as |ong
as the software is controlling it, to be clear, it wll
act just like you letting it -- set it and forget it.

Q What we know is when the check -- the brake echo
check kills power to the throttle notor, the throttle

cl oses, right?

A That's correct. |If the software, whether it's
functioning properly or not, stops controlling that, then
t he nechanical turn spring will take over

Q You al so showed us a phot ograph of an engine contro
nodul e, correct?

Correct.

This is a 2008 Canry, is it not?

The one | showed is a 2008.

Is this a 2005 here, do you recogni ze that?

Yes.

o » O >» O P

Okay. Now, you tal k about the hostile environnent
that the systemhas to operate under. Do you know where

the 2005 electronic control nmodule in located in the

Canry?
A | believe the 2005 is under the dash.
Q It's inside the passenger conpartnment, isn't it?
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A That's correct.

Q It's in front of the glove conpartnent, correct?

A That's a good descri ption.

Q Now, | ook at slide 10. You talk a lot about -- |I'm
not going to try to go over lengthy -- but you talk sone

about the NASA report, do you renmenber that?

A Yep.

Q And you' ve got a quote here on this slide fromthe
NASA report, right?

A Yes, | do.

Q Now, you gave a |lot of quotes fromthat NASA report,
but the conclusion that NASA reached, could | see page 17
of the NASA report in executive summary? The | ast
paragraph there, M. Doyle. You quoted first sentence
there several tines, but you didn't quote the second
sentence, which is the final sentence of the executive
summary that says the testing and anal ysis described in
this report did not find that TMC, and you know t hat
means Toyota Mt or Corporation, and the ETCS-i neans the
electronic throttle control system correct?

A Correct.

Q The testing and anal ysis described in this report
did not find TMC ETCS-i electronics are a |ikely cause of
| arge throttle openings as described in the VOQ. And

the VO for the jury, are what, vehicle owner
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guestionnaires?

A Yeah, that is the -- when people call the National
Hi ghway Traffic Safety Adm nistration, NHTSA, or going on
to the web site to conplain about their vehicle, they
fill out a vehicle owner questionnaire.

Q And you used sonme of those or reviewed sonme of the
VO for those other accidents that you were talking
about at the end of your testinony yesterday, correct?
A Yes.

Q So in other words, what this is saying here is the
NASA testing and anal ysis described in this 100 and sone
odd page report did not find that Toyota's el ectronics
are a likely cause of large throttle opening as descri bed
In reports fromother consuners, correct? That's what

t hey concl uded?

A That's correct.

Q Now, go to slide 13. You quoted this second

postul ated scenario as a systematic software mal function
of the main CPU, opens the throttle w thout operator
actions, and continues to properly control the fuel

I njunction and em ssion, correct?

A Yes.

Q That is one of the things you highlighted for this
jury. But if we could | ook at the whol e paragraph that

sentence cones from M. Doyle. 16, and it's the
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par agraph right there -- that begins with the second
postul ated, it's the next to the |ast paragraph. This
was the paragraph that you picked that sentence out from
And down at the foot of it, it goes on to say that the
mai n CPU mal function would be required to open throttle
beyond five degrees with the accel erator not pressed and
| eave no failure code.

The NESC team that's the NASA team right?
A That's right, it's the research group w thin NASA
Q The NESC team exam ned the software code of nore
than 280,000 lines for paths that mght initiate such an
uni nt ended accel eration, but none were identified, right?
That was what they report?
A That's what they said.
Q Now, you nentioned that you had had sone assi stance
in doing the software code review, is that right?
A That's correct.
Q And how many fol ks did you have hel pi ng you?
A Well, | have three fromthe Barr Goup team | also
relied fromtine to tinme on three others.
Q That woul d be six fol ks?
That's correct.
O is that six including you?
That's seven, six hel ping.

M. Doyle, can we go to page 11 of the NESC report?
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This was the teamthat NASA had put together here. This
Is just the first page of it. They had 33 scientists and
engi neers working on this project, didn't they?

A They did, but I think if you count the software

engi neers you'll find there is significant |ess than
seven.
Q Because they | ooked at it fromall different angles,

not just the software angle, right?
A That's correct, and we were in the source code room
| ooking at the software and we were focused on the
sof tware system
Q You can see the second page of those engi neers.

And this report was issued in January 18 of 2011
correct?
A | know that date, that's right.
Q And they were charged with this research in March of
2010 so they worked about 10 nonths on it, correct?
A. That's sounds |ike the total length of tine,
sonething |ike that.
Q Wth all of these people | ooking at not just the
software, but the electronics, the conputer scientists on
this list, nmechanical engineers, everybody |ooked at it,
correct?
A i don't think it says here whet her soneone

contributed one hour or 100 hours, so we really don't
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know how much of a contribution sone peopl e nmade.

Q But these people were all on that team correct?
A That's correct.

Q Thank you, M. Doyle. Now |l want to | ook at slide
nunber 20, about hal fway through. And | want to ask you
about, this is this test, and apologize I've witing on
your slide here. | want to make sure the jury and |
understand this slide. 1'Il just focus on the graph
here. So, in this slide what we have is the cruise
control set at 68 mles an hour, right?

A That's correct.

Q And you start out, and M. Louden is he in the

vehicle? This is one of those dynanoneter tests, right?

A My understanding he's in the vehicle, that's
correct.
Q And he's in the vehicle. Does he have a conputer or

switch box or sonething in there with hinf

A. He's able to |l og things that are happeni ng on one
conputer, and | don't know if it's a separate conputer
that Toyota Tech Stream that he was able to inject the
faul t.

Q And he actually also had to switch that he could
switch on the brake rather than having to apply with his
foot, didn't he?

A. | think he was applying with his foot.
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Q We'll look into that |later. But so we start out,
and the speed is below 68 mles an hour. And

unfortunately, these nunbers are in kiloneters, aren't

t hey?

A The left access, vertical access is in kiloneters
per hour.

Q So you' ve got to convert, so |ike 100 kil oneters per

hour is roughly 62 mles an hour, correct?

A. | think it's al nost exactly 60, sir.

Q So the jury can kind of figure this out. 50 mles
an hour would -- be 50 kilonmeters an hour woul d be about
30 mles an hour, right?

A 50 and 30, that's right. 80 and 50 is one that |
know.

Q So for 80 kilometers an hour is like 50 mles an
hour, right?

A That's correct.

Q So if we're below 68, and you can see down here this
red line is how open the throttle is, correct?

A That's correct.

Q And you al so used this graph to represent percentage
of throttle opening, don't you?

A That's not a 20 percent on the |eft there.

Q What is it?

A. | don't recall as | sit here.
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Q As a matter of fact, this acceleration rate is

pretty gradual, isn't it?
A Yes.
Q If you go from50 mles an hour to 90 ml|es an hour

It takes you like 30 seconds to do that?

A That's correct.

Q | nmean, | know this is a four cylinder Canry, but it
will accelerator faster than that, won't it?

A Crui se control resune function will not accelerate

as fast as sone other functions.

Q That's exactly where | was goi ng, because now you're
at cruise control, so any of us that have a cruise
control car now when we press that button to resune, the

acceleration rate is a lot nore gradual than flooring it,

right?
A That's correct.
Q So that nmeans the throttle isn't open as wide it a

possi bly could be. Do you know if this 20 percent
throttle?

A | don't believe that access applies to that.

don't know the percentage of it.

Q But in any event, at this point when you kill the
task, because the speed is still below the requested
speed, it just keeps applying the throttle. It's trying

to accelerate up to that set speed, right?
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A. That's right. So what should you have happened is
that when the blue line crossed the set speed at 68 mles
an hour right there.

Q It should flatten out?

A It should flatten out at that point. And software

t hat does that, the cruise control is in the task X

Q M. Louden killed that task. And we've al so seen
the throttle nmenory increases it. It was killed there,

it just stayed flat?

A Ri ght, because when we were injection faults, we
were only flipping one bit. That's not how real nenory
corruptions happen in software systens. Real nenory
corruptions bounce around, ricochet and cause nultiple
damages. For exanple, if one bit flips and that's in the
poi nter address, then when that pointer is used, then you
go to the wong place and you wite sonething else. So

t hey can be cunul ati ve.

When we did our fault injection testing it was |ike
taking a rifle shot, just flipping one bit or what we
were interested in flipping and nothing el se.

Q And you've -- we've already agreed that none of the
testing that you' ve done or M. Arora's done, have we
ever had this nenory corruption to cause the throttle to
open greater, have we?

A. Nobody has tested that as far as |'m aware.
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Q Nobody has done that. Not only not tested, we have
no docunentation that that's ever happened, do we?

A No. But unfortunately for Toyota, you can't
disprove it. It's trying to prove a negative. |It's
trying to prove, for exanple, that there are no aliens in
t he universe. You can only say that you have not found
any on Mars, but you can't say definitively that they
don't exist.

And so the sane is true here that just because today
as we sit here | don't have this test data, it would only
take one, and it could depend on timng and other factors
that we can't control right nowin our testing, but it
woul d only take one experinent to see that throttle open
wi de fromthe second nenory corruption to prove our
poi nt, whereas a nmillion experinents that didn't open
woul d not prove what Toyota would Iike you to believe.

Q And we don't have that experinent, that experinment
has never been done?

A That experinment as far as | understand hasn't been
done by either side to date.

Q As soon as this brake switch was transitioned, this

speed -- the engine throttle closed, and then because it
was still, the task was still there, the engine stalled,
correct?

A When the brake switch was transitioned for nore than
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2/ 10t hs of a second, that's what happened.

Q Unl i ke Ms. Bookout's crash, right?

A Ms. Bookout's engine did not stall, as | understand,
Q No, on this stack analysis, which is 25 -- finger
over that -- that's the stack where is the throttle
control is, correct?

A The throttle control, that very conplicated function
in task X executes on that stack, is that correct.

Q Now, if you look at slide 29. This nmay be -- maybe
just -- NASA didn't call any of the M SRA coding issues
violations, they called themdeviations, didn't they?

A | don't renmenber what word they used, sir, they're
viol ati ons or deviations both.

Q If you look -- you're tal king about M SRA --

tal ki ng about these violations in this docunent here, but
if we | ooked at the NASA record appendi x A, page 29,

M. Doyle, what they really said was it was devi ations up
at the top photograph. They never refer to these as
violations, did they? Deviations?

A ' mnot going to say never, because | haven't
reviewed the report for that, but there it says
devi ati ons.

Q And this is the section they are tal ki ng about the
M SRA rul e check, right?

A. That is a section.
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Q Now, on slide 32 |I've got to take issue with you

M. Barr. You quoted part of what M. Ishii said. Right
there. He had a nuch | onger answer than the stuff that
we got right there, didn't he?

A | don't recall. | think that's the salient point.
Q Did you put this slide presentation together?

A | did, and | took that quote fromny report.

Q Can we ne see M. Ishii, page 90. And we heard M.
Ishii's testinony a couple of days ago. This is page 89.
|"mgoing to focus you on line 13 -- you don't even have
the question there, we just have an answer, don't we?

A That's correct.

Q This is again, you quoting from page 91 here, but
what he actually had to say starts up here. The question
was, |Is it your position, Toyota, that there are no major
bugs in the engi ne control nodul e software from 2008
Canry engi ne?" And his answer was "One thing | can
definitely state here is that with respect to the engine
control software bug or problemthat | eads to a UA
that's uni ntended accel eration, and I wll| define
uni nt ended accel eration as an uni ntended engi ne rpm

I ncrease unintentioned by the system designer. That sort
of bug is not there. That | can state definitively,
since the termmajor bugs is not -- as used in your

guestion was undefined and vague. | defined UA and
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provi ded that definition to you in answer to your
guesti on.

And then here's the answer you quoted right there.
When it conmes to software, you had sone ellipsis in
there, but the next question was -- and this is a really
material question -- are there any bugs in the software
that can cause the main CPU to open the throttle
i nappropriately? And you left this answer out. | wll
repeat what | said before and that is with respect to
sof tware bugs that could result in unintended
acceleration and ny definition would be an engine rpm
I ncrease contrary to what is designed by the system
desi gner, that kind of bug does not exist.

That's what he said about that, didn't he?
A That's what he said, but it doesn't sound |ike
science to nme, but that's what he said.
Q Now, al nost done here. You showed us this fish bone
diagram M. Doyle, I'"'mgoing to need to have the NASA
report in just a nonent. Appendix B. You showed us this
fish bone diagramup there. Now, you understand that
this diagramwas for the software error only, right?
A | do.
Q And you nodified this chart for your purposes in
this case, did you not?

A. | nmodified that chart to make it cl earer what was
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upst ream

Q You also nodified it to put in the words "UA" or the
letters "UA" up in the corner, because that's not on the
chart in the NASA report, is it?

A That's right. There it says a global concern and it
continues on to another chart.

Q You didn't tell the jury yesterday that you nodified
this chart to change it from global concern to UA did
you?

A You're right, | didn"t. | was trying to nmake the
chart's ultimte purpose, which is a UA clear, which if
you continue the global concern up in their fish bone

whi ch gets nore conplicated, that's ultimately what they
are | ooking for.

Q And so if we go to the -- after this chart there are
two nore pages which |ist the disposition detection --
not that one. That's where it says gl obal concern. Now
t he next page, M. Doyle. There are two pages that go

t hrough for each of those concerns -- if you give ne the
| ast two colums. And here it tal ks about what wll
happen and tal ks about howit's detected and howit's
mtigated, each one of those software errors, right?

A It tal ks about how NASA believed it was mtigated at
the tine they wote the report. And | nentioned those

pages when | put the chart up, ny slide says page 36 to

TH'S TRANSCRI PT |'S NOT' PROOFREAD




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

53

39, whatever the nunbers are.
Q But you didn't show that they were mtigated, these
software errors had a mtigation strategy for each one of
t henf
A | think I clearly stated that NASA m sunder st ood
that some of themdidn't exist. And that's what | would
have explained if | went to this level of detail.
Q Now, let's go to slide 43.
A "1l give an exanple just to continue ny answer.
One of those --
Q | don't think there is a question pending.

THE COURT: You can ask himon redirect.
Q (BY MR BIBB) And at slide 43 you again quoted
M. Ishii, but if we |ook at what he actually said on
page 37, what we |left out, what he said was that, of
course, Toyota would conduct its test to see if the chips
that are delivered would have the requisite functionality
and performance. But admittedly they didn't do a design
revi ew of sonebody el se's source code, correct?
A They didn't do a design review, and | think the
poi nt stands for itself.
Q It was a source code provided to Toyota by
suppliers, right?
A Right. So here he's referring to the ESP-B2 nonitor

chip and he's saying they didn't review the source code

TH'S TRANSCRI PT |'S NOT' PROOFREAD




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

54

for this very inportant chip, including through the date
when they were telling Congress and the world that there
couldn't be possibly be a software error, though they
al ready knew that it was spaghetti code.
Q They knew -- they tested it and they knew it
performed and functioned as it was intended to, right?
A In the testing they performed of ESP-B2 chip, which
i s obviously not as nmuch testing as a vehicle fleet of
mllions of vehicles driving around.

| did a calculation that | included in ny report.
Toyota told NHTSA and Congress about the amount of
testing they had perforned on this series of Canry's.
And if | renenber the nunbers correctly, it was sonething
| i ke 400,000 hours of testing. That sounds |ike a |ot of
testing, sounds very inpressive, but if you sinply do a
little math, the first, | think it was -- I'd like to
refer to ny report to get the exact nunmbers -- but |
think I calculated the first 3,000 people to buy that car
in their two weeks of ownership would conduct nore than
100, 000 hours -- norn than double, nore a mllion hours
of testing.

And so, when Toyota says we tested our car, they
tested a couple of cars that cane off the factory line
first, under certain conditions, and then they started

selling the cars and there were now 3, 000 of them or
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400, 000 of them | think they sold 400,000 2005 Canrys
ultimately, and that is a nuch | arger universe of
testing. People are driving it in different weather
conditions, they're driving with nore mles, there are
manuf acturing variances between vehicles, electrical,
mechani cal, and all of those experinments are taking place
in the real world.

Q Let's look at slide 53. This is another one of M.
Louden's tests you tal ked about, right?

A That's correct.

Q Now we saw the earlier one we | ooked at, that was
actually a 2008 Canry being tested, wasn't it?

A It was.

Q s this one a 2008 or a 20057

A This is a 2005 Canry, just |ike the Bookout vehicle.
Q And here the thing I want to focus on is this | ast
row down here. And there Toyota has a brake switch
that's connected to the brake pedal, and when you tap the
brake pedal, that switch, it's a nechanical swtch

el ectro-nmechanical switch, isn't it? Wen you tap the
brake pedal, one switch goes fromopen to close, and the
other part of the switch goes closed to open, right?

A That's right. The first one is called STP, that's
the primary stop brake switch. That's the one that

lights the lights on the back when you see soneone's
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brake lights come on. And there's a secondary switch
called ST1 m nus.

Q If we look at this last columm down here, you can
see there's the one line, and I would have to go and | ook
at this, but suffice one of themis ST1 and one of them
is STP, right?

A That's correct.

Q Adm ttedly I"mcolor blind, but I think that's a
blue line down there, and | can't really tell what color
this is, it's either red or green.

A It's both red and green because it's got data from

I nside the conputer and data fromthe actual brake pedal
Q You made nme feel a lot better with that answer. But
when you press the brake pedal right over here, this blue
|l i ne shoul d have gone up here?

A That's right. [It's not relevant to this particular
test. M. Louden conducted a nunber of -- in the Saint
John case there was early on sone indications that there
m ght have been a problemw th the secondary brake
switch, and so he conducted these tests with a nunber of
di fferent conbinations of that switch not working and
working. This set of data -- that doesn't change the
outcone here. It's not related to the nonitor CPU and no
ot her part of the software that's relevant to this

really.
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Q And it's not relevant to Ms. Bookout's case because
we know her brake sw tch worked?

A Well, this graph is absolutely relevant. That
doesn't change the rel evance to Ms. Bookout's case.

Q The other thing we notice up here is when this --
when that task is killed here, this is the throttle
opening, right? This is degrees now, we can actually

| ook at the throttle opening, correct?

A That's correct.

Q And so when this task is killed and she's dopi ng 45
mles an hour, or M. Louden is noving 45 mles an hour,

the throttle is open and at about, what, 14 degrees,

correct?
A Yes. If you |look at this curve, you'll see that
it's up there around 15 degrees, | guess, close to the

task death killing.

Q Here's 10 and there's 20. And task death occurs at
that dotted line, and this thing -- it settles in, |ooks
| i ke roughly 13 or 14 degrees?

A | would agree with that. It |looks to ne what M.
Louden did was he had his foot nore on the accel erator,
before he killed the task, he got up to his target speed
about 45 mles and hour, and then as he let off the
accel erator there, before the task death, it dropped down

to the 13 or 14 you're tal king about.
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Q If it's at 14 degrees of throttle opening, you're
never going to | ose vacuum assist if you punp the brakes
In that situation, are you?

A |'ve not heard a nunber as |low as 13 or 14 degrees.
Q So the answer is that you' d always replenish the
vacuum boost if you had this scenario here of 45 mles
hour, right?

A. As an engineer |'ve learned to be cautious about
absolutes, so | won't say always, but | think it's
unl i kel y.

Q Tell you what, from what you know though, you stil
have vacuum assist, right, based on everything you' ve
heard so as far, correct?

A | think that's right.

Q Now, all | want to do, M. Barr, here to finish up
You talked to us a lot at the end of the day yesterday
about sonme other people's wecks that you told the jury
you thought were simlar to Ms. Bookout's, correct?

A Yes, they infornmed ny anal ysis.

Q And the first one was a M. Beresford HIl, do you

renmenber that nanme?

A | remenber the nane.

Q And M. Beresford Hill, did you read his deposition?
A | believe so, if I had his deposition and cited to
it there, | read it.
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Q Page four of M. Barrister Hll's deposition
because 1'd like to | ook at how he describes -- this is
hi s deposition beginning at line 2 and just go down to
line 11. And he said, "As | pressed ny foot on the

accelerator it was as if the car took on a life of its

own. "

So now, M. Hill stepped on the gas and the car took
off. Is that the way the car is supposed to work?
A. | think M. Barrister Hill was describing a

situation where the accel erator pedal press was a | ot

| ess than the car's accel eration.

Q Let's assune that this could be caused because he
pressed his foot a little harder than he expected on the
gas pedal, couldn't he?

A | don't know why we woul d assune that, sir.

Q But he instinctively put his left foot on the brake,
and when he did that, it would have brake echo check,
woul dn' t he?

A No, not necessarily.

Q Just every tinme you' ve ever tested it, it worked,
right?

A We don't know that this particular UA which

beli eve was caused by software mal function, was caused by
task X death specifically. 1It's my understanding it was

a software mal functi on. | don't know whether it was task
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X or task X in conbination with other things. So | don't
know whet her that failsafe should have acted in that
particul ar situation.

| know that even if it was task death X, it won't be
100 percent reliable, that brake echo.
Q And you're telling this jury that this one, software
failure, stepped on the gas and the car took off, right?
A. It's my view that that is a description of a
sof tware mal functi on.
Q Now, how about, one of the other ones was a Chory,
CHORY, did you review the event data recorder for
that crash?
A | don't believe | had the actual event data
recorder, but I'mfamliar that Toyota reviewed it.
Q Have you seen that data readout?
A | don't think |I've seen that data readout.
Q You' ve seen these before, haven't you?
A Yes.
Q You understand how to read them If we ook at this
par agraph right there, that box shows that the brake was
never applied, right?
A That's what it shows. [|'ve witten a separate
chapt er about how these pre-crash recorders have their
own defects. In fact, M. Arora in his Septenber 17th

report |ast year, he actually denonstrated for us that
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the car he was pressing the brake on, the recorded bl ack
box data sequence said he didn't press the brake. And
that's cited in nmy chapter on the pre-crash EDR, which is
not really directly relevant to this case because the
2005 Canry wasn't equi pped with that, but the point being
that in this later Canry that had it, this is not
sonmething we can rely on to disprove a software
mal function. In fact, with the UA occurs and task Kis
dead, the pre-crash EDR wil|l be wong about the brake
signal specifically. That's what M. Arora's data
showed.
Q And you know that NHTSA di sagrees with you on that?
A No. The analysis this NHTSA did was a very
different analysis. Wat NHTSA did was to eval uate that
if data was stored in the black box, that it was reliably
read out the sane way that it was in the box. NHTSA
didn't evaluate -- they did evaluate in one bunper crash
that they got the right data. But that didn't prove --
we read the code and said -- and we even got the
pre-crash EDR code and we saw that it could be confused
al so by task X death, specifically about the brake pedal.
So NHTSA al ways assuned that these bl ack boxes were
reliable, but they're not. And that's been denonstrated
by Toyota's own expert.

Q But they dud a study of those and no matter how you
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want to characterize it, they validated the validity of

t hese EDR readouts, didn't they?

A As | explained, they validated that the data could
be read properly by either a tool from Bosch or a tool
from Toyota. They didn't validate properly
scientifically like we did that this could be w ong.

Q They did sone testing with vehicles to confirmwth
accel eroneters and their data acquisition that the data
t hat was being recorded in the EDR was the sanme data they
were getting with their external recordi ng devices,
correct? You are aware of that study?

A Again, sir, it doesn't matter how many tests showed
that the EDR worked. W have one test that was conducted
by Toyota's own expert that proves it can be wong. And
that is sufficient to prove there are aliens in the
universe. That is sufficient to prove that the EDR is
not reliable. So one test like that disproves this view
that Toyota woul d have you have that this is reliable

Q "1l tell you what, M. Barr, |I'mgoing to do one
nore person's incident here. M. Heinrich or
He-i-n-r-i-c-h?

A s that the gentleman with three incidents?

Q That's the gentleman with three incidents. Let's
tal k about a couple of the incidents. You ruled out

floor mat interference in that case?
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A. Yes. Well, | should say | didn't do a root cause
anal ysis but nmy understanding was it was not likely floor
mat .

Q You know t hough he had a set of all weather rubber
mats placed on top of his carpeted mat in the vehicle?
A That's not true the third incident.

Q I"mgoing to get to the third one, but the first

i nci dent and the second incident he had an all weat her
rubber floor mat on top of his carpet mats, is that
right?

A | believe that's accurate.

Q And that was exactly a concern that Toyota had,
right?

A Just because they are there, doesn't nean that's
what happened.

Q So if we can then go to page 42. Let's look at his
third incident, and this is the one where he was waiting
for the train, do you renenber that?

A | do.

Q And if we could |look starting at line 9 how he
described it. And he said it was a normal day, crossing
gates cane down, waiting for the train, put it in park
because they are usually freight trains and they are | ong
so | just waited nmy tinme. Wen it cane to tinme to go,

the crossing gates went up, | put the car in gear, gave
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it alittle bit of gas because of school zone just a
quarter of mle and the car took off.

And he said, it was gradual, | just had no control
over it. Again, this is a gentleman who's putting his
foot on the gas to accelerate away froma railroad grade,
isn't he?

A Yes, and his car is giving himan unintended anount
of accel erati on when he does.
Q And but again, maybe M. Heinrich just pressed on
t he gas pedal harder than he expected, he got nore result
than he wanted. That's another way of |ooking at that
accident, isn't it?
A That's a possibility.

MR, BIBB: My | have a nonent, Your Honor?

THE COURT: Yes.

MR BIBB: Was an a little |longer than 15
m nutes, but thank you very nuch, M. Barr for com ng.
Do you want to take our norning break?

THE COURT: M. Baker, how nuch do you have?
More than a few m nutes?

MR. BAKER  Yes, mm'am

THE COURT: We will take our norning break
then. Ladies and gentlenen, it's 10: 30, we'll be in
recess for 15 minutes. I'll rem nd you, do not discuss

the case and form no opinions about the case. All rise
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argunent .

THE COURT: All right.

(THE FOLLOW NG PROCEEDI NGS WERE HAD W THI N THE
HEARI NG OF THE JURY AS FOLLOWG:)

THE COURT: Ladies and gentlenen, | apol ogize
for the delay. W had a deposition that we're going to
play as soon as M. Barr's testinony is conpleted and |
had to make sonme evidentiary rulings. | wanted to |et
you know after we conpleted M. Barr's testinony, the
next witness will be video testinony again. W are going
to start that and go until about 12:30 and then we wl|
break at 12:30. | have a matter at 1:00 in another case,
believe it or not, | still have other cases that | need
to take up, so | have a 1:00 but it shouldn't take over
15 minutes, so we will break from12:30 to 1:30 today for
| unch. Thank you very mnuch.

You may proceed.

REDI RECT EXAM NATI ON

BY MR BAKER
Q Let ne kind of start at the back where you all ended
and | want to talk a little bit about the EDR you all had
a great field discussion about EDRs, when it occurs and
whet her NASA | ooked at it with respect to a particular
OSlI or other simlar incidents. Do you renmenber that

di scussi on?
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A Yes.

Q As | understood, is it true that the EDR event data
recorder in 2005 Canry woul d not record anything that
happened before a crash?

A That's right. And the black box in the air bag
conputer in the 2005 Camry sinply recorded that there was
a crash and infornmati on about the crash. And it could
record | believe up to three total crashes. And then the
| ater nodels had a bl ack box that recorded not only if
there was a crash, but also the five -- sanple data in
the five seconds before the crash.

Q Qur car doesn't have that?

A That's right. This car in this case doesn't have

any pre-crash data.

Q But the EDR that is in our vehicle was downl oaded?
A That's correct.

Q And you' ve seen the informati on downl oaded from our
EDR?

A | have.

Q Did it record anything?

A No, despite the crash, there was no data recorded,
no crash was recorded in the air bag control unit.

Q Even though there is a 30 mle an hour inpact at the
end of this sequence, nothing recorded?

MR. BIBB: (bjection, no foundation.
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THE COURT: Overruled. You may answer.

THE WTNESS: That's right, despite the crash
there was no crash recorded in the air bag conputer.
Q (BY MR BAKER) You were al so asked about the OSI in
ternms of your root cause analysis in this case. Do you
recall those questions?
A Yes.
Q You | ooked at those OSIs for particul ar things and
used them as part of your analysis, do you renenber that?
A | do.
Q In terns of doing a root cause analysis and trying
to determ ne what causes these unintended accel eration
events, would it be reasonable to overl ook a 400 percent
I ncrease in UA events starting in 2004 in the Canmry?
A No, it would not be.
Q You were al so asked sonme questions about the NASA
report. Be very brief on this. Yesterday you di scussed
several aspects as we've already seen. |Is it true that
NASA made its conclusions based on sone inaccurate
I nformation given to them by Toyota?
A That's correct.
Q For exanple, you nentioned they had told NASA there
was EDAC on the 2005 Canry?
A That's correct. On that basis NASA said, well, it

can't be hardware bit flip because there's EDAC. But
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since there's no EDAC, then there can be a hardware bit
flip, and NASA was concerned about hardware bit flips,
rightly so.
Q Is it one of these bit flips that we tal ked about
that we can have the throttle angle variable becone
corrupt?
A That's one way it could happen, that's right.
Q Is it a corrupted throttle angle variable that could
make the throttle go anywhere?
A. That's right, anywhere between, up to . degrees or
100 percent.
Q So in this case, if Ms. Bookout has her foot on the
accelerator and it's at whatever, | think one of the
nunbers we tal ked about was 15 degrees opening, if you
have this nmenory corruption on the throttle variable
angle, could it send it anywhere?
A That's correct.
Q And you were criticized for the quote you put up of
what M. Ishii said. M. Ishii said there is absolutely
no bugs in the software.

MR BIBB: bjection, m sleading.
Q (BY MR BAKER) U timtely what he said was on the
power train software that he was di scussing was the part
put up by M. Bibb, he said there was no bugs.

MR. BIBB: Objection, msstates testinony, Your
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Honor .

THE COURT: Overrul ed.

THE W TNESS: | understand M. Ishii's
testinony in the portion M. Bibb cited to be not that
there were no bugs, but that there were no bugs, he
t hought or believed that there were no bugs of a specific
t ype.

Q (BY MR BAKER) And ny only point asking that
guestion is, there is bugs in every software?

A Any reasonably conpl ex software has bugs. This
software certainly has bugs.

Q And you were al so asked about sone exanples up here
In the brake echo, and sone of the tests that you ran
that showed that if you had your foot on the brake and
this task death occurred, or you had concl uded the

vari abl e angl e mal function of the throttle control, that

you have to take your foot back off the brake in order to

have - -
A That's correct. And even then it may not happen.
Q But if it does cone into effect, as | understand

your testinony, it stalls the vehicle?

A Three second afterwards approxi nmately.

Q We know Ms. Bookout's vehicle did not stall
correct?

A. That's correct.
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Q So under the scenario that you' ve described for the
jury, would that nmean that she never transitioned the

brake switch?

A That's correct.

MR. BAKER That's all | have.

THE COURT: M. Barr, you may step down.

THE W TNESS: Thank you, Your Honor.

THE COURT: M. Baker, you nmay call your next
W t ness.

MR. BAKER W have a few exhibits with M.
Barr, we'll take up at the break.

THE COURT: Ckay.

MR. BAKER. W're going to call by videotape

Mary Pries-Morrison.
THE COURT: Ckay thank you.

(Playi ng video.)

there's

THE COURT: | adi es and gent| enen,

still about 25 or 30 minutes left on this, because of ny

schedule in needing to take care of another matter we're

going to go ahead and break for lunch at this point in

time. W'l
don't discuss the case,

case during the break.

jury assenbly roomthis norning,

| unch br eak.

be in recess until

1: 30, again rem nd you
don't form any opinions about the
If you did not check in at the

pl ease do so during the
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