Interface Masters Niagara 5004

{ TECHNOLOGIES ) YohbaloadeBalances
Innovative Network Solutions Deep Packet Inspection

Overview

The Niagara 5004 is a Deep Packet Inspection (DPI)
system that provides application identification,
session based load balancing, 50,000 complex
filters, VoIP call based load balancing, and flow/
traffic statistics. The system has a network analytics
engine providing session statistics, metadata and
CDRs according to user specifications. The system
consists of 4 ports of 10Gbps and can inspect up to
20Gbps of traffic.

Many VoIP analytics and recording tools can support
only up to 1Gbps of traffic. In case that the network
has a higher traffic rate bandwidth, the need for a
VoIP load balancer is required to keep the sessions
in tact when traffic navigation happens.

The Niagara 5004 keeps track of the sessions and due to its stateful capability, it follows the call and ties the control
and data to the same session while being able to send/tag the same call information to the same port. Niagara 5004
provides extensive filtering, up to 50k complex filters and supporting pass, tagging and dropping actions.

The Niagara 5004 provides extensive data analytics and network intelligence, including application, IP address and
traffic information.

The Niagara 5004 comes with hot swappable redundant power supplies and fans.

Features o NMS Features

» Collects CDRs from probes

» CDRs includes all session information and
application metadata

Protocol identification
» Layer 7 protocol and application identification

algorithms that identifies the real application = SMTP traffic: Email From, To, Subject,
» Session Based Load balancing x-Mailer
* Supports 50k complex filters = SIP traffic: Caller ID, codec and more
 Actions: Pass/Drop/TAG = HTTP traffic: Host, URI, User agent,
 Extracts and exports traffic metadata information Content-Type .
o De-tunneling to get the correct metadata and » Exports of CDRs .csv files
identification » Monitoring: provides real-time graphs:

» Interfaces (Bytes/Packets), Application

* Tunnel protocols supported: Distribution, Load balancing statistics, and more

» VLAN, L2TP, VLAN and LT2P

» PPTP System Key Components

i I?/I_FEII_S * Four dual speed SFP+ Ports (SR or LR)

» GTP « Two Redundant hot pluggable power supplies

» GRE1, GRE2 « One console port and One Management with IPMI port
» IPinIP e 1U chassis

» Mobile IP o Full RoHS compliance

» ICMP

EMC, FCC Class A, UL (Safety) Certifications*
(scheduled for Q2 2015)



Environmental

Operating Temperature

Operating Humidity

Ordering Part Numbers
Part Number

Niagara 5004

Dimensions

Length 482.60

Oto45°Cor32to 113 °F

510 95%

546.10 21.50
43.68 1.72

200 If/m

DPI system + manegment - 4 ports of 10G, supporting up to 40Gbps DPI -

Load balancing- VolIP, aplication identificaiton, 50k complex filters

Product Line

e Network Interface Cards
with Bypass

e Network Interface Cards
without Bypass

e External Bypass Products
e SSL/IPSec Cards

® Embedded Switches

® Embedded Platforms

® Development Tools

® TAP Systems

—

Made in
the USA
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About Interface Masters Technologies, Inc.

Interface Masters Technologies is a leading vendor in the network monitoring and
visibility market including Bypass, TAP, switches and smart NICs products, based in
the heart of the Silicon Valley.

Interface Masters’ expertise lies in Gigabit, 10GbE and 40GbE networking solutions
that integrate with monitoring, inline networking, IPS, UTM, Load Balancing,

WAN acceleration, and other mission-critical IT and security appliances. Flagship
product lines include PacketMaster® Network Packet Broker, specialized 10GE
internal server adapter cards, switches, 10Gb and 40Gb external intelligent Network
TAP and Bypass and failover systems.

Company Headquarters are located in San Jose, CA with satellite offices in Hong
Kong and Europe.

Contact Interface Masters

150 East Brokaw Rd, San Jose, CA 95112
Phone: 408-441-9341 x122

Fax: 815-364-0888

Email: sales@interfacemasters.com
Web: www.interfacemasters.com
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