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Introduction

Copyright

This functional description is subject to the legal requirements for copyright protection and may not be, either
in whole or in part, photocopied, reprinted, or reproduced by mechanical or electronic means, or in any other
manner be duplicated or redistributed without the legally binding, written agreement of

Janitza electronics GmbH, Vor dem Polstlick 1,

D 35633 Lahnau, Germany,

Trademarks

All trademarks and their resulting rights belong to the respective holders of these rights.

Disclaimer

Janitza electronics GmbH takes no responsibility for errors or defects within this functional description
and takes no responsibility for keeping the contents of this operating manual up to date.

Comments on the manual

We welcome your comments. In the event that anything in this manual seems unclear, please let us know
and send an EMAIL to: info@janitza.de

A Follow the instructions in the operating manual
when installation and operating the device!

Push Service
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Meaning of the symbols

The following pictograms are used in the operating manual at hand:

A Dangerous voltage!
Danger to life or risk of serious injury. Disconnect

system and device from power supply before
beginning work on them.

A Caution!
Please follow the documentation. This symbol

warns of possible dangers that can arise during
installation, commissioning and use.

j - Note

Push Service
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"Push Service" UMG96RM-EL

"Push service" function

With effect from firmware version 1.16, UMG96RM-EL devices support push technology for the transfer
of measured values to the Energy Portal. The measured values for selection can be selected using
the "UMG96RM-EL Push Service Configuration" program.

The current 200 ms measured values are averaged at 10 minute intervals and stored temporarily with the date
and time in the device's RAM. The measured values are then transferred to the Energy Portal according to
the transmission interval.

Please note that the data cannot be read out with GridVis and that data are stored in the RAM memory for
a maximum of one day only. In the event that the device's auxiliary power supply fails, data that have not yet
been transferred will be deleted from the device. The UMG96RM-EL does not have an internal clock and is
therefore assigned to an NTP server.

In the event that the internet connection to the Energy Portal fails, the data for 25 measured values will be
stored temporarily for one day. Should the internet connection not be restored after one day, gaps in the data
in the Energy Portal are possible.

Important features

e A maximum of 25 measured values can be transferred

e Both an NTP server and DNS server are required

e Data are encoded and transferred to the Portal via port 80

e The averaging interval is set to 10 minutes and cannot be changed

e Measured values from the volatile memory (RAM) cannot be read out with GridVis.

e Failure of the auxiliary voltage will cause data loss of measured values that have not yet been transferred

e The measured values can be stored temporarily for a maximum of one day, irrespective of whether
1 measured value or 25 measured values have been selected.

e The device time is synchronised with an NTP server every 64 seconds

e All measuring devices transfer measured values with a time delay of X

Push Service
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Integrating the power analyser into GridVis

To integrate the power analyser into the GridVis analysis and configuration software, an ethernet connection
must be established to the device, and the device TCP/IP address must be determined.

e Establish a connection between a PC and the device, either by direction connection or via a switch/router
(see example connection topologies). We recommend using CAT5 cables.

e Determine which addressing mode to use ("Static IP" or "DHCP") and select it. If you have chosen "Static
IP" mode, enter the device's TCP/IP address.

Ethernet
PC UMG
(cross patch cable)

Patch cable

Patch cable

Fig. Example connection topology: Flg. Example connection topology:
direct connection between UMG and PC. established using a switch. The UMG and
Both devices require a static IP address. PC require a static IP address.

UMG

DHCP
server

Patch cable

Patch cable

Fig. Example connection topology:
integration into a network with DHCP server.
The UMG and PC are assigned an IP address
automatically by a DHCP server.

Static IP address

In simple networks with no DHCP server, the network address must be set right on the device itself.

When making a direct connection from a PC to the UMG, please note the following:
e Use a cross patch cable

e The first three segments of the IP address and the computer should be the same. The last segment must
be different! All four blocks of the subnet mask must match.

Example:
IP address of the computer: 192.168.000.020 with subnet mask: 255.255.255.0
IP address of the UMG: 192.168.000.021 with subnet mask: 255.255.255.0

Please note
Connection of the UMG to an existing ethernet may only be carried out after consulting
the network administrator!

Push Service
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Dynamic IP address assignment (DHCP mode)

DHCP makes it possible integrate a UMG into an existing network automatically without the need for any
additional configuration. When started, the UMG automatically obtains the IP address, the subnet mask and
the gateway from the DHCP server.

Setting a static IP address manually

e Switch to programming mode. To do so, press buttons 1 and 2 at the same time and hold for approx. 1
second. With the password prompt deactivated, programming mode is then started, and the label "PRG"
is displayed.

e Pressing the 2 button three times takes you to the TCP/IP settings for device addressing.

e Select the desired digit using the 1 button. Selection is indicated by the digit flashing. The selected digit
can be adjusted with the 2 button.

e Use the 1 button to select the next digit and set it with the 2 button again.

e Once Byte 0 of the TCP/IP address is set, Bytes 1 to 3 of the address can be set with the 1 button.
Then the display jumps back to Byte 0 (none of the digits are flashing).

Example display when setting an IP address

Fig. TCP/IP address, Byte 1

g d - PRG Label g D’ - FRe A TCP/IP address consists
of 4 Bytes with the following
(] Byte identifier ,' structure:
Ll of the address (e.g. Byte 0) o
- Byte0 Byte1 Byte2 Byte3
: 9 :’ Address value, Byte 0 :b 8
L XXX XXX XXX XXX

Example:192.168.000.021

=
c.. 3.
Hob Fig. TCP/IP address et Fig. TCP/IP address

Byte 2, value 000 Byte 3, value 021

Once the TCP/IP address is set on the device, the subnet mask (SUb) and the gateway address (GAt) must
be set:

e Setting the subnet mask manually (SUb on display):
In programming mode, the 2 button takes you to the subnet mask settings (SUb on the display).
Use the 1 button to select the desired digit and set it with the 2 button. Repeat this step for every digit
in Byte 0 to 3, the same as when setting the device's TCP/IP address. Once the display returns to Byte
0 (none of the digits flashing) you can set the gateway.

Push Service
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e Setting the gateway address manually (GAt on display):
In programming mode, the 2 button takes you to the gateway address settings (GAt on the display).
Use the 1 and 2 buttons to set the desired gateway address in Byte 0 to 3, in the same way as the
above descriptions.

In order that the manual settings for device TCP/IP address, subnet mask and gateway address cannot
be overwritten by a DHCP server, dynamic IP address assignment must be deactivated (dYN IP, oFF)!

Dynamic IP address assignment (dyn)

e Switch to programming mode. To do so, press buttons 1 and 2 at the same time and hold for approx. 1
second. With the password prompt deactivated, programming mode is then started, and the label "PRG"
is displayed.

e  Switch through the screens to display dynamic IP address assignment (dYn IP) by pressing the 2 button

multiple times.

e Use the 1 button to activate the "on" or "oFF" parameter (parameter flashes).
on = Dynamic IP address assignment activated
off = Dynamic IP address assignment deactivated

e Use the 2 button to change the parameter and confirm with the 1 button. Quit programming mode or
wait for around 60 seconds.

e The addresses can be viewed in programming mode in the same way as the manual settings.

Example display when setting an IP address

Fig. Dynamic assignment (dYn
IP) of the
TCP/IP address activated

Fig. Dynamic assignment (dYn
IP) of the
TCP/IP address deactivated

0—- When the key symbol is displayed next to the IP address, dynamic IP address assignment
is activated. The device/gateway address and subnet mask are provided by the DHCP
server and applied automatically!

Changes are only applied after exiting programming mode.

The addresses can be viewed in programming mode in the same way as the manual
settings.

Push Service
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Setting the IP address of the computer for direction connection

Normally PCs on company networks are run with DHCP activated. If you want to assign a static IP address
to the PC (e.g. for a direct connection between PC and UMG) proceed as follows:

Please note
The settings on a company network may differ from this.

Please note
Connection of the UMG to an existing ethernet may only be carried out
after consulting the network administrator!

e Open the Network and Sharing Center in the Control Panel.
e Click on LAN Connection to open the status window (Fig. Network and Sharing Center).
e By clicking on Properties you can assign a static IP address to the PC

(see Fig. Procedure for defining a static IP address in Windows 7)

% » Control Panel » All Control Panel ltems » Network and Sharing Center v |49 | Search Control Panel 2

Control Panel Home - . . . -
View your basic network information and set up connections

Change adapter settings m&; l& o See full map

Change advanced sh
S jonitza.de Internet

PC129
(This computer)
View your active networks

janitza.de Accesstype _Intemet
Domain network Connections: [ LAN-Verbindung

Change your networking settings

g. Set up a new connection or network
Setup 2 wireless, broadband, dial-up, ad o, or VPN connection; or set up a router o access point.

e Comecttoanetwek Fig.. Network and Sharing Center
\/
1i x
5
General
Connection U LAN-Verbindung Props )
IPv4 Connectivity: Internet T S e T
Pv6 Connectivity: Mo Internet access Networking
Media State: Enabled
Connect using
Duration: 08:04:27 N
sped: L0Goge ‘ & Intel(R) 825791 M Gigabit Network Connection |
This connection uses the following tems —|
General
% Cliert for Microsoft Networks . Wi .
You can get IP settings assigned automatically if your network supports
Actvity 454005 Packet Scheduer his capabilty. Otherwise, you need to ask your network administrator
- gﬂ\e and Printer Sharing for Microsoft Networks for the appropriate IP settings.
Sent — &g —  Recaived -i- Infemet Protocol Version 6 (TCP/IPvE
= Intemet Protacal Version 4 (TCP/IPv4) () Obtain an IP address automatically
Bytes: 115.921.356 I 613.620.079 & Link-Layer Topalogy Discovery Mapper 140 Driver @) Use the folowing IP address:
& Link-Layer Topology Discovery Responder 1P address: 52 168 711 25
[ ) Properties ”[ ) Dissble ] [ — ] Subnet mask: pss . 255.255. 0
[ instal ] [ ninsal || [ Propeties ] Defatgatenay:
Description L
Cose Transmission Cortrol Protacal.Intemet Pretocol. The difaut Obtain DIS server address automatically
wide area network protocol that provides communicatign . .
Foross civores intoteonnodied networke @ Use the following DNS server addresses:
Preferred DNS server:
o Alternate DNS server:
> [ corca ]
validate settings upon exit

Fig.. Procedure for defining a static IP address in Windows
7.
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"Push service" configuration

No GridVis software is required to configure the push service during commissioning. The push service can
be configured in an applet. All parameters relevant to the push service can be set in this program. No special
installation is required for this program. Simply unzip the ZIP file to a folder and open the EXE file.

File Help

IF address |192,158.5.59 | Read Device name: UMGIERM-EL

Firmware release: 115

ApiKey |D0D2dEssssssssssees

Voltage L1/L2L3 Real energy L1L2/L3 Pugh server address |htm:ffwww.energy<pcria\.:om

Voltage L1412 243341 Real energy sum L1413

Current L12/L3 Real energy (consumed) L1L2/L3 DNS server |8.8.8‘8 |

Current sum L1-3 Real energy (consumed) sum L1-13 NTP mode [Akh'v - ]

Real power L1213 Real energy (delivered) L1123 NTP-Server |Dﬁ)ﬁme3‘pﬂ).de |

Real power sum L1413 Real energy (delivered) sum L1413

Apparent power L1L2L3 Reactive energy capacitive L1L2/L3 Voltage transformer 400 v/ (400 v
Apparent power sum L113 Reactive energy capacitive sum L1413 Current transformer 5 Al s A
Reactive Power L1/L2/L3 Reactive energy inductive L1 2/L3 Push interval -—O 10m
Reactive power sum L1413 Reactive energy inductive sum L1-L3

Cos-PhiLLLZIL3 Fush service off ”7 Oon

Cos-Phi sum L113

[F] THD voltage L1243

THD Current L1203

Frequency

Janitza®

Protocol:UDP, Hosc/Port:192.168.5.59:502, Slave:1, Reg:750, Format:s, Count:1, Retion:Read é
Value (8) read:

— short: 116, short-hex: 0x74, short-bytewise: 000-116, short-bitwise: 0b00000000-01110100

Protocol:UDP, Hosc/Port:192.168.5.59:502, Slave:1, Reg:773, Format:c, Count:20, Action:Read

Value (8) read: -

Fig.: "Push service" configuration program

Procedure:

The UMG96RM-EL must be connected via Ethernet. Enter the device's IP address in the "IP Address" field.
The device is then read out by clicking on the "OK" button.

Please note that this program is not suitable for network installation and must be run on a local computer.

[g.] Janitza UMG96RM-EL Push Service Konfiguration 1.1.8

File Help

IP address [192.168.3.177 | [ Read | Communicating with the device. Please wait...
I J

Fig..: Device IP address entry
in the configuration program

Push Service
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Port 502 must not be blocked by a firewall. After reading out the device, the current configuration is displayed
in the program.

The UMG96RM-EL transfers the measured values to the Energy Portal via port 80. The Portal can detect
the Energy Portal account to which the measured values belong by means of a key, further referred to as an

API-key. You can find your personal API-key in the "Settings" menu in the Energy Portal.

Janitzaw ENERGY-PO RTAL’W‘ DEVICES DEVICES STATUS DASHBO, MENU

Settings — R
e

Username: demo *

E-Mall s >

Name dennis s e

Apl-Key 0002 g L

Language German £ e

Timezone (GMT+01:00) Berlin rd

Start Dashboard Lelstungsanzeige ra i Instruction

Change Password * o
Firmware 3 te rditions

« Aktuelle Firmware unter hitp://www.janitza.de. Es wird eine Firmware > 4 bendtigt

@ Lopout

Fig.: API-key entry in the Energy Portal

Copy this API-key and enter it into the "API-key"
field in the configuration program.

IP address |192,168.5.59

ApiKey |00QZd*rssesessessase

Fig.: API-key entry in the configuration program

The measured values that are to be transferred to

the Portal can be selected simply by clicking on BEERCY 0002~

them. A maximum of 25 measured values can be [7] voltage L1203 [F] Real eneray L1213

Selected . Voltage L1412/L213/L311 [] Real energy sum L1413
Current L1213 [ Real energy (consumed) L1213
Current sum L1413 [ Real energy {consumed) sum L1413
[ Real power L1213 [] Real energy (delivered) L1L2/L3
[] Real power sum L1413 [ Real energy (delivered) sum L1413
Apparent power L1/L2L3 [] Reactive energy capaditive L1L2/L3
Apparent power sum L1-13 |:| Reactive energy capacitive sum L1413
Reactive Power L1/L2/L3 [ Reactive energy inductive L1L2/L3
Reactive power sum L113 |:| Reactive energy inductive sum L1-3

[[] Cos-PhiL1L213

[] Cos-Phisum L1413
[7] THD Veltage L1203
[C] THD Current L1L2L3

[ Frequency

Fig.: Selection of measured values
in the configuration program
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11



I Push Service [N

The basic settings can be found on the right-hand

Device name: |uMGaERM-EL-2400-0049

side of the configuration program.

Firmware release; 99

Assign a unique name to the device. This device
name will be displayed in the Energy Portal.

The device name must not exceed 20 characters —.

Push server address Ehtu:l:ﬂwww.energy-porta\gm

and must not contain any special characters.

DINS server |8.8.8.8 -

NTP mode [i\r_ﬁve - - - v_’i
The push server address is set to NTP-Server ftbtmes.pthde g
http://www.energy-portal.com by default and Voltage transformer [400 v | [a00 T
must not be Changed Current transformer IS |a .5_ _iA

Push interval = D. ~ 10m

Push service Off [] On

If the program is started when no DNS (name serv-
er) has been set, a name server from the internet

(Google NameServer) will be entered by default. l i
The name server is required as the UMG96RM-EL
must resolve the push server address and NTP

Fig.: "Push service" configuration
server address to an IP address. If your network

possess its own DNS server, you can of course
use this.

The UMG96RM-EL does not have an internal clock and instead uses a timer that is synchronised with an
NTP server. If your network possess its own NTP server, you can set it in the NTP field or use a public NTP
server such as ptbtime3.ptb.de.

Finally, you must set the converter data, if this has not already been done on the device itself. Transmission
intervals of min. 10 minutes can be selected. Values of less than 10 minutes will not be applied. The push
service can also be activated and deactivated by means of a slider.

After transferring the configuration, the device will perform a restart. The push service will transfer
the first measured values to the Portal after 20 minutes. The device will then be displayed in the list of
measuring devices and measuring device status.

Janitza' ENERGY-PORTALww- MeteringPoint  Devices  Dashboards =

|~ Devices Status

ki i i £

24002332 UMG96RM-EL _ULN2 x 01:00:00 s 8

delete

Fig.: List of measuring devices in the "Energy Portal"
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Troubleshooting

In the event that the device is not displayed in the Energy Portal after a period of 20 minutes, please check
the following:
e That the device is connected to the internet. That port 80 is not blocked.

e That the DNS server is available and that the device is able to resolve the names to an IP address. Check
that the DNS server is available (UTP port 53).

In the event that the measured values are displayed in the Portal with an incorrect time:

e Check that the NTP server is available (UTP port 123).

In the event of connection errors, have the aforementioned items checked by your IT department. If your IT
department concludes that the aforementioned ports are enabled and that communication is still not possible,
a Wireshark capture must be performed in order to log the Ethernet packages either directly upstream of the
device or upstream of the upstream switch. We would be happy to offer assistance in evaluating the capture.

The push service of the UMG96RM-EL has undergone several months of rigorous testing. Nevertheless,
errors cannot be ruled out in their entirety, although experience has shown that connection errors can usually
be attributed to incorrect port enabling or incorrect configuration.

Push Service
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