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Raytheon Centralized Reps & Certs

Suppliers Help

Benefits

= Provides ability to certify
electronically once per year
per location, eliminating
duplication of effort

= Automates the renewal
process by sending email
reminders before the
certification expires

® Highlights those questions
that are required and
prevents completion of the
form until all mandatory
fields are answered

Overview

The Raytheon Reps & Certs
application focuses on digitizing and
centralizing the required annual
certifications from Raytheon’s supply
base. This eliminates the need for
multiple requests to be submitted to
the same supplier by different buyers
and businesses.

The Raytheon Reps & Certs
application is used to complete the
enterprise annual Representations &
Certification form (CR-003).

The Reps & Certs application allows
suppliers to certify once annually to
Raytheon, satisfying the company’s
minimum certification requirements.

Frequently Asked Questions (FAQs)

What are the minimum system requirements to complete the online Reps
& Certs?

Internet Explorer® version 6.0 or later.

= Microsoft® Windows® 97, or later.

Pop-up blockers must be temporarily disabled

= Other operating systems and internet browsers have not been tested and
may cause problems.

Why doesn’t anything happen when | click “Open Form”?

= The form needs to open in a new Internet Explorer window and if it does not,
turn off all pop-up blockers.

= |f that does not work, try modifying the link rather than clicking "Open Form".
When you log into the Certs and Reps application, the link at the top should
be something like:
https://rayexosig.raytheon.com/secforms/runtime/supplier/index.jsp?Partnerldpld=RSP

— Delete the text in blue, and replace it with "homepage4.jsp”, and press
enter. The final link for the form should look like:
https://rayexosig.raytheon.com/secforms/runtime/supplier’homepage4.jsp

Why isn’t the “Sign” button on the form active?

= This button is only active when the online Reps & Certs form has been saved
with all mandatory fields complete.

= To view the missing mandatory fields, click “Check for Missing Fields and
Save” on the right side of the form. A popup window containing a list of
required fields that have not been completed will appear.

After all mandatory fields are completed, the “Sign” link will activate, allowing
you to digitally sign the document.
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FAQs (cont’d) FAQs (cont’d)

How do | unlock the form? I’m located outside the United States, and am confused about what
= |fyou are prevented from editing the form because you have locked it, sections of the form | need to complete.
log out of SecureForms and MAG, close all browser windows and try Non-US suppliers should choose ‘Foreign’ in A.1. Part Il, complete the
again. relevant parts of Section A.2, and complete section B. For additional
) . o guidance in completing Sections B.5. & B.6., reference FAR
= Ifthe form is locked by somebody else, they will need to Reassign it to 22.807(b)(2).
you. Alternatively, you can use the option to “Delete Incomplete Form” How do | know who submitted the request for me to complete the
on the Reps & Certs homepage, next to the “Open Form” button. This Reps & Certs?
will unlock the form, however by deleting the form, you wil lose any =The name & email address of the Raytheon person who submitted the
information that had been entered request will show in the ‘Pending Request’ area of the Representations &
I made a mistake and want to start over, what should | do? Certifications page in Exostar.

Where do | go for assistance in completing the form?
=For technical assistance, please contact
supply.chain.technology@raytheon.com. Our help desk can only assist on

= Click the “Delete Incomplete Form” button to erase the form that is in
process, however please note that this cannot be undone.

How do I ‘reassign’ the form to someone else? technical issues, and cannot provide guidance on how to answer
= Enter the contact person’s email address in the ‘Your Company specific questions. For help with form content, please
Information’ section of the Reps and Certs homepage, and click review the relevant FAR or seek legal assistance.
either login with an existing ID or an account will be created for them if Logging In
he or she does not already have one. The Reps & Certs tool is located within the Raytheon Supplier Portal in

Exostar's MAG.
Log in to Exostar's Managed Access Gateway (MAG) at
https://portal.exostar.com/idprov/portal/ShowActiveSps.

Can | use the same login ID and password for SCP and SecureForms?

= Yes, however if you previously had access to SCP (Supply Chain
Platform) and recently were invited to SecureForms, you may have 2
accounts that Exostar would need to combine for you. As of January
2013, SCP and SecureForms may both be accessed through Exostar®
MAG (Managed Access Gateway). Other applications are on a different
system and may require separate login.

For assistance logging in, contact Exostar directly: via email to on the web
at www.myexostar.com/Online-Support/ or by telephone at 703-793-7800.

| EXOSTAR

I already have a MAG login ID to access other non-Raytheon ETEER
applications, do | need a new one? = o, P T
= You may or may not need a new Login ID. Raytheon’s Reps and Certs e g

documents are required for each specific business location we do — == Rascnceneas

business with. If you are completing the Reps and Certs for one location Adanced Logn Opns

and already have a MAG account for that site, you do not need a new =

Login ID. Your current Login ID will stay the same, and the Reps and § e

Certs application will be added to it. If you are completing the Reps & S e——

Certs for another location for which you do not already have an account,
you will need a new login ID specific to that location.

How do I get an account for other Raytheon applications in Exostar
(GSCP, SourcePass, ForumPass, etc.) to access documents including
purchase orders?

If this is your first time logging in, you will need the emails received from
Exostar with your User ID, One-Time and System-generated passwords

Why do I need to certify again if none of my information has changed?
= We require our suppliers to complete a new certification annually.
= In addition, the government periodically announces new reporting '
requirements. When this happens we update the P s A s s e s o

CR-003 form and may request our suppliers to recertify in order for us to
collect the newly required information.

We filed our certifications and representation on the U.S.
Government’s (SAM) System for Award Management website. Can
those be accepted in lieu of the CR-003 form?

= Unfortunately not because we require certification directly to
Raytheon which is not possible through SAM.gov.

= The Raytheon buyer you work with must request access for you.

The One Time Password was entered by you if you selfregistered, or you would have received this from your Organizstion Administator.

System-Generated Passvord

The System-Generated Password was sent o you slong with your User D to your emsil sddress on file.

[ Corunuc ]

EXOSTAR e o Accss | Erivac | SoniactUs | Copyo © 2013 Exestar LLG. Al ighs esees

You will also need to purchase a 2-Factor Authentication (2FA) token
before you are able to open the Raytheon Supplier Portal. This is a cyber-
security measure to protect Raytheon’s infrastructure. Exostar will contact you
directly with details on how to register. You can also visit
http://www.myexostar.com/raytheon2fa/ for instructions. If you already have a
token, review the information at http://myexostar.com/one-time-
password/phoneotp/alternative-credentials/ to determine if any additional
action is needed
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Logging in (cont’d)

Once you have successfully registered for 2-Factor Authentication, Click
‘Open Application’ for the Raytheon Supplier Portal.

Wy Apgcations 1
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= |fthe status is “Pending Admin Approval’ your company’s Supplier
Portal or Exostar administrator must approve your account. For help
identifying the administrator, contact Exostar using the contact
information below.

= Ifthe status is “Pending Account Creation by the Application” , this
could be a timing issue. Please try logging in again tomorrow. If the

Supplier Home Page Geography

=Clicking the Reps & Certs link will open a listing of all of your company’s
locations that are active (not blocked) in our database. Those for which
you have access to complete the Reps & Certs form either through your
own account or as a result of an invitation sent to someone else in your
organization will be bold, all others will be grayed out.

=To obtain access to complete the form for a location that is not listed, or
which access has not been granted, contact the buyer.

=To complete the certification for a particular location, select the ESD
number and click ‘Continue’.

=|f the supplier is blocked in our database, you will not be able to renew
the certification or reassign it to someone else until the block is lifted.
Contact the buyer for assistance.

=|f your company was recently added to our database, does not have a
DUNS number, or the DUNS number was recently changed, you will not
be able to complete the certification online until the DUNS number is

received by the Portal through the monthly update process. -

issue persists, contact supply.chain.technology@raytheon.com .

= Digital certificates and Sponsor codes are not required and can be
bypassed by clicking “Ok” or “Cancel".

Choose a digital certificate

i~ Identification
v The website you want to view requests identification,
¢ \ Please choose a certificate.

Mame | tssuer

2 x|

More Info...

| View Certificate: I

Once inside the Raytheon Supplier Portal, click the ‘SecureForms/Reps &
Certs link under “Supplier Tools” on the left side of the page.

Raytheon

Enhanced Suppiier Portal
External Supplier Portal
External Supplier Portal

I
(#j Supplier Portal
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| suppier Tools
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| | | 001338153 |
= The Supplier Home page contains details about the company as well as who
last completed the certification and when. To complete the certification for a
particular location, select it and click ‘Continue’ at the bottom of the page.

The Company Information Page contains details about your organization,
and is fed directly from the Raytheon’s supplier database. It also will display
the name & email address of the Raytheon person that requested the
certificate. In the Actions box, click “Create New Certificate” to begin
completing a new form.

\ Raytheon
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To return to the Supplier Listing, click the Supplier Home link in the upper
righthand corner
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Supplier Home Page Geography (cont’d)

Your pending requests will display as shown below.

Raytheon Sicngfos
UscRick Maie| ContactUs| Help | Logout | Raytheon Home
upplerfome

MAAGE ENTERPRISE REPRESENTATION & CERTIFCATION
YOUR CONPANY INFORMATON
Ongerizeor me ORACLE ANERICAINC
ESD uter. 0000847 Bostar 0 1219758 DU Hmber: 520627688
AdessT 1900 ORACLE WAY
City- RESTON StelePrmince: VA Pastel Code: 01904735

Courty. FAIRFAX o U5

Coria Poson's emad addess  cers_and re0s help@rayheon:

Hane Humber. TI4TE3000

View your company's curent ceriicate on ile

YOUR PENDING REQUESTS
Request romaion Cz: 04 Jun 23 Scaus: Waiting for EdifSign

Depending on how tercain questions ae ansvered n the form, odher el may no:be required, I you respond t thse wnrequied questons amyvay, the answers may not b saved.

Teraspond to 1 equest ye. musk:

1 ACTONEDUAED Conge e e erlom et | [ Dosbloomgfinm |

The following links appear in the top-right corner:

= Contact Us — Email Raytheon with any application-specific questions.
= Help - Opens a help document

= Logout - Ends your session in the Certs and Reps application

= Portal Home - Takes you to www.raytheon.com.

To open and edit the Raytheon CR-003 form, click “Open Form” . (Note:
Your pop-up blocker must be temporarily disabled prior to clicking “Open
Form’).

If you need to delete a form that's being completed, either by you or by
someone else, click the “Delete Incomplete Form” button. This cannot be
undone. Itis not possible to delete a form that has already been digitally
signed and submitted.
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A P, e ol n
|23 YHAN STREET

Fills & Sare

= Key information, including your company name, is prepopulated into

Section A.1 of the form.

= Answers to all questions will be pre-populated from the
completed form, if any.

= Required fields will be highlighted in Red.

most recently

= There are 2 types of required fields: those that are always required, and
those that are conditionally required depending on answers to previous

questions.

= The “Sign Form’ button will be inactive until all mandatory fields are

complete.

Our systems will not update with the latest certificate until the form has

been digitally signed and the “Done” button has been clicked.

= The form can be saved at any time for later completion

by clicking the

Supplier Home Page Geography (cont’d)

— "“Check for Missing Fields & Save” link on the left or the “Save Form”
button in Section C. If necessary, the form can be reassigned to another

contact for completion and/or signature.

= To save a copy of the in-process form for your records,

click the

“Preview & Print’ link to open the form in Preview mode, then choose
File, Save As, and save to your desktop or print to a PDF writer.

= Clicking the “Check for Missing Fields & Save” link or the “Save Form’
button will open a list of required fields that are either incomplete or
formatted incorrectly.

9 Missing or Invalid fields -- Webpage Dialog Zl
lg https: /jrayexosig.raytheon, m,n’se:fmmfrurﬂmefmpphrfﬁummrgﬁeﬁis il ;“é‘
Missing or invalid mandatory fields

| Field Name | Field Description | Error Message
Signatory_Tilel |Signatory Title Reuited but

|missing
[DDTCReason  [DDTC Registration Missing but required
[usg_update_ack  [A3. USG Update Ack [Missing but required
|usg_sign_all |A 3 Authorized Signature applicability [Missing but required
|pro\1d= naics_codes |A 31 (a) (1) Provide NAICS code |.\'Iissing but required =]

i -

Save | Continue Editing |

= The form can be printed at any time. It may be necessary to first make a

setting change in Internet Explorer as follows:

Windows Internet Explorer i

(=]

x|

9 ) To frint banners correctly use the Following in IE browser:
-

- 'Tgls' menu
- 'Internet Options...' menu item
- '‘ddvanaced' tab

- 'Print background colors and images' checkbox

Click OK if already changed

Ok Cancel
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Supplier Home Page Geography (cont’d) Supplier Home Page Geography (cont’d)

= Once all mandatory fields are complete, the “Sign” button will be
activated.

= There is also a “Sign Form” button on the Supplier page under Pending
Requests.

| Raytheon

SECUREFORMS ‘

UserRick Maier _ContactUs | Help | Logout | Raytheon Home.
Suppler Home

ManAGE ENTERPRISE REPRESENTATION & CERTIFICATION

'YOUR COMPANY ING ON

Mame:  ORACLE AMERICA INC Reassign to a
250 Mumber: 0000109417 . £ 1T CUNS Humber. 620827688
et SOTORCLEWY different contact
City: RESTON SatelPounce: VA Faz:a Code: 201904735
Courty FAIRFAX Country: US

Cortzz: Ferser's emel addiess  rchaic_naier@ray~zoncom Teassign erma -adcress 0 adifeertpo 7 ofeoEr |

Fhore Mumber. 7034783000

View yourcampany's cuent certcae o fle

Sign Form

'YOUR PENDING REQUESTS
Request rom 2+ Dt 4Jun 2012 Stz Losked Bymaient 9

|- — "
|

el may

Torespandto sz you st

1. Compl fom[Dgerrom | DelebcorpelzFom |
2, ACTON REQUIRED: 5ign compltedform

= Before signing the form, you may reassign it to a different individual for
signature by entering that person’s email address and clicking the
‘Reassign email address to a different point of contact’ button.

= Clicking the “Sign Form” button will open a new window for Digital
Signature.

= Type your password in the digital signature screen. Your password to
sign the form is the same Exostar password that was used to log into
Exostar initially. Once the form is signed, it will no longer be possible to
edit it

Signing Declaration

@ Your signature is required. Your signature has legal significance. Please provide the requested information and reac! all statements cargfully before signing.

By signing, you declare:
I declare that the diata ] provided is accurate to the best ofmy knowledge

Credentials
UserD maierr_3165

= Click “Sign”. (Clicking “Cancel’ in the Signature window will display an
error message, shown below)

= |f the signature process is stopped, click “Finish” to return to the
Supplier Information page, and begin the signature process again

Raytheon Secumons

UserRichard .| ContactUs Help| Logout |Raytheon Home

Manage Enterprise Representation & Certification
ERROR MSG SIGNATURE CEREMONY CANCELLED BY USER], CATEGORY:[USERCANCEL] RETURNED BY SIGHING PROCESS

Firish

Raytheon

ANNUAL OFFEROR REGISTRATION DATA,
REPRESENTATIONS AND CERTIFICATIONS

SR 812
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Hovever, an Offeor's USG e 00t b used i e ot form. Adaonal certa ot solctn-5p
i procegures may requre aftonal rpresentatns and certcatns fom Offeor.

pols
I s

Seetion A1.: Substitute W9 Form (Offeror Regisiraion)
. Part - usies e anc s

Business Nane:
|F‘«YTHEON COMPANY INC-RM TEST

Remé Name (fieret Fom business e
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Form has been signed. You must complet the process

Manage Enterprise Representation & Certification

SUCCESSFULLY COMPLETED PROCESSING

= You may create as many new forms as you like, but only the most recent
will be linked to your supplier record.

= |t will no longer be necessary to sign hard copies of the CR-003 form in
support of Raytheon procurements. You may direct Raytheon buyers to
the digitally signed version, which is accessible through WebESD (our
web-based Enterprise Supplier Database).

= The form remains valid for one year, until your information changes, or
until government reporting requirements necessitate changes to the
form. You will receive notification e-mails in advance of the expiration
date as well as possible requests to recertify when government reporting
requirements change.

= If you start editing a form but do not complete and sign it, you will receive
reminders to complete it as soon as possible.
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= Question A.1. Part Il (i) asks that you identify the Business Type of your
organization.

(i) Offeror's Business Type (check only ong}:
[IBroker [] Constructn [ ] Consutant [ ] Distbutor [ Legal Services
[IManufacturing [ ]Senice [ ] Software [ ] Testing

= For the purposes of this form, business types are defined as the
following:

= Manufacturing: Original Manufacturer (OM), Original Component
Manufacturer (OCM), Original Equipment Manufacturer (OEM) —

Authorized Distributor.

= Distributor: Authorized Distributor — A distributor with which the OM has
a contractual agreement to stock, repackage, sell and distribute its
product lines. Authorized Distributors normally offer the product for sale
with full manufacturer flow-through warranty. These companies are also
referred to as franchised distributor or authorized Supplier. A Distributor
does NOT sell and distribute parts that they are NOT an authorized
supplier for.

= Consultant: A person, partnership, association, or company retained by
Raytheon (the “Company”) for specialized skills, experience, abilities,
and provide either (a) advisory services (counsel or recommendations)
to enhance business development, technical, financial, management or
other capabilities that can contribute authoritatively to the internal
Raytheon enhancements of Raytheon business solutions,

= Service: A supplier that provides a service to Raytheon. (example:
Rentals, Calibration, Integration, Counterfeit screening, Repairs, etc)

= Software: A supplier that provides Software or Software services for
Raytheon.

= Construction: A Supplier that has activities associated with buildings,
structures, or other types of real property such as land, roads and or
parking lots.

= Testing: A supplier that provides Testing Services to Raytheon.

= Broker: A Supplier which is not authorized or under the oversight of the
part's OM. These companies typically do not offer an item with the full
manufacturer's warranty. These companies are also referred to as
Independent Distributors, Non-Authorized Distributors, Non-Franchised
Distributors or Non-Authorized Suppliers. Or a Distributor that sells and
distributes parts that they are a franchised distributor/authorized
supplier and also sells and distributes parts that they are NOT a
franchised distributor or authorized supplier for.

= Legal Services: A Supplier that represents clients in a court of law or
advises or acts for clients in other legal matters.
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