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1 Introduction

1.1 Product Overview

The LAN35Mx08 series boards (LAN35MHO8HR and LAN35MEO8HR) are fully managed 10-port Gigabit Ethernet switches for expanding the
networking capabilities of any system. The boards can be used either in a PCle/104 system or as a standalone expandable switch. The
onboard CEServices Carrier Ethernet switching software provides a rich Layer 2 switching solution with Layer 3-aware packet processing. All of
the industry-standard managed Ethernet switching features found in an enterprise rackmount switch are provided, such as VLANs, Spanning
Tree, QoS, and SNMP. Additionally, the CEServices software provides features for carrier and timing-critical networks such as OAM,
Synchronous Ethernet, and IEEE 1588. The switch may be configured via a web GUI interface, or a command-line console via USB, Telnet, or
SSH.

The LAN35Mx08 features the RTD StackNET® connector, which allows additional RTD Ethernet switches and routers to be stacked in a
PCle/104 system with direct board-to-board Ethernet connectivity. The LAN35SMHO8HR is intended to be the host of a StackNET® stack and
features a PCI Express Gigabit Ethernet controller for connection to a PCle/104 cpuModule. The LAN35MEO8HR is intended to be an
expansion module in a StackNET® stack, and provides two StackNET® connectors (upward and downward). One or more LAN35MEO8HR
boards may be stacked above an LAN35MHO8HR to provide additional switch ports.

As standalone modules they each provide eight Ethernet ports, any of which may be used as uplink ports. The LAN35MHO8HR includes a
power connector for true standalone operation without a CPU board or PCle/104 power supply. Both modules are PCle/104 “universal”
boards, and are compatible with both Type 1 and Type 2 CPUs. The boards are available in an enclosure as part of an RTD IDAN®, HIDAN®
or HiDANplus® system.

Figure 1: LAN35MHO08HR-RJ shown with standard passive heatsink.

12 Board Features

e  LAN35MHO08HR with host interface
o  PCle/104 Universal stack through connector (PCle x1 link)
o Intel 1210PCI Express Ethernet Controller for interface to host cpuModule
o  Eight 1000/100/10 Mbps Ethernet ports
o  One upward StackNET® port for stacking switch expansion
o  Power connector for standalone applications
e  LAN35MEO8HR expansion switch
o  PCle/104 Universal stack through connector (for power only)
Eight 1000/100/10 Mbps Ethernet ports
One upward StackNET® port for stacking switch expansion
One downward StackNET® port for stacking switch expansion
Directly interfaces to the StackNET® connector of the board beneath it.

O O O O
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o  Note: Due to mechanical interference considerations with the downward StackNET® connector, the LAN3SMEOSHR is

not intended for non-StackNET® applications.

I/0 Connector Options

o  -D has eight 10-pin 0.1” dual-inline connectors
o -RJ has eight RJ45 connectors
o LAN35MHO8HR has a 0.1” single-inline power connector

o  IDAN has two 37-pin “D” connectors for Ethernet, and a USB connector for console
Microsemi/Vitesse VSC7428 managed Ethernet Switch

o Integrated 416MHz MIPS Processor
o  4Mbit Packet Memory

o  8KMAC and 4K VLAN Table

o  Multistage TCAM Engine

Microsemi/Vitesse CEServices Carrier Ethernet Switching Software

Port Control:

o  Speed/Duplex settings

o Jumbo Frame Support (1518-9600 bytes)

o  Port Status and Statistics

Quality of Service (QoS)

o  Up to 8 traffic classes

o  Shaping/policing per queue and per port

o Hierarchical MEF compliant policing and scheduling
Layer 2 Switching:

o  VLAN support, IEEE 802.1Q

o  Spanning Tree Protocol (STP), IEEE 802.1D

o  Rapid Spanning Tree (RSTP), IEEE 802.1w

o Multiple Spanning Tree (MSTP), IEEE 802.1s

o  Loop Guard

o  Link Aggregation (Static and LACP), IEEE 802.3ad

o BPDU Guard

o  Error Disable Recovery

o  IGMP snooping

o  DHCP snooping

o  Port Mirroring

Layer 3 Aware

o  DHCP Option 82 Relay

o UPNP

o  IPv4 Static Routing (Unicast)

o  IPv6 Static Routing (Unicast)

Security:

o  Port-based access control based on IEEE 802.1X

o  MAC-Based Authentication

o VLAN Assignment for authenticated users/devices

o QoS Assignment for authenticated users/devices

o  Guest VLAN for unauthenticated users/devices

o  RADIUS Authentication, Authorization, and Accounting

o Limit number of MAC Addresses per port

o IP-MAC binding restrictions

o  TACACS+ Authentication, Authorization, and Accounting

o  User Authentication for Web and ICLI interfaces

o 15 User Authorization Levels for Web and ICLI interfaces
o Access Control Lists (ACLs) for filtering/policing/port copy
o [P source guard

Time Synchronization:

o Synchronous Ethernet (SyncE) with SSM

o  IEEE 1588v2 with one or two-step clock
o  Peer-to-Peer Transparent Clock

o  End-to-End Transparent Clock

o  Boundary Clock

o Redundant Masters and Multiple Timing Domains
o ITU G8265.1 Best Master Selection

o  PTP over IPv4 (unicast and multicast)

o  NTPv4 Client
OAM & Test:
o YA73
o IEEE 802.1ag

RTD Embedded Technologies, Inc. | www.rtd.com 9
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o (.8021
e  Power and Thermal:

o PHY power savings (user-configurable)

o  LED power savings (user-configurable)

o  Thermal Protection (user-configurable)
e  Management:

o JSON-RPC
DHCP and DHCPv6 Client
DHCP Server
DNS Client, Proxy
Web Interface via HTTP or HTTPS
Industrial Command Line Interface (ICLI) via USB Serial Console, Telnet, or SSHv2
IPv6 Management
SNMP v1, v2c, v3c (MIBs and Traps)
RMON
Link Layer Discovery Protocol (LLDP), IEEE 802.1AB, TIA 1057
Cisco Discovery Protocol (CDP) — Receive Only
sFlow

o  Configuration Download/Upload

e  Exar XR21B1411IL16 USB UART for Serial Console Interface
e  PCle/104 Universal interface operates on Type 1 and Type 2 PCle/104 buses

O O OO0 OO0 O OO0 0 0

1.3 Ordering Information

RTD’s line of PCle/104 Gigabit Ethernet Switches are available with RJ45 or 10-pin DIL connectors. The LAN35MHO8HR “host” version may
be used as a stand-alone device, and include a power connector, while the LAN35MEO8HR “expansion” version must be used with a host. The
LAN35MHO08HR & LAN35MEOQ8HR are available with the following standard options:

Table 1: Board Ordering Options

Part Number Host / Expansion Ethernet Connector Type Power Connector
LAN35MHO08HR-RJ Host RJ45 Yes
LAN35MH08HR-D Host 10-pin DIL Yes
LAN35MEO8HR-RJ Expansion RJ45 No
LAN35MEO8HR-D Expansion 10-pin DIL No

Cable kits for the board-level ordering options are shown in the table below:

Table 2: Board Cable Kits

Part Number Description

XK-CM83 Cable kit for LAN35MHO8HR-D and LAN35MEO8HR-D to adapt the 10-pin
DIL connector to RJ45 (includes one adapter cable)

XK-CM123 Cable kit for LAN35MHO8HR-D and LAN35MEO8HR-D to provide a Mini
USB Type B connection to the USB Serial Console

RTD Embedded Technologies, Inc. | www.rtd.com 10 LAN35HO08HR & LAN35E08HR User's Manual



1.3.1 IDAN ORDERING OPTIONS

The Intelligent Data Acquisition Node (IDAN®) building block can be used in just about any combination with other IDAN building blocks to
create a simple but rugged 104™ stack. This module can also be incorporated in a custom-built RTD HiIDAN® or HiDANplus® High Reliability
Intelligent Data Acquisition Node.

Unlike the board level Ethernet switch options, the IDAN ordering options do not include a power connector. All IDAN ordering options include
a Mini USB Type B connection for the USB Serial Console.

Table 3: IDAN Ordering Options

Part Number Host / Expansion Ethernet Connector Type Power Connector
IDAN-LAN35MHO08HRS-D Host 37-pin ‘D" No
IDAN-LAN35MEO8HRS-D Expansion 37-pin ‘D" No

Cable kits for the IDAN ordering options are shown in the table below:

Table 4: IDAN Cable Kits

Part Number Description
IDAN-XKCM48 Cable kit for IDAN-LAN35MHO8HRS-D and IDAN-LAN35MEO8HRS-D to
break the 37-pin “D” connectors to RJ45

Contact RTD sales for more information on our high reliability systems.

14  Contact Information

1.4.1  SALES SUPPORT
For sales inquiries, you can contact RTD Embedded Technologies sales via the following methods:

Phone:  1-814-234-8087 Monday through Friday, 8:00am to 5:00pm (EST).
E-Mail:  sales@rtd.com

1.4.2  TECHNICAL SUPPORT
For support with this product, or any other RTD product, you can contact RTD Technical Support via the following methods:

Phone:  1-814-234-8087 Monday through Friday, 8:00am to 5:00pm (EST).
E-Mail:  techsupport@rtd.com
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2 Specifications

2.1 Operating Conditions
Table 5: Operating Conditions
Symbol | Parameter Test Condition Min Max Unit
Veos 5V Supply Voltage 4.75 525 |V
Ta Operating Temperature With supplied passive heatsink -40 +85 | C
Ts Storage Temperature -55 +125 | C
RH Relative Humidity Non-Condensing 0 90% | %
LAN35MHO8HR, 30°C 478,925
' . IDAN-LAN35MHO8HR-D, 30°C TBD
MTBF Mean Time Before Failure LAN35MEOBHR. 30°C 690,068 Hours
IDAN-LAN35MEQ8HR-D, 30°C TBD
2.2  Electrical Characteristics
Table 6: Electrical Characteristics
Symbol | Parameter Test Condition Min | Typ Max Unit
Onboard MAC/PHY linked at 1Gbps 34
Onboard MAC/PHY plus 1 port linked at 1Gbps 37
Onboard MAC/PHY plus 2 ports linked at 1Gbps 3.9
Onboard MAC/PHY plus 3 ports linked at 1Gbps 42
P Power Consumption Onboard MAC/PHY plus 4 ports linked at 1Gbps 45
LAN35MHO08HR Onboard MAC/PHY plus 5 ports linked at 1Gbps 48 w
Onboard MAC/PHY plus 6 ports linked at 1Gbps 51
Onboard MAC/PHY plus 7 ports linked at 1Gbps 53
Onboard MAC/PHY plus 8 ports linked at 1Gbps 57
Onboard MAC/PHY, upward StackNET, plus 8 5.9
ports all linked at 1Gbps
No ports linked 3.1
Downward StackNET port linked at 1Gbps 34
Downward StackNET plus 1 ports linked at 1Gbps 37
Downward StackNET plus 2 ports linked at 1Gbps 39
Power Consumption Downward StackNET plus 3 ports I@nked at 1Gbps 4.2
P LAN35MEOSHR Downward StackNET plus 4 ports linked at 1Gbps 45 W
Downward StackNET plus 5 ports linked at 1Gbps 48
Downward StackNET plus 6 ports linked at 1Gbps 5.1
Downward StackNET plus 7 ports linked at 1Gbps 5.3
Downward StackNET plus 8 ports linked at 1Gbps 5.7
Downward and upward StackNET plus 8 ports all 59
linked at 1Gbps
PCle/104 Bus (CN1 and CN2)
Differential Output 0.8 1.2 \Y
Voltage
DC Differential TX 95.2 116.9 Q
Impedance
Differential Input 0.17 3.3 \Y
Voltage 5
DC Differential RX 92.7 115.8 Q
Impedance
Electrical Idle Detect 61 173 mV
Threshold
USB Serial Console (CN19)
Vccuss USB Supply Voltage Only required when main power is off (Vcc = 0V) 45 | 50 5.5 \Y
locuss USB Supply Current Only required when main power is off (Vcc = 0V) 10.5 12 mA
External LED Signals (CN26 pins 1-22)
Output Voltage Even-numbered pins 5.0 \Y
Sink Current Odd numbered pins 24 mA
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Table 6: Electrical Characteristics

Symbol | Parameter | Test Condition [ Min [ Typ | Max [ Unit
IEEE1588 Time Tick I/0 (CN26 pin 23)
f Frequency Frequency is programmable, 1Hz-25MHz 1 25000000 Hz
Clock Duty Cycle Measured at 50% threshold 45 55 %
iR, tF Rise and Fall time 20% to 80% threshold 1 ns
Peak-to-Peak Jitter 10MHz output 100 ps
(Note: Some frequencies may generate an
additional 4ns of jitter, because frequency is
synthesized based on the internal system clock.
Von Output high voltage lon =-12 mA 1.7 V
Von Output high voltage lon = -2mA 2.1 V
VoL Output low voltage lo. =12 mA 0.7 \Y
VoL Output low voltage lo =2 mA 04 \Y
Vi Input high voltage 1.85 3.6 V
Vi Input low voltage -0.3 0.8 V
IiH Input high current 10 YA
I Input low current -10 YA
Ci Input capacitance 10 pF
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3 Board Connections

3.1  Board Handling Precautions

To prevent damage due to Electrostatic Discharge (ESD), keep your board in its antistatic bag until you are ready to install it into your system.
When removing it from the bag, hold the board at the edges, and do not touch the components or connectors. Handle the board in an antistatic
environment, and use a grounded workbench for testing and handling of your hardware.

3.2  Physical Characteristics

STEP model is available upon request; contact RTD Tech Support for more information.
e  LAN35Mx08HR-D Weight: Approximately 91 g (0.20 Ibs) — with heatsink
e LAN35Mx08HR-RJ Weight: Approximately 109 g (0.24 Ibs) — with heatsink

e  Dimensions: 90.17 mm L x 95.89 mm W (3.550 in L x 3.775 in W)

NOTE: The LAN35MEO8HR “expansion” version has a downward StackNET®
connector (CN8) on the underside of the board, which extends
approximately 11mm downward. This connector exceeds the
component height restrictions of the PCle/104 specification, and may

1 cause mechanical interference with traditional PCle/104 boards! The
expansion version should only be stacked above another RTD
StackNET® product. For applications that do not require StackNET®
connectivity, the LAN3SMHO8HR “host” version should be used.
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Figure 2: LAN35MHO08HR-D & LAN35MEO8HR-D Mechanical Drawing
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Figure 3: LAN35MHO08HR-RJ & LAN35ME08HR-RJ Mechanical Drawing
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3.3  Connectors and LEDs

CN26
CN19 External LED Signals
USB Serial Console Reset Button
Time Tick CN20
CN25 x Factory Use Only
Factory Use Only
Port 5 £ Y ! : Port 4 Status LED
- . : Port4
Port 5 Status LED > «
Port 6 e 3 ' g = Port 3 Status LED
> Bl ey z «—Port3
Port 6 Status LED = H: 3 : g
T S £ i
2y i R B
Port7 —» — el 3 Port 2 Status LED
= <«—Port2
Port 7 Status LED °
Portg ___, — (e
Port 8 Status LED j — gg: 1 Status LED
Py
CN1 PCle/104 em i : StackNET Upward
. I o |
CN2 PCle/104 (underside) CN24
StackNET Upward Factory Use Only
Status LED Status LED :
(LAN35MH Host Ethernet Link) atus CN8 on underside
(LAN35ME StackNET Downward)  gyitch CN23 Power StackNET Downward
Status LED (LAN35MHO8HR only) (LAN35MEO8HR only)

Figure 4: LAN35MHO8HR-D & LAN35MEO8HR-D Board Connections

Table 7: Mating Connectors

Designator Function Size and Pitch Mating Connector
CN11 Port 1 2x5, 0.17, right angle 3M 89110-0001
CN12 Port 2 2x5, 0.17, right angle 3M 89110-0001
CN13 Port 3 2x5, 0.17, right angle 3M 89110-0001
CN14 Port 4 2x5, 0.17, right angle 3M 89110-0001
CN15 Port 5 2x5, 0.17, right angle 3M 89110-0001
CN16 Port 6 2x5, 0.1”, right angle 3M 89110-0001
CN17 Port 7 2x5, 0.1”, right angle 3M 89110-0001
CN18 Port 8 2x5, 0.1”, right angle 3M 89110-0001
CN19 USB Serial Console 2x5, 2mm, vertical FCI 89947-710LF
CN20 Factory Use Only
CN23 Power (LAN35MHO8HR only) | 1x12,0.1”, right angle | FCI 65039-025LF
CN24 Factory Use Only
CN25 Factory Use Only
CN26 External LED Signals, Reset 2x13, 2mm, vertical FCI 89947-726LF

Button, Time Tick
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CN19 CN26
USB Serial External LED Signals
Console Reset Button CN20
Time Tick Factory Use Only
CN25
FactoryUseOnly ~NW__  _ ~ __ ______ ____y
Port 4 Status LED
Port 56 ——> E <—Port4
Port 5 Status LED =
Port 3 Status LED
Port 6 ——> R <«——Port3
Port 6 Status LED P
Port 2 Status LED
Port 7 —— : «—Port2
Port 7 Status LED =
Port 8 ———> : Port 1 Status LED
Port 8 Status LED # <—Port 1
StackNET Upward
CN1PCle/104 e SO
CN2 PCle/104 (underside) CN24
Factory Use Only
Status LED
(LAN35MH Host Ethernet Link) StackNET Lpuerd CN on underside
(LAN35ME StackNET Downward) A CON23 Power StackNET Downward
Switch (LAN35MEO8HR only)
Status LED (LAN35MHO8HR only)

Figure 5: LAN35MHO08HR-RJ & LAN35MEO8HR-RJ Board Connections

3.3.1  PORT 1-8, 10-PIN DIL ETHERNET (-D VERSION)

Port 1 - Port 8 are 10/100/1000 Ethernet connectors in a 10-pin DIL configuration with 0.1” pin spacing. The pinout of all eight connectors is
the same and is listed in the table below. Pin 1 is indicated by a square solder pad.

Pin9 | Pin7 | Pin5 | Pin3 | Pin1

Pin10 | Pin8 | Pin6 | Pin4 | Pin2

Figure 6: Ethernet DIL Pin Numbering

The pin functions are described as follows:

Pin 1000 Function 10/100 Function RJ45 Pin
1 MDI_B+ Receive + 3
2 MDI_B- Receive - 6
3 MDI_C+ Not Used 4
4 MDI_C- Not Used 5
5 MDI_A+ Transmit + 1
6 MDI_A- Transmit - 2
7 MDI_D+ Not Used 7
8 MDI_D- Not Used 8
9 Shield Ground n/a
10 Shield Ground n/a

Table 8: Ethernet DIL Signal Descriptions
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3.3.2  PORT 1-8, RJ45 TWISTED PAIR ETHERNET (-RJ VERSION)

Port 1 - Port 8 are standard RJ45 female connectors and follow the 10/100/1000 Base-T Ethernet pinout. They are designed to be used with
Cat5e UTP (Unshielded Twisted Pair) or similar cables. The pinout of all eight connectors is the same. The figure below shows the pin
numbering when looking into the connector:

123456738

Figure 7: RJ45 Pin Numbering

The pin functions are described as follows:

Pin 1000 Function 10/100 Function
1 MDI_A+ Transmit +
2 MDI_A- Transmit -
3 MDI_B+ Receive +
4 MDI_C+ Not Used
5 MDI_C- Not Used
6 MDI_B- Receive -
7 MDI_D+ Not Used
8 MDI_D- Not Used

Table 9: RJ45 Signal Descriptions

3.3.3 CN5(Tor) & CN8 (BoTTOM) STACKNET® CONNECTORS

The StackNET® connector is a board-to-board Gigabit Ethernet connection which allows the LAN35Mx08 to be stacked with other RTD
StackNET® products. Multiple LAN35Mx08 boards may be stacked together to increase the overall port count of the system. In addition to
switches, RTD also offers router products which incorporate the StackNET® connector, allowing the user to create a complete
“‘communications hub” in a single system.

The LAN35MHO8HR *“host” version has an upward StackNET® connector only. It is intended to be placed at the bottom of a StackNET® board
stack. The LAN35MEO8HR “expansion” version has both upward and downward StackNET® connectors. It is intended to be stacked above
the host board. Multiple LAN35MEO8HR boards may be stacked above a LAN35MHO8HR. Since the downward StackNET® connector on the
LAN35MEO8HR exceeds the PCle/104 component height specification, it should only be stacked above other RTD StackNET® products.

3.34 CN19 USB SERIAL CONSOLE

The USB Serial Console connector is primarily used for initial configuration and troubleshooting of the switch via the Industrial Command Line
Interface (ICLI). CN19is a USB “device” port, with an Exar XR21B1411IL16 USB UART device. It is intended to be connected to the USB port
of a PC (RTD cpuModule, laptop, or desktop). The USB signals comply with the USB 2.0 specification (Full Speed, 12Mbit/sec).

To provide an uninterrupted console connection while the switch is power-cycled, a USB power input pin is provided. This pin is intended to be
connected to the USB power output signal of the PC’s USB port. If this signal is not connected, the switch will operate normally but the console
connection will be lost if the switch is power-cycled. As a result, initial boot messages may be missed. Providing USB power via CN19 is
recommended.

CN19 s a 10-pin DIL connector with 2mm pin spacing. The pinout is described in the table below. Pin 1 is indicated by a square solder pad.

Pin9 | Pin7 | Pin5 | Pin3 | Pin1

Pin10 | Pin8 | Pin6 | Pin4 | Pin2

Figure 8: CN19 Pin Numbering
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CN19 pin functions are described as follows:

CN19 Pin Function Description
1 USB VCC USB input power (+5V)
3 USB- Negative half of USB differential pair
5 USB+ Positive half of USB differential pair
7,9 GND Ground connection
2,4,6,8,10 n/a No Connect

Table 10: CN19 Signal Descriptions

NOTE: The LAN35Mx08 is a USB device, not a host. If you are building your
own cable to interface to CN19 to a standard USB connector, be sure
to select an appropriate device-side connector, such as USB Type-B
female or Mini-B female.

3.3.5 CN23, POWER INPUT (LAN35MHO8HR ONLY)

CN23 is a power connector to allow the use of the LAN35MHO8HR as a standalone device without a CPU or power supply board. The
LAN35MHO8HR only requires +5V and ground, however if +12V is supplied it will be provided to the PCle/104 bus connectors. CN23 is only
available on the host version of the board. CN23 may be used to power just a single LAN35MHO8HR, or it may be used to power a stack of
multiple RTD StackNET boards (e.g. one LAN35MHO8HR plus several LAN35MEOSHR boards).

CN23 is a 12-pin SIL connector with 0.1” pin spacing. Pin 1 is indicated by a square solder pad. The pinout is described in the table below.

Pin12 | Pin11 | Pin10 | Pin9 | Pin8 | Pin7 | Pin6 | Pin5 | Pin4 | Pin3 | Pin2 | Pin1

Figure 9: CN23 Pin Numbering

CN23 pin functions are described as follows:

Pin Function
1 Ground
2 +5V
3 +5V
4 Ground
5 Ground
6 +12V
7 +12V
8 Ground
9 Ground
10 +5V
11 +5V
12 Ground

Table 11: CN23 Signal Descriptions

If the stack is to powered from CN23, care must be taken to ensure good power connections. The power and ground leads must be twisted
together, or as close together as possible to reduce lead inductance. A separate lead must be used for each of the power pins. All +5V pins,
and all ground pins must be connected. If +12V is required for other boards in the stack, then +12V must be connected as well. Do not use
wire smaller than 20 gauge, and take care to ensure the length of the wire does not exceed 2 ft. The power supply solution must be verified by
measuring voltage at CN23 and verifying that it meets the input voltage specifications defined in Chapter 2. The voltage at the connector
should be checked with an oscilloscope while the system is operational.
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WARNING: If the stack contains a +5V power supply, do not apply power via
CN23! If two +5V power supplies conflict, all boards in the stack may
be damaged or destroyed. If a stack powered by CN23 contains any
1 boards other than an RTD StackNET product (not recommended), be
sure the non-StackNET board(s) do not back feed +5V onto the bus
before applying power.

3.3.6 CN26 EXTERNAL LED, SwiTCcH RESET BUTTON AND TIME TICK CONNECTOR
Connector CN26 provides three different functions:

1. External LED interface signals. Power is supplied from the even-numbered pins (LED anode). The odd-numbered pins (LED
cathode) are driven low when the LED is illuminated and tri-stated when off. Refer to Chapter 2 for the electrical specifications.
Each signal pair includes a 374 Ohm current limiting resistor. A typical LED circuit is shown below:

USERLED
1

—I<
w b

CN26 Odd Pin| |CN26 Even Pin
)

PORTx_LINK ACT = OE

SV

374

Figure 10: External LED Drive Circuit

2. Pin25is areset input to the VSC7428. Shorting this pin to ground with either a jumper or push button will cause the processor core
in the VSC7428 to reset, rebooting the CEServices software. Refer to the Functional Description chapter for details on the reset
behavior.

3. Pin 23 s connected to the IEEE1588 Time Tick signal of the VSC7428. This pin can be programmed as either an input or output in
the CEServices software. It can be used as an input pulse for the synchronization of the internal 1588 master timer or as
programmable divided-frequency outputs from the internal 1588 master timer. The programmable divided frequency is between 25
MHz and 1 Hz while the programmed output signal’s duty cycle can depend on the programmed divider factor. Refer to Chapter 2
for the electrical specifications of this pin.

NOTE: CN26 Pin 23 is connected directly to the VSC7428. Be sure to not
exceed the voltage specifications on this pin, as the board may be
destroyed. External devices may require signal conditioning or
voltage translation to interface with the Time Tick Signal.

CN26 is a 26-pin DIL connector with 2mm pin spacing. Pin 1 is indicated by a square solder pad. The pinout is described in the table below.

Pin25 | Pin23 | Pin21 | Pin19 | Pin17 | Pin15 | Pin13 | Pin11 | Pin9 | Pin7 | Pin5 | Pin3 | Pin1

Pin26 | Pin24 | Pin22 | Pin20 | Pin18 | Pin16 | Pin14 | Pin12 | Pin10 | Pin8 | Pin6 | Pin4 | Pin2

Figure 11: CN26 Pin Numbering

CN26 pin functions are described as follows:
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CN26 Pin Function Description
1 Port 1 Status LED cathode Low when linked, tri-state with activity or no link
3 Port 2 Status LED cathode Low when linked, tri-state with activity or no link
5 Port 3 Status LED cathode Low when linked, tri-state with activity or no link
7 Port 4 Status LED cathode Low when linked, tri-state with activity or no link
9 StackNET Upward Status LED cathode Low when linked, tri-state with activity or no link
11 Port 5 Status LED cathode Low when linked, tri-state with activity or no link
13 Port 6 Status LED cathode Low when linked, tri-state with activity or no link
15 Port 7 Status LED cathode Low when linked, tri-state with activity or no link
17 Port 8 Status LED cathode Low when linked, tri-state with activity or no link
19 Sg%m%r&ﬁfggi:EES%X;‘;’;\I}%) Low when linked, tri-state with activity or no link
21 Switch Status LED cathode Low when illuminated, tri-state when off
. ) Programmable as input or output,
23 IEEE1588 Time Tick 1Hz-25MHz, LVCMOS 2.5V
25 Switch Reset Button Input Short to ground to reset the VSC7428
2,4,6,8, 10,
12, 14, 16, 18, +5 Volts (LED anode) Power for LEDs
20,22
24,26 GND Ground Connection

Table 12: CN26 Signal Descriptions

3.3.7  CN1(Tor) & CN2 (BotToM) PCIE/104 Bus CONNECTORS

The PCle connector is the connection to the CPU board. The position and pin assignments are compliant with the PCI/104-Express
Specification (see PC/104 Specifications on page 53). The LAN35Mx08 boards are “Universal” and may be connected to either a Type 1 or

Type 2 PCle/104 bus.

In the case of the LAN35MHO8HR “host” version, a single PCI Express x1 link is used by the onboard Intel 1210 Ethernet controller. All other
signals are passed through per the PCI/104-Express Specification. The board may be stacked above or below the CPU board, as long as the
CPU has PCle links available.

The LAN35MEO8HR “expansion” version uses the PCle/104 bus for power only. All bus signals (PCle, USB, etc) are passed through per the
PCI/104-Express Specification. The board may be stacked above or below the CPU board, as long as power is available (and there is no
mechanical interference with the downward StackNET connector).

Table 13: Bus Connectors

Connector Function Location Size and Pitch Mating Connector
CN1 PCle/104 Universal Bus | Top 156-pin, 0.635mm | Samtec ASP-186622-01
CN2 PCle/104 Universal Bus Bottom 156-pin, 0.635mm | Samtec ASP-129637-03
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3.4  Steps for Installing

Always work at an ESD protected workstation, and wear a grounded wrist-strap.
Turn off power to the PC/104 system or stack.
Select and install stand-offs to properly secure the module in the stack.
Remove the module from its anti-static bag.
Check that pins of the bus connector are properly positioned.
Check the stacking order; make sure all of the busses used by the peripheral cards are connected to the cpuModule.
If multiple StackNET boards are to be installed in the system, review the guidelines on StackNET in the previous sections.
a. The Host Ethernet switch (LAN35MHO8HR) should be the lowest StackNET board. Regular boards may be stacked beneath it.

b. The Expansion modules (LAN35MEO8HR or similar) should be stacked above the Host. Due to mechanical interference
concerns with the downward StackNET connector, one should avoid stacking regular boards under a StackNET expansion
module.

8. Hold the module by its edges and orient it so the bus connector pins line up with the matching connector on the stack.
9. Gently and evenly press the module onto the PC/104 stack.
10. If any boards are to be stacked above this module, install them along with the necessary stand-offs.
11. If no boards are to be stacked above this module, be sure to use screws to secure the board to the stand-offs.
12.  Attach any necessary cables to the PC/104 stack.
13.  Re-connect the power cord and apply power to the stack.
14. Boot the system and verify that all of the hardware is working properly.
15.  If this is a LAN35MHO8HR paired with a cpuModule:
a. Verify the onboard Intel 1210 is detected by the cpuModule.
b. Load the 1210 drivers for your Operating System and configure the network interface (see section 4.3 for details).
16. Connect to the USB Serial Console and configure VSC7428.
a. Refer to section 4.5 for details on the serial port connection.
b. Configure the CEServices software via the ICLI (see the software configuration information later in this document for details).

N o gk~ o -
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Figure 12: Example 104™ Stack
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4 IDAN Connections

41  Module Handling Precautions

To prevent damage due to Electrostatic Discharge (ESD), keep your module in its antistatic bag until you are ready to install it into your system.
When removing it from the bag, hold the module by the aluminum enclosure, and do not touch the components or connectors. Handle the
module in an antistatic environment, and use a grounded workbench for testing and handling of your hardware.

4.2  Physical Characteristics
e  Weight: Approximately TBD Kg (TBD Ibs.)

e Dimensions: 152 mm L x 130 mm W x 17 mm H (5.983 in L x 5.117 in W x 0.669 in H)

Figure 13: IDAN-LAN35Mx08HR-D Dimensions
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4.3  Connector Locations

The diagrams below show the connector locations for the headers of the LAN35Mx08 as they are brought out on the front and back panels of
the IDAN-LAN35MHO08HR-D and IDAN-LAN35MEO8HR-D. For a full description of each connector on the LAN35Mx08, refer to Chapter 3.

n o e
Time Tick (CN26)
switchModule‘ V4 PORTS 1-4
— { e - ) b=
& ———RESER @ (@ "“l‘ Ooococooooeouooooé%cocoooooouoooooooo i @
~ P
7 TIME TIcK = <
| 1/ ‘l = I |
Push Button Reset T
(CN26) StackNET™ Downward Ports 1-4
Connector (CN8)
LAN35MEO8HR only

Figure 14: IDAN Front Panel Connectors

USB Serial Console (CN19) ¥ e

PORTS 5-8 \

e ﬁﬂ?\/(’(OOODOOCCO OODOCCOOO)]‘ |—v|

e \;‘52""\.\000soooooooooooooo)"‘rO /
2 USB CONSOLE

]

Ports 5-8

StackNET™ Downward
Connector (CN8)
LAN35MEO8HR only

Figure 15: IDAN Back Panel Connectors
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44  Connector Pinouts
Table 14: IDAN Panel Connectors and Mating Connectors
D B.° 2 Function Conn_ect_or IDAN Panel Connector Mating Connector
esignator Description
CN19 USB Serial Console | Mini USB Type B Amphenol MUSB-B151-30 | Amphenol Mini USB Type A
(Various)
CN11 Gigabit Ethernet 37-pin D (socket) AMP / TE Connectivity AMP / TE Connectivity
CN12 (Ports 1-4) 1658610-1 1658608-1
CN13
CN14
CN15 Gigabit Ethernet 37-pin D (socket) AMP / TE Connectivity AMP / TE Connectivity
CN16 (Ports 5-8) 1658610-1 1658608-1
CN17
CN18
CN26 IEEE1588 Time Tick | SMA Jack, Amphenol RF Amphenol RF SMA Plug
50 Ohm 132421 (Various)
CN26 Reset Input Push button n/a n/a
441 IDAN USB SERIAL CONSOLE (CN19)

The USB Serial Console port on the IDAN front panel is a Mini USB Type B receptacle, which interfaces to connector CN19 on the
LAN35Mx08HR board. The pinout and orientation are shown below.

12345

Mini-B

Figure 16: Mini USB Type B Receptacle Pinout

CN19Pin | IDAN Pin Signal Function
1 1 USB VCC | USB input power (+5V)
2 n/a - No Connect
3 2 USB- Negative half of USB differential pair
4 n/a - No Connect
5 3 USB+ Positive half of USB differential pair
6 n/a - No Connect
7 5 GND Ground connection
8 n/a - No Connect
9 5 GND Ground connection
10 n/a - No Connect

Table 15: IDAN USB Console Pinout
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442

IDAN IEEE1588 TIME Tick (CN26, PIN 23)

The IEEE1588 Time Tick function of CN26 pin 23 is accessible on the IDAN front panel via 50-ohm SMA bulkhead receptacle.

CN26 Pin IDAN Pin Signal Function
23 SMA Inner Sleeve | IEEE1588 Time Tick | Programmable as input or output,
1Hz-25MHz, LVCMOS 2.5V
24 SMA Outer Barrel | GND Ground Connection

443

IDAN PORTS 1-4 AND PORTS 5-8

Table 16: IDAN Time Tick Pinout

The IDAN-LAN35MHO08HR-D and IDAN-LAN35MEQO8HR-D both feature rugged 37-pin “D” connectors which each connect to four of the
onboard Ethernet ports. These connectors can easily be adapted to RJ45 connections by using RTD cable kit IDAN-XKCM48.

. LAN35MHO8HR or .
IDAN Signal LAN35MEOSHR IDAN-XKCM48 Cable Kit
Pin 1000 Function 10/100 Function Port Pin 9 Pin "D" Connector (Male)
1 MDI_B+ Receive + 1 PORT 4-1
20 MDI_B- Receive - 2 PORT 4-6
2 MDI_C+ Not Used 3 PORT 4-2
21 MDI_C- Not Used 4 PORT 4-7
3 MDI_A+ Transmit + 4 5 PORT 4-3
22 MDI_A- Transmit - 6 PORT 4-8
4 MDI_D+ Not Used 7 PORT 4-4
23 MDI_D- Not Used 8 PORT 4-9
5 Shield Ground Shield Ground 9 PORT 4-5
n/a No Connect No Connect 10 No Connect
24 MDI_B+ Receive + 1 PORT 3-1
6 MDI_B- Receive - 2 PORT 3-6
25 MDI_C+ Not Used 3 PORT 3-2
7 MDI_C- Not Used 4 PORT 3-7
26 MDI_A+ Transmit + 3 5 PORT 3-3
8 MDI_A- Transmit - 6 PORT 3-8
27 MDI_D+ Not Used 7 PORT 3-4
9 MDI_D- Not Used 8 PORT 3-9
28 Shield Ground Shield Ground 9 PORT 3-5
n/a No Connect No Connect 10 No Connect
10 MDI_B+ Receive + 1 PORT 2-1
29 MDI_B- Receive - 2 PORT 2-6
11 MDI_C+ Not Used 3 PORT 2-2
30 MDI_C- Not Used 4 PORT 2-7
12 MDI_A+ Transmit + 9 5 PORT 2-3
31 MDI_A- Transmit - 6 PORT 2-8
13 MDI_D+ Not Used 7 PORT 2-4
32 MDI_D- Not Used 8 PORT 2-9
14 Shield Ground Shield Ground 9 PORT 2-5
n/a No Connect No Connect 10 No Connect
33 MDI_B+ Receive + 1 PORT 1-1
15 MDI_B- Receive - 2 PORT 1-6
34 MDI_C+ Not Used 3 PORT 1-2
16 MDI_C- Not Used 4 PORT 1-7
35 MDI_A+ Transmit + 1 5 PORT 1-3
17 MDI_A- Transmit - 6 PORT 1-8
36 MDI_D+ Not Used 7 PORT 1-4
18 MDI_D- Not Used 8 PORT 1-9
37 Shield Ground Shield Ground 9 PORT 1-5
n/a No Connect No Connect 10 No Connect
19 No Connect No Connect n/a n/a No Connect

Table 17: IDAN-LAN35Mx08HR-D, Front Connector Pin Out
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. LAN35MHO8HR or .
IDAN Signal LAN35MEOSHR IDAN-XKCM48 Cable Kit
Pin 1000 Function 10/100 Function Port Pin 9 Pin "D" Connector (Male)
1 MDI_B+ Receive + 1 PORT 8-1
20 MDI_B- Receive - 2 PORT 8-6
2 MDI_C+ Not Used 3 PORT 8-2
21 MDI_C- Not Used 4 PORT 8-7
3 MDI_A+ Transmit + 8 5 PORT 8-3
22 MDI_A- Transmit - 6 PORT 8-8
4 MDI_D+ Not Used 7 PORT 8-4
23 MDI_D- Not Used 8 PORT 8-9
5 Shield Ground Shield Ground 9 PORT 8-5
n/a No Connect No Connect 10 No Connect
24 MDI_B+ Receive + 1 PORT 7-1
6 MDI_B- Receive - 2 PORT 7-6
25 MDI_C+ Not Used 3 PORT 7-2
7 MDI_C- Not Used 4 PORT 7-7
26 MDI_A+ Transmit + 7 5 PORT 7-3
8 MDI_A- Transmit - 6 PORT 7-8
27 MDI_D+ Not Used 7 PORT 7-4
9 MDI_D- Not Used 8 PORT 7-9
28 Shield Ground Shield Ground 9 PORT 7-5
n/a No Connect No Connect 10 No Connect
10 MDI_B+ Receive + 1 PORT 6-1
29 MDI_B- Receive - 2 PORT 6-6
11 MDI_C+ Not Used 3 PORT 6-2
30 MDI_C- Not Used 4 PORT 6-7
12 MDI_A+ Transmit + 6 5 PORT 6-3
31 MDI_A- Transmit - 6 PORT 6-8
13 MDI_D+ Not Used 7 PORT 6-4
32 MDI_D- Not Used 8 PORT 6-9
14 Shield Ground Shield Ground 9 PORT 6-5
n/a No Connect No Connect 10 No Connect
33 MDI_B+ Receive + 1 PORT 5-1
15 MDI_B- Receive - 2 PORT 5-6
34 MDI_C+ Not Used 3 PORT 5-2
16 MDI_C- Not Used 4 PORT 5-7
35 MDI_A+ Transmit + 5 5 PORT 5-3
17 MDI_A- Transmit - 6 PORT 5-8
36 MDI_D+ Not Used 7 PORT 5-4
18 MDI_D- Not Used 8 PORT 5-9
37 Shield Ground Shield Ground 9 PORT 5-5
n/a No Connect No Connect 10 No Connect
19 No Connect No Connect n/a n/a No Connect

Table 18: IDAN-LAN35Mx08HR-D, Rear Connector Pin Out
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45  Steps for Installing

I o

10.

12.
13.

14.

15.

Always work at an ESD protected workstation, and wear a grounded wrist-strap.

Turn off power to the IDAN system.

Remove the module from its anti-static bag.

Check that pins of the bus connector are properly positioned.

Check the stacking order; make sure all of the busses used by the peripheral cards are connected to the cpuModule.

If multiple StackNET boards are to be installed in the system, review the guidelines on StackNET connector in the previous sections.
a.  The Host Ethernet switch (LAN35MHO8HR) should be the lowest StackNET board. Regular boards may be stacked
beneath it.

b.  The Expansion modules (LAN35MEO8HR or similar) should be stacked above the Host. Due to mechanical interference
concerns with the downward StackNET connector, one should avoid stacking regular boards under a StackNET
expansion module.

Hold the module by its edges and orient it so the bus connector pins line up with the matching connector on the stack.
Gently and evenly press the module onto the IDAN system.
If any boards are to be stacked above this module, install them.
Finish assembling the IDAN stack by installing screws of an appropriate length.
Attach any necessary cables to the IDAN system.
Re-connect the power cord and apply power to the stack.
Boot the system and verify that all of the hardware is working properly.
If this is a LAN35MHO8HR paired with a cpuModule:
a.  Verify the onboard Intel 1210 is detected by the cpuModule.
b.  Load the 1210 drivers for your Operating System and configure the network interface (see section 4.3 for details).
Connect to the USB Serial Console and configure VSC7428.
a.  Refer to section 4.5 for details on the serial port connection.

b.  Configure the CEServices software via the Command Line Interface (see the software configuration information later in
this document for details).

Figure 17: Example IDAN System
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5 Functional Description

5.1  Block Diagrams

The Figures below shows the functional block diagram of the LAN35MHO8HR and LAN35MEO8HR. The key features of the board are
discussed in the following sections.

- LAN35MHOSHR (Host)
UsBSerial . 5 yparviato
Console (CN19) USB UART l
P Serial Console
PCle/104 Intel i210 Onbosrd PR
1 Link S—— Ethernet <——= Port10 Port 9 PN nboar <
: Controller Microsemi Broadcom PHY Upward Port
VSC7428
Managed Switch
R145 or P RJ45 or
Port 1 ort 5
10pinoi [~ 7| 10pinDIL
RJA5 ar Port 2 Port 6 RI45 or
10pinDIL [~ 7 10pinDIL
RJ45 ar Port 3 Port 7 R145 or
W0pinDl |~ " 10pinDIL
R145 or Port 8 RI45 or
e/ Portd 3
10-pin DIL 10-pin DIL
Switch Reset Input (CN26) |[—=
‘ put ) | LED Signals External LED
[ IEEE1588 Time Tick (CN26) |<—> pins (CN26)
Onboard Status
+5V Input Onboard Power LEDs
Power (CN23) Regulation

Figure 18: LAN35MHO8HR Block Diagram
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5.2

5.3
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USBSerial . o xRatvia10
Console (CN19) USB UART L
v board Serial Console
tac Onboar
<> Port 10 Port9 |« o Onboard PN StackNET
Downward Port Broadcom PHY Microsemi Broadcom PHY Upward Port
VSC7428
Managed Switch
RI45 or p RIJ45 or
Port 1 ort 5
10pnDL [~ > 10pinDIL
R145 or Port 6 RJ45 or
e/ Port2 <
10-pin DIL 10-pin DIL
RI45 or Port 3 Port 7 R145 or
10-pinDIL |~ < 10-pin DIL
RI45 or Port 4 Port 8 RJ45 or
10pinDIL [~ < 10-pin DIL

Switch Reset Input (CN26 H

| Bl :I LED Signals External LED
ins (CN26

[ IEEE1588 Time Tick (CN26) |[<—> pins (CN26)

Onboard Status
LEDs

Figure 19: LAN35MEO8HR Block Diagram

Microsemi VSC7428 Managed Ethernet Switch and CEServices

The core component of the LAN35Mx08 is the Microsemi VSC7428 Managed Ethernet Switch (formerly Vitesse) and its corresponding
CEServices Carrier Ethernet switching software. It is an industrial temperature rated, 10 port Gigabit Ethernet switch. The switch features an
integrated MIPS32 processor, DDR2 RAM, and a SPI Flash device to run CEServices. CEServices is built on top of the open source eCos
operating system and Redboot boot loader.

Initial configuration of CEServices should be done via the USB Serial Console using the Industrial Command Line Interface (ICLI). Once the
switch has basic configuration settings (IP address, subnet mask, admin password, etc), it may be managed via the network. Network
management is possible via ICLI (SSH/Telnet), or a GUI interface with a web browser (HTTP/HTTPS), or programmatically via JSON or SNMP.
Itis up to the user to determine the correct IP address for their network. Note that once an IP address is assigned to the VSC7428, it may be
accessed by any client on the network unless appropriate security precautions are taken (setting a password, only allowing encrypted
management protocols, etc). Implementing proper network security is the customer’s responsibility.

Intel 1210 Gigabit Ethernet Controller (LAN35MHO8HR only)

The LAN35MHO8HR has an onboard Gigabit Ethernet controller, the Intel 1210. This allows a direct Ethernet connection to a PCle/104
compatible CPU in the stack without the need for an external cable between the boards. Since the Intel 1210 is a PCI Express x1 device, it
should be detected automatically by the CPU

To use the 1210, the appropriate networking drivers must be loaded in your Operating System. The 1210 is a common Ethernet controller, so it
is supported by many OSes. RTD distributes the Intel PRO Ethernet drivers for Windows 7 and later. For Linux, support is built into kernel 3.5
or later using the igb driver. For other operating systems, check with the operating system vendor.

Once the device is detected and networking drivers are loaded in the Operating System, the 1210 should appear as an additional Ethernet
interface. This interface is independent of the onboard Ethernet port(s) of the CPU. To communicate on the network, the 1210 interface must
be configured with basic network settings such as IP address, subnet mask, and default gateway. It is up to the user to determine the correct
IP addressing scheme for their network.
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5.4

9.5

Note the 1210 is separate device from the VSC7428 switch, with its own IP address. They must not be configured with the same IP address.
However, to manage the VSC7428 from the 1210 Ethernet port, they should generally be configured for the same subnet (e.g. 192.168.0.5 and
192.168.0.6).

Onboard Status LEDs and External LED pins

The LAN35Mx08 provides a set of onboard multi-color LEDs to indicate status of the switch and the individual Ethernet links.

Ethernet Ports 1-8, the StackNET port(s), and the Host Ethernet Link each include an LED to indicate link status, speed, and activity. The
colors are as follows:

LED Color Description
Off No Link
Green Link at 1000 Mbps, flash with activity
Blue Link at 100 Mbps, flash with activity
Red Link at 10 Mbps, flash with activity

Table 19: Link Status LEDs

The Switch Status LED indicates the status of the switch management software. The colors are as follows:

LED Color Description
Off No Power
Flashing Green Redboot Boot Loader
(Takes approximately 10 seconds to boot.)
Solid Green CEServices has booted
(Switch is operating normally.)

Red Error Condition

(Check log for details.)

Table 20: Switch Status LED

In addition to the onboard LEDs, the LAN35Mx08 also provides status LED signals as discrete pins on CN26 so they may be wired to a custom
enclosure. Only a single LED color is available per port on CN26. Refer to the Board Connections chapter for wiring details. Note that for
IDAN versions of this product, the external LED signals are not brought to the outside of the frame.

USB Serial Console

The USB Serial Console connector is primarily used for initial configuration and troubleshooting of the managed switch. Itis a USB “device
mode” port, with an Exar XR21B1411IL16 USB UART interface. The USB Serial Console may be connected to a USB port on an RTD
cpuModule, laptop, or a desktop PC.

Modern versions of Windows include drivers for the USB UART. For older versions of Windows, a driver is provided by RTD. Once USB is
connected and the drivers are loaded, the console interface will appear as a serial COM port in the PC’s operating system (e.g. COM5). The
COM port number can vary depending on how ports were enumerated by the operating system, so it is difficult to predict. The easiest way to
determine the COM port number is to connect the console, load the drivers, and then check the Device Manager (Start > Run >
C:\Windows\System32\devmgmt.msc) once it is installed. Note that when working with multiple LAN35Mx08 boards, each one may be
assigned a different COM port number.

v ﬁ Ports (COM & LPT)
ﬁ Communications Port (COM1)
ﬁ XR21B1411 USE UART (COM3)

Figure 20: Windows Device Manager COM Port Numbering

Accessing the USB Serial Console port requires terminal emulation software such as PuTTY, TeraTerm, HyperTerminal, or similar. After
installing the software on the PC, configure the serial connection as follows:

e  Baud Rate = 9600
e DataBits=8

e  Parity = None
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e  StopBits =1
e  Flow Control = None

If the console is connected before power is applied to the switch, the initial boot messages may be seen. It is also possible to connect the
console while the switch is powered, however the initial boot messages will be missed. If the console is connected after the switch has booted,
it may be necessary to press Enter a few times before any text is displayed.

) — built 16:

Figure 21: USB Serial Console Typical Boot Messages

After the switch is booted, it may be necessary to press Enter a few times before the login prompt (or command prompt if already logged in) is
displayed. In the factory default configuration, the username is admin with no password (just press enter when prompted for a password). The
default command prompt is #.

ENTER to
u require

nairr

Figure 22: USB Serial Console Default Configuration Login and Command Prompt

NOTE: By default, no password is required for the admin login. Customers
are strongly urged to set a password immediately after logging in for
the first time. Refer to the software configuration information later in
this document for details.
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56 Reset Behavior

Since the VSC7428 contains an internal MIPS32 processor, it may be reset independently of any other boards in the stack. The VSC7428 may
be reset via a software command or the reset pin on CN26. This will trigger a reboot of the CEServices software. Any unsaved configuration
data will be lost. All Ethernet connections to the switch will be interrupted while it reboots. The onboard Intel 1210 Ethernet controller will not
be reset as it is controlled by the CPU (LAN35MHO08HR version only). Any other boards in the stack (other switches, CPU, etc) will not be
reset.

In the case of a system that contains a CPU board, a “warm” reboot of the CPU would not affect the VSC7428. The Ethernet switch ports will
remain functional. However, any network communication with the CPU board would be interrupted while the CPU reboots (including Intel 1210
Ethernet controller on the LAN35MHO8HR). A “cold” reset which interrupts power to the LAN35MHx08 (RSM reset, ACPI S3 standby, etc) will
reset the VSC7428.
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6

CEServices Software Overview

6.1

6.2

General Expectations

The LAN35Mx08 and its onboard CEServices Carrier Ethernet switching software is a complex product. It supports a wide variety of enterprise
switching technologies (VLAN, Spanning Tree, LLDP, efc). It provides a rich management interface that may be accessed via a variety of
methods (ICLI, Web GUI, SNMP, etc). To use the LAN35Mx08, it is assumed that one is already familiar with network engineering concepts.

The remaining sections in this chapter provides introductory information on how to configure and use CEServices. An in-depth explanation of

enterprise switching technologies and network architecture is beyond the scope of this manual. To ensure the switch is configured correctly and
securely, enlisting the services of an experienced network engineer is strongly recommended.

ICLI Basics

The command line interface of CEServices is called the Industrial Command Line Interface (ICLI). The ICLI interface is accessible via the USB
Serial Console, or via the network using SSH or Telnet. To access the USB Serial Console, refer to the previous chapters for connection details.
To use SSH/Telnet, an IP address must first be set (using the USB Serial Console for initial configuration). Both methods of accessing the ICLI
require terminal emulation software such as PuTTY, TeraTerm, HyperTerminal, or similar.

The ICLI has the following key characteristics:

1. It closely follows the de-facto structure and behavior of other enterprise network equipment CLIs. A user with experience using other
industry-standard network equipment will be comfortable using ICLI.

2. ltis modal - There are different modes (exec/configuration), which determines the available commands.
3. ltisline-based — Commands are entered one line at a time.

4. Commands are executed upon pressing Enter. Configuration changes take effect immediately.

5. Configuration changes are not persistent, unless they are saved to the startup configuration.

6. It supports multiple user accounts with varying privilege levels. For example, it is possible to create a limited user account which can
only view the switch status and configuration, without changing it.

7. It supports multiple simultaneous user sessions. It is possible to be logged into the USB Serial Console and an SSH session
simultaneously.

8. Commands may be abbreviated or truncated (as long as the command is unambiguous). For example, the command configure
terminal may be abbreviated as config t.

By default, when first logging into the switch, the ICLI is in exec mode, which is indicated by the command prompt HOSTNAME#. (By default, the
hostname is not set, so the default command prompt is simply #.)

5 not work,

Figure 23: ICLI exec mode

ICLI provides a rich context-aware help system. For a list of available commands, type ?. The question mark can also be used to display a list
of options for a command. Using this technique, it is possible to discover most of the functionality in the CLI.

RTD Embedded Technologies, Inc. | www.rtd.com 36 LAN35HO08HR & LAN35E08HR User's Manual



Figure 25: Listing Options for a Command

In addition to the interactive help, a complete list of all possible commands is provided in the release package for the Managed Switch Firmware.
The release package also contains an application note from Microsemi/Vitesse which provides additional information on using the ICLI. These
files are provided on the Companion CD that is delivered with the board. Newer versions of the firmware may provide additional commands. The
command reference is automatically generated during the compilation process of the firmware, so it provides the most up-to-date reference of
possible commands.

6.3 ICLI Configuration Mode Overview

To alter the configuration of the switch, one must switch from exec mode to configuration mode. This is achieved with the configure terminal
command. Once in configuration mode, the command prompt changes from HOSTNAME# to HOSTNAME(config)#. In the factory default
configuration with no host name set, the prompt will simply be (config)#.
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2 terminal

n, Authorization and

Figure 26: Entering ICLI Configuration Mode

In configuration mode, the list of available commands changes. Press ? to see a list of possible configuration commands. It is possible to invoke
an exec mode command by prefixing it with do. For example, in exec mode, one would use the command show running-config to show the
current configuration. In configuration mode, this command would be do show running-config.

To alter the switch configuration, use the configuration mode commands. One can use the ICLI online help to discover available commands, or
use the command reference files provided with the Managed Switch Firmware package. When done configuring the switch, use exit to exit
configuration mode. The changes take effect inmediately. To save the new configuration changes to flash, use the exec command copy
running-config startup-config.

NOTE: Unless the configuration is saved to the flash, it will be lost when the
switch it rebooted. Be sure to remember to save your changes! If one
| accidentally makes a bad configuration change (e.g. cutting off
= network access), simply reboot without saving. The switch will revert
to the previously-saved configuration.

The following screenshot demonstrates a common configuration task; setting the switch’s host name and then saving that configuration to the
flash:

Figure 27: Setting a host name with ICLI

The currently running configuration of the switch may be viewed in exec mode by using the command show running-config.
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g, quit:

Figure 28: Viewing running configuration with ICLI

6.4 ICLI Configuration Command Negation

After running a configuration command, one may choose to remove that configuration. The ICLI allows you to negate a command by prefixing it
with no. The screenshot below demonstrates how to use negation to unset the switch’s host name.

Figure 29: Negating a configuration command with ICLI

6.5 CEServices Physical Interface Mapping

Each port of the managed switch is identified in CEServices as an interface. Interfaces names follow the convention Interface Type
SwitchNumber/PortNumber. (Since each LAN35Mx08 switch operates independently, SwitchNumber is always 1.) The mapping of physical
Ethernet ports to CEServices interfaces is as follows:

e  Port 1= GigabitEthernet 1/1
e  Port 2 = GigabitEthernet 1/2
e  Port 3 = GigabitEthernet 1/3
e  Port 4 = GigabitEthernet 1/4
e  Port 5 = GigabitEthernet 1/5
e  Port 6 = GigabitEthernet 1/6
e  Port 7 = GigabitEthernet 1/7

e  Port 8 = GigabitEthernet 1/8
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e  Port9 (StackNET Upward Port CN5) = 2.5GigabitEthernet 1/1

e  Port 10 (either 1210 Host Connection or StackNET Downward Port CN8) = 2.5GigabitEthernet 1/2

NOTE: Even though Ports 9 and 10 are identified as “2.5GigabitEthernet”,
they are in fact limited to 1 Gigabit speeds. They appear as 1 Gigabit
fiber interfaces in the CEServices software.

In ICLI exec mode, one can view the interface details with the show interface command. For example, one could use the command show
interface * status to view the status of all interfaces.

Figure 30: Showing interface status with ICLI

NOTE: Due to technical details of the StackNET PHY connection, the
CEServices software will always report that the StackNET upwards

[ (CNS5) and downwards (CN8) connectors have a link status of “up”,
= regardless of what is physically connected. This is expected
behavior.

6.6 ICLI Physical Interface Configuration Overview

Each interface may be configured from ICLI configuration mode. To configure the interface, use the command interface GigabitEthernet 1/1.
You may specify an individual interface (e.g. GigabitEthernet 1/1), or a range of interfaces (e.g. GigabitEthernet 1/1-8). Interface ranges are a
convenient method to apply the same configuration to several interfaces with only a few commands. Once in the interface configuration sub-

mode, the command prompt changes from HOSTNAME (config)# to HOSTNAME(config-ifj#. To switch back to “global” configuration mode,

type exit.
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GigabitEthernet 1/1

Figure 31: ICLI physical interface configuration

Some common interface configuration settings which may be applied (not an exhaustive list):
e Setting port speed and duplex (using the speed and duplex commands).
o  Disabling/enabling the interface (using the shutdown or no shutdown command).
e  Assigning a VLAN for access (using the switchport access vlan command).
e  Configuring a VLAN trunk (using the switchport trunk command).

It is not possible to directly configure one of the physical ports with an IP address, as all physical ports on the LAN35x08 are Layer 2 interfaces.
To set an IP address, one should create a VLAN interface and set an IP address there, then assign one or more physical interfaces to the newly-
created VLAN. By default, all ports are part of VLAN 1, which already exists in factory default configuration. Refer to the following sections for
details.

6.7 Common Configuration Task: Setting a Password with ICLI

By default, the switch has no password set for the admin user account. One of the first things that should be done is to set a sufficiently complex
password on the admin account, as a basic security precaution. This is especially important if the switch is to be configured with an IP address
and managed over the network. (An unauthorized login to the switch can compromise the entire network.)

The following screenshot demonstrates how to set the admin password to MustBeChanged. Replace the text MustBeChanged with your own
desired password. If multiple LAN35Mx08 boards are present in the stack, be sure to set a password on all of them.

d Mus

Figure 32: Setting a Password with ICLI
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6.8

Note that the term unencrypted in the above command specifies how the password is to be passed on the command line. It does not specify
how the password is stored in the configuration file. The LAN35Mx08 always stores passwords in an encrypted format, as demonstrated
in the screenshot below (note the last line):

Figure 33: Encrypted Password Storage

The above commands demonstrate the most basic method of setting a password. The CEServices software supports a variety of authentication
options, including:

e  Multiple user accounts with privilege levels from 0 to 15 (full admin is level 15)
o enable secret to provide a secondary password to elevate a non-privileged account
e Authentication from a remote user database using RADIUS or TACACS+ (requires an additional server to provide authentication)

Configuring most of these methods can be determined by studying the provided command reference files and the Microsemi/Vitesse application
note. If you required assistance, contact RTD techsupport.

Common Configuration Task: Setting a Static IP Address with ICLI

By default, the LAN35Mx08 does not have an IP address configured. The LAN35Mx08 is capable of serving as an Ethernet switch without an IP
address. However, to manage the switch via the network (using SSH or the Web GUI), an IP address must be configured.

As explained previously section, all physical interfaces on the switch are Layer 2. So, an IP addresses must be assigned to a VLAN interface,
and then one or more physical interfaces may be assigned to that VLAN. VLAN 1 already exists as part of the default configuration. All physical
interfaces are a member of VLAN 1 unless configured otherwise. For a small network, the most expedient way to set an IP address for the switch
is to set an IP address on the VLAN 1 interface.

The screenshot below demonstrates how to configure the managed switch for an IP address of 192.168.0.5, using VLAN 1. This example
assumes a /24 subnet mask (255.255.255.0). It is up to the user to determine the appropriate IP address scheme for their network. If multiple
LAN35Mx08 boards are present in the stack, they should each be configured with a unique IP address.

nfigure te
onfig)# int

tartup-config

flash:startup-config

Figure 34: Set static IP address via ICLI
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6.9

NOTE: The IP address in the screenshot above was chosen for
demonstration purposes only. Users should verify the IP address
1 does not cause a conflict prior to connecting the switch to the
network!

In addition to an IP address, it may be necessary to configure a default gateway (default route). If the LAN35Mx08 is only expected to
communicate on the local subnet (in the case of the example above 192.168.0.x), the default gateway is not required. However, for complex
networks with multiple subnets, a route for the default gateway should be specified.

A default gateway may be specified by adding a route for 0.0.0.0/0 with the ip route configuration command. The routing table of the switch may
be viewed with the show ip route exec command. Refer to the screenshot below for an example. In this case, the default gateway is
192.168.0.1 (consistent with the previous example). All IP traffic which does not match one of the more specific routes will be directed to the
default gateway (e.g. anything not on the local subnet, loopback, or multicast).

nfig startup-
ation...

es to flash:startup-

HW RT>

Figure 35: Adding a default route via ICLI

Common Configuration Task: Configuring a DHCP client with ICLI

Instead of a static IP address (see above), your network may be configured to dynamically assign addresses using DHCP. The LAN35Mx08
supports DHCP client operation. This configuration assumes a DHCP server is present in your network, and is properly configured to serve
addresses to clients. Itis up to the user to setup a DHCP server and ensure it is running properly prior to deploying the LAN35Mx08 as a DHCP
client.

The following screenshot demonstrates how to configure the VLAN 1 interface for DHCP. The DHCP status may be checked with the exec
command show ip interface brief.

configure te
Fig)# inte
nfig-if-v

onfig

Method Status

10.1.1.11C

Figure 36: Configure DHCP client via ICLI

RTD Embedded Technologies, Inc. | www.rtd.com 43 LAN35HO08HR & LAN35E08HR User's Manual



6.10 Common Configuration Task: Configuring a DHCP server with ICLI

For smaller networks, it may be desirable to have the LAN35Mx08 be the DHCP server. In this configuration, any clients that connect to the
LAN35MHx08 will get an IP address delivered to them. Before proceeding, one should make certain that no other DHCP servers are present on
the network. DHCP servers have several settings that may be adjusted. The examples below merely illustrate a common configuration.

The screenshot below demonstrates how to configure the LAN35Mx08 as a DHCP server. Continuing from our previous example, we use the
192.168.0.x subnet. The DHCP pool named TESTPOOL starts at 192.168.0.10, with a reserved IP range from 192.168.0.1-10 to accommodate
any devices that require a static IP. The DHCP server provides a default gateway to the clients (192.168.0.1). It also provides DNS servers to
the clients (8.8.8.8 and 8.8.4.4). DHCP lease time is 1 day. To be a DHCP server, the switch must be configured with a static IP address. In this
case, we use the same static IP address as before (192.168.0.5).

Figure 37: Configure DHCP server via ICLI

6.11 Network Management with ICLI via SSH

Once an IP address has been configured, it is possible to login and manage the LAN35Mx08 via the network. The USB Serial Console requires
direct physical access to the LAN35Mx08, which may not always be feasible. The same ICLI functionality is also available via Secure Shell
(SSH). SSH is an encrypted protocol, so it is preferred to other insecure protocols such as Telnet. (Telnet is disabled by default as a security
precaution.)

Accessing the LAN35Mx08 via SSH will require a terminal emulator program with SSHv2 support, such as PuTTY or TeraTerm. SSH access is
enabled as soon as the switch is configured with an IP address, using the default SSH port of 22. The screenshots below demonstrate how to
connect to the switch using PuTTY, assuming the switch is configured with an IP address of 192.168.0.5. The client PC should be configured
with an IP address that is capable of reaching the switch, typically on the same subnet (e.g. 192.168.0.6).

Login using the same username and password as you would for the USB Serial Console. Once you are logged in, the ICLI interface behaves
identical to the USB Serial Console.
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Category:

=I- Session Basic options for your PUTTY session

Specify the destination you want to connect to
Host Name (or IP address)
152.168.0.5

Connection type:
Raw Telnet Rlogin @ S5H Senal

- Appearance
- Behaviour L
- Translation = Saved Sessions

Load. save or delete a stored session

- Selection
H Colours
=J- Connection

Default Settings

Close window on exit
Aways MNever @ Only on clean exit

[ Open l | Cancel |

Figure 38: Connecting with PuTTY (click Open to connect)
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The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 1040 dd:15:6bibe:26:1 dib0:0cefiaf.59:f183:eT:aT:47
If you trust this host, hit Yes to add the key to

PuTT¥'s cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit Mo.

If you do not trust this host, hit Cancel to abandon the
connection.

| o ] |

Figure 39: First time connection with PuTTY (click Yes to accept the key)

RTD Embedded Technologies, Inc. | www.rtd.com 45 LAN35HO08HR & LAN35E08HR User's Manual



_ - - ,bDB.. 92o . - »»-»- - 6999 ‘
B 15210505 v I == - ==

Figure 40: Command prompt after logging in with PuTTY (same user as USB Serial Console)

SSH access is enabled in the factory default configuration. It may be disabled with the configuration command no ip ssh. To re-enable it, use
the configuration command ip ssh.

Figure 41: Disabling SSH access with ICLI

6.12 Network Management with Web GUI

While the ICLI interface is very powerful and scriptable, it may be non-intuitive for certain users. The LAN35Mx08 provides a GUI interface to
manage most common configuration tasks. The switch may be managed with any modern web browser, such as Internet Explorer 11, Google
Chrome, or Firefox. The screenshots below demonstrate how to access the Web GUI, assuming the switch is configured with an IP address of
192.168.0.5. The client PC should be configured with an IP address that is capable of reaching the switch, typically on the same subnet (e.g.
192.168.0.6).

The LAN35Mx08 is capable of providing the Web GUI over unencrypted HTTP (port 80), or encrypted HTTPS (port 443). As a security
precaution, the factory default configuration automatically redirects HTTP requests to use HTTPS instead. By default, the LAN35Mx08 ships
with a self-signed SSL certificate for the HTTPS interface, which will trigger a certificate warning on most browsers. This warning is to
be expected and may be ignored. When presented with a certificate warning, click Continue or Proceed. To remove this warning, the
user must deploy a PKI infrastructure, generate their own SSL certificate, and then load it into the LAN35Mx08. Setting up a PKl infrastructure is
beyond the scope of this manual.
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@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
& Continue to this website (not recommended).

@ More information

[ Privacy error

¢ C | A bur/19216805 %) i

Your connection is not private

Attackers might be trying to steal your information from
192.168.0.5 (for example, passwords, messages, or credit cards).

] Automatically report details of possible security incidents to Google.

Privacy policy
HIDE ADVANCED Back to safety

This server could not prove that it is 192.168.0.5; its security
certificate is not trusted by your computer’s operating system.
This may be caused by a misconfiguration or an attacker
intercepting your connection.

Proceed to 192.168.0.5 (unsafe;

Figure 42: SSL certificate warnings with Web GUI (click Continue/Proceed)

You will be prompted to login. Use the same username and password as you would for the USB Serial Console or SSH. The appearance of the

login prompt may vary depending on your web browser.

The server192,168.0.5 is asking for your user name and password, The
server reports that it is from CEServices.

[7] Remember my credentials

Figure 43: Web GUI login (same user as ICLI)

After logging in, you will be presented with a status overview for the switch. Use the links on the left to navigate through the various screens.
Configuration, Monitor, Diagnostics, and Maintenance may each be expanded to show a number of sub-options.

& CEServices

Configuration
Monitor
System
Green Ethemet
Thermal Protection
Ports
State
Traffic Overview
QoS Statistics
QCL Status
Detailed Stafistics
Link OAM
DHCP
Security
Aggregation
Loop Protection
Spanning Tree
MVR
IPMC
LLDP
Ethernet Services
PTP
MAC Table
VLANs

Port State Overview

sFlow
Diagnostics
Maintenance

CEServices™ RTD StackNET™ Gigabit Ethernet Switch

Auto-refresh []

Figure 44: Web GUI home page (click the links on the left)

RTD Embedded Technologies, Inc. | www.rtd.com 47

LAN35H08HR & LAN35E08HR User's Manual



The Web GUI provides a rich help system that explains all of the options available on a page. Click the ? icon on the top right to display the help.

T . mEoE

& Be 5 @& CESenices x #H &

CEServices™ RTD StackNET™ Gigabit Ethernet Switch
Configuration . -
Sys?em A IP Configuration /2 IP Configuration Help - Internet Explorer [E=EEn =
Information
P Mode Host v X 3
;‘Ke LIECERTON [ No DNS server v -
Log [YECELZ &l [No DNS server v )
Green Ethemnet IERTT #3) [No DNS server v IP Configuration Help
Thermal Protectior
St IERTAT S ] [No DNS server v
DHCP DNS Proxy
Sra Configure IP basic settings, control IP interfaces and IP routes.
Aggregation IP Interfaces
e The maximum number of interfaces supported is 8 and the
- ) DHCPv4 IPv4 maximum number of routes is 32
(T e Delete VLAN Current Mask
Spanning Tree Enable Fallback L Address e Enal
IPMC Profile S gth
MVR 0 1.0 [o 192.168.05 O
IPMC Mode
LLOP Add Interface
SyncE Configure whether the IP stack should actas a Host or
EPS IP Routes a Router In Hest mode, IP traffic betwesn
MEP interfaces will not be routed. In | Router mode lrafiic is
ERPS Delete Network Mask Length Gateway Next Hop VLAN routed between all interfaces.
MAC Table
HLAE Add Route DNS Server
VLAN Transiation
Private VLANS This setting controls the DNS name resolution done by
Vel v e i !
Voice VLAN There are four servers available for configuration, and
> the index of the server presents the prefarence (less
index has higher priority) in doing DNS name resolution.
System selects the active DNS server from configuration
in turn, If the preferred server does nat respond in five
attempts.
“The following modes are supported:
L [From any DHCPv4 interfaces |

Figure 45: Web GUI help (click the ? on the top right)

Similar to ICLI, one must remember to save their configuration changes to the flash, or they will be lost when the switch is rebooted. Under the
Web GUI, the configuration may be saved under Maintenance > Configuration > Save startup-config.

& CESenvices

Confi i
M‘Z,':,i't?,':m on Save Running Configuration to startup-config

Diagnostics . . .
Mai?menam:e Please note: The generation of the configuration file may be time consuming, depending on the amount of nen-default configuration.

Restart Device
Factory Defaults Save Configuration

Software
Configuration
Save startup-config
Download
Upload
Activate
Delete

Figure 46: Web GUI save configuration (Remember to do this!)

6.13 Backing Up the Switch Configuration

As a best practice, one should make regular backups of the CEServices configuration. This allows you to keep progress of your work configuring
the switch. The saved configuration file may be applied to other switches as needed. Since the configuration is plain text with human readable
commands, it may be saved as a .TXT file, edited as needed, and checked into a version control system such as Subversion (SVN) or Git. A
saved configuration may be restored using methods similar to the ones listed below.

6.13.1 SAVING THE CONFIGURATION WITH A TERMINAL EMULATOR

Under ICLI, you may use the command show running-config to view the configuration. Press “g” when prompted to display the entire
configuration without pausing. Once the entire configuration is printed, it may be copied and pasted into a text file with Notepad or similar and
then saved. This may be done via either USB Serial Console, SSH, or Telnet.
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Figure 47: Configuration backup using Terminal Emulator

PuTTY and other terminal emulators include a session logging feature which automatically saves the session contents to a text file. This allows
for automatic backups of a configuration. Every time show running-config is run, it is automatically captured to the log, where it may be

extracted later.

Category:

- Session

Session logging

Log file name

B e S ==

Options centroling session logging

None @) Printable output
Al ssssion ovtput S5H packets
S5H packets and raw data

- Appearance
Behaviour

= Connection
i 55H

C:\Users'whatever'putty Jog|
{Log file name can cortain &Y, &M, &D for date, &T for
time, &H for host name, and &P for port number)
What to do f the log file already exists

Always overwrite it
® Always append to the end of it

fsk the user every time
7] Flush log file frequently

Options specfic to S5H packet logging
7] Omit knawn password fields
Omit session data

Cancel

Browse..

Apply

Figure 48: PuTTY session logging to facilitate automatic configuration backup

6.13.2 DOWNLOADING THE CONFIGURATION VIA ICLI

The ICLI copy command allows you to copy the configuration to a TFTP server on your local network. The switch must be configured with an
IP address and able to reach the TFTP server. The TFTP server must be setup and prepared to accept incoming connections, without a firewall
to inhibit the connection. The open source utility Ttfpd32 is commonly used as a TFTP server. (Configuring Tftpd32 is beyond the scope of

this manual.)

The screenshot below demonstrates how to backup the configuration using TFTP from ICLI:

Figure 49: Configuration backup using TFTP via ICLI
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6.13.1 DOWNLOADING THE CONFIGURATION VIA WEB GUI

The Web GUI allows you to download the configuration from Maintenance > Configuration > Download. The switch must be configured with
an |P address and accessible from the client PC.

CEServices™ RTD StackNET™ Gigabit Ethernet Switch

Configuration
Mcmg, Download Configuration
Diagnostics
Maintenance
Restart Device

Select configuration file to save.

Please note: running-config may take a while to prepare for download
Factory Defaults g-contig may prep

Software
Configuration
Save startup-config =
Download () default-config

Upload P b
Activate _) startup-config

Delete
Download Configuration

'® running-config

[ https://192.168.0.5/ configficfg_conf_download |

Figure 50: Configuration backup using Web GUI

6.14 Loading Factory Default Settings

When configuring the LAN35Mx08, a situation may arise where it is desirable to return the switch to the factory default configuration. The
CEServices software provides several mechanisms for doing so. This will remove any configured passwords and IP address settings. Note that
resetting CEServices to defaults does not affect the configuration of the Intel 1210, as it is controlled by the CPU board (LAN35MHO8 only).

6.14.1 LOADING DEFAULTS VIA ICLI

Under ICLI, the factory defaults may be loaded by deleting the startup configuration from the flash, and then rebooting CEServices. This may
be done via either USB Serial Console, SSH, or Telnet. Once the startup configuration is deleted, a few errors may appear on the console
while the running configuration is regenerated. These errors are to be expected and may be ignored. They will disappear one a new startup
configuration is saved.

Figure 51: Factory default configuration using ICLI

6.14.2 LOADING DEFAULTS VIA WEB GUI
Under the Web GUI, the factory defaults may be loaded under Maintenance > Factory Defaults.

& CeServices

CEServices™ RTD StackNET™ Gigabit Ethernet Switch

Configuration
Monn?,, Factory Defaults
Configuration

Diagnostics
Are you sure you want to reset the configuration to
Factory Defaults?
Save startup-config
nioad

Maintenance
Restart Device
Factory Defaulis
Software

Dowr

Upload Yes
Activate
Delete

https://192.168.0.5/config/misc

Figure 52: Factory default configuration using Web GUI

6.14.3 LOADING DEFAULTS VIA EXTERNAL LOOPBACK

The factory default configuration may be loaded temporarily by connecting Port 1 to Port 2 (GigabitEthernet 1/1 to 1/2) with an Ethernet patch
cable. At boot time, the LAN35Mx08 checks for a loopback on these ports and loads defaults accordingly. The ports must be connected
together before the switch it booted. This method of loading defaults is useful for situations where the password has been lost.
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To verify that defaults were loaded, use the command show logging and look for a LOOP_BACK_DETECTED message:

d
null

TECT-
f

Figure 53: Viewing log after loading defaults via external loopback

Note that using the external loopback does not load defaults permanently. The startup configuration is not altered. If you disconnect the
loopback and reboot, the LAN35Mx08 will return to its previously-saved startup configuration. To permanently restore the switch to the
defaults, one must run the command delete flash:startup-config and then reboot the switch. This method is described in an earlier section of
this manual. One the startup configuration has been deleted, the loopback may be removed.
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/ Troubleshooting

If you are having problems with your system, please try the following initial steps:

o Restore Factory Defaults — Restore the LAN35Mx08 to the factory default configuration using the steps described in the previous
chapter.

o  Simplify the System — Remove modules one at a time from your system to see if there is a specific module that is causing a
problem. Perform you troubleshooting with the least number of modules in the system possible.

e  Swap Components — Try replacing parts in the system one at a time with similar parts to determine if a part is faulty or if a type of
part is configured incorrectly.

If problems persist, or you have questions about configuring this product, contact RTD Embedded Technologies via the following methods:

Phone:  +1-814-234-8087
E-Mail:  techsupport@rtd.com

Be sure to check the RTD web site (http://www.rtd.com) frequently for product updates, including newer versions of the board manual and
application software.
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8 Additional Information

8.1  PC/104 Specifications

A copy of the latest PC/104 specifications can be found on the webpage for the PC/104 Consortium:

www.pc104.org

8.2  PCl and PCI Express Specification

A copy of the latest PCI and PCI Express specifications can be found on the webpage for the PCI Special Interest Group:

Www.pcisig.com
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9 Limited Warranty

RTD Embedded Technologies, Inc. warrants the hardware and software products it manufactures and produces to be free from defects in
materials and workmanship for one year following the date of shipment from RTD Embedded Technologies, Inc. This warranty is limited to the
original purchaser of product and is not transferable.

During the one year warranty period, RTD Embedded Technologies will repair or replace, at its option, any defective products or parts at no
additional charge, provided that the product is returned, shipping prepaid, to RTD Embedded Technologies. All replaced parts and products
become the property of RTD Embedded Technologies. Before returning any product for repair, customers are required to contact the factory for
a Return Material Authorization (RMA) number.

This limited warranty does not extend to any products which have been damaged as a result of accident, misuse, abuse (such as: use of
incorrect input voltages, improper or insufficient ventilation, failure to follow the operating instructions that are provided by RTD Embedded
Technologies, “acts of God” or other contingencies beyond the control of RTD Embedded Technologies), or as a result of service or
modification by anyone other than RTD Embedded Technologies. Except as expressly set forth above, no other warranties are expressed or
implied, including, but not limited to, any implied warranties of merchantability and fitness for a particular purpose, and RTD Embedded
Technologies expressly disclaims all warranties not stated herein. All implied warranties, including implied warranties for merchantability and
fitness for a particular purpose, are limited to the duration of this warranty. In the event the product is not free from defects as warranted above,
the purchaser's sole remedy shall be repair or replacement as provided above. Under no circumstances will RTD Embedded Technologies be
liable to the purchaser or any user for any damages, including any incidental or consequential damages, expenses, lost profits, lost savings, or
other damages arising out of the use or inability to use the product.

Some states do not allow the exclusion or limitation of incidental or consequential damages for consumer products, and some states do not
allow limitations on how long an implied warranty lasts, so the above limitations or exclusions may not apply to you.

This warranty gives you specific legal rights, and you may also have other rights which vary from state to state.
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