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Subject to changes and errors. The information given in this document
only contains general descriptions and/or performance features which
may not always specifically reflect those described, or which may
undergo modification in the course of further development of the
products. The requested performance features are binding only when
they are expressly agreed upon in the concluded contract.

In order to protect plants, systems, machines and networks against
cyber threats, it is necessary to implement — and continuously maintain
— a holistic, state-of-the-art industrial security concept. Siemens’
products and solutions only form one element of such a concept.

For more information about industrial security, please visit:
siemens.com/industrialsecurity
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Cloud computing applications

and services

IT infrastructures are made available in a pool via a network using cloud computing, so that
computer resources such as memory, applications or services can be accessed quickly from

anywhere.

Individual cloud application models

Private cloud
Provided for a single organization and operated inside or
outside the building.

Public cloud
Available to the public and can be used by any person or any
company.

Hybrid cloud

Consists of a private, public and/or community cloud.
Hardware and software are used differently, depending on
the type of services.

Virtual private cloud
Allows providers to appropriately manage private cloud
computing in a public cloud environment.
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On-premise operation Off-premise operation

Cloud services for different service models

Saa$S
User access to software collections and application
programs.

PaaS

User access to programming or runtime environments
with flexible, dynamically adaptable computing and data
capacities.

laaS
User access to virtualized computer hardware resources
such as computers, networks and memory.

Software as a Service (SaaS)

Platform as a Service (PaaS)
Infrastructure as a Service (laaS)

Private Hybrid Public
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Engineering —
efficient and flexible

gnuap"pafrfd SIMATIC Software Platform as a Service
offers a cloud-based IT infrastructure with
SIMATIC . .
Sof pre-installed and fully configured SIMATIC
ortware software.
Platform

Isolated

: . This engineering environment for the
Environment as a Service

SIMATIC PCS 7 process control system allows
a short-term and flexible use, which is
limited in time.

Virtual Cloud

Appliances

Platform

Cloud Virtual

Platform Appliances

Cloud Platform Virtual Appliances
The virtual IT infrastructure in the data center of the A virtual application consists of a pre-configured operat-
cloud service provider provides all necessary resources, ing system and the desired application software.

uch as computing power, memory, networks, etc. .
suc computing p - memory. oL SIMATIC Software Platform as a Service currently offers

User-friendly tools are also available for managing the different SIMATIC PCS 7 versions as fully configured
service. virtual appliances.

The cloud platform provides functionally separated A virtual appliance can also be adapted to individual
zones for different tasks while the service is being needs during use, e.g. by installing additional software.
used.

Cloud Resources Customer SIMATIC SW Windows

Project App




— Implemented with innovative
cloud technologies

Customer Cloud Platform Siemens

OEM / Machine Builder Operational Services Zone Siemens Web

o Industry Online Support
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System Integrator Standard Security Zones
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Cloud platform — structure and functions

Isolated Managed

Environment Support

Isolated Environment Managed Support

A virtual appliance and the corresponding customer Administration
access are made available in the standard security zone
as standard practice.

» Order execution
* Access control

If the customer needs to be able to use multiple virtual + User management

appliances together and at the same time, they can be * Software/template management

set up in an isolated environment.

The customer can set up a virtual network between the SIMATIC remote support

virtual appliances in this isolated security zone either The Siemens experts in the Remote Service Center are
on his own or with support from a Siemens expert. happy to provide assistance while the service is being

used and answer all questions related to the SIMATIC
engineering software.

Isolated Security Zones Remote Service Center Experts
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Your benefits
In the applications

Engineering and test environments

A large number of SW versions are necessary for the mainte-
nance, upkeep and upgrading of existing automation systems
and to ensure a long plant lifecycle. It can be very time-con-
suming and costly to install the software components, includ-
ing the legacy Microsoft operating systems, on PC hardware.

With SIMATIC Software Platform as a Service, you can quickly
and simply use ready-to-run engineering environments.

Software migration and upgrades

To upgrade a SIMATIC application to a new software ver-
sion, one or multiple intermediate versions must be used
temporarily, installed and configured, depending on the
initial version — often only for a short period of time.

You can benefit from the central provision of this software,
with no installation required.

Operator training systems

Equipment operators are often not trained on the real
equipment but on an operator training system (OTS), which
is also used to train engineers and product developers in
various tasks.

Individual simulation software makes it possible to simulate ’
the entire process based on stored process engineering

modules.




Benefit from
cloud computing

Ready to run

The availability of a standardized test and devel-
opment environment cuts costs for setting up and
configuring the infrastructure.

Flexible use ‘ The flexible use of distributed engineering
resources permits multi-project and multi-user
» engineering independently of location.
Pay per use A demand-oriented price model reduces the

investment costs to the actual use.



