
Safety Design Packages
for STM32 & STM8 MCUs



Achieve safety certifications with ST MCUs

With its Safety Design packages based on robust built-in MCU safety features, 

STMicroelectronics provides a comprehensive set of certified software libraries 

and documentation for manufacturers to significantly reduce the development 

efforts, time and cost to achieve functional safety standard certifications.

• SIL Safety Design Package 

for industrial IEC 61508 (STM32) 

• ASIL Safety Design Package

for automotive ISO 26262 (STM8AF)

• Class B Safety Design Package

for household electrical appliances 

IEC 60335-1/60730-1 (STM32 & STM8)



STM32 built-in safety features
Features
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Dual watchdogs: Independent watchdog and system 

window watchdog
HW ● ● ● ● ● ● ●

Backup clock circuitry with clock security system (CSS)
for switching to back-up internal RC in case of external clock failure

HW ● ● ● ● ● ● ●

Hardware CRC unit / Programmable polynomial
with DMA support to check embedded Flash-memory content integrity

HW ● / * ● / - ● / - ● / - ● / * ● / ● ● / ●

Supply monitoring (POR, BOR, PVD) HW ● ● ● ● ● ● ●

I/O function locking HW ● ● ● ● ● ● ●

PWM critical register protections (write-once registers) HW ● ● ● ● ● ●

Memory protection unit (MPU)
8 zones – to ensure data integrity from invalid behavior

HW ● ●* ● ● ● ●

Multiple Flash memory protection levels HW ● ● ● ● ● ●

PWM stop on core lockup HW ● ● ●

Parity bit for SRAM (1bit/byte) HW ● ● ●

Flash ECC (1): single error correction

(2): single error correction, double error detection
HW ●(1) ●(2)

Note: Cortex-M cores also have built-in safety enabling features (dual stack pointer, fault exceptions, and debug module). * : Depending on device



SIL Safety Design Package
for STM32 MCUs

Reduce time and cost to build 

STM32-based systems certified 

to IEC 61508 industrial safety 

standard

• Safety manuals

• Safety features

• Product portfolio

Development

SIL2/SIL3

ST Quality foundations



STM32 safety manuals

Detailed list of safety requirements (conditions of use)  

and examples to guide STM32 users to achieve safety 

integrity level certification in compliance with IEC 

61508.

Safety documentation 

(e.g., FMEA/FMEDA, diagnostic coverage proof, 

evidence of compliance to systematic failure 

avoidance)



Achieve SIL2/SIL3 with STM32

Single STM32

(1oo1/1oo1d)

SIL2

Two STM32

(1oo2/1oo2d/2oo2)

SIL3

Supported STM32 series:

Visit :

www.st.com/stm32-safesil

http://www.st.com/stm32-safesil


ASIL Safety Design Package
for STM8AF MCUs

Reduce time and cost to build 

STM8AF-based systems certified 

to ISO 26262 automotive 

functional safety standard

Visit : www.st.com/stm8safety

• Safety manuals

• Safety features

• Product portfolio

Development

SIL2/SIL3

ST Quality foundations

http://www.st.com/stm8safety


STM8AF safety manual

Detailed list of safety requirements (conditions of use)  

and examples to guide STM8AF users to achieve 

Automotive Safety Integrity Level (A or B) in 

compliance with ISO 26262.

Safety documentation 

(e.g., FMEA/FMEDA, diagnostic coverage proof, 

evidence of compliance to systematic failure 

avoidance)



Class B Safety Design Package
for STM32 and STM8 MCUs

• Certified ST self-test libraries

• Optimized code based on 

STM32CubeHAL or SPL

• Safety manuals (guidelines and 

examples)

• Worldwide standards coverage  

(IEC, UL, and CSA)

Reduce time and cost to build 

STM32 & STM8 based systems 

certified to IEC 60335-1 and 

60730-1 household electrical 

appliance safety standards.



Class B Safety Design Packages
Package name X-CUBE-CLASSB STM32-CLASSB-SPL STM8-SafeCLASSB

Series covered STM32 F0 

STM32 F2 

STM32 F3 

STM32 F4

STM32 L0

STM32 L1

STM32 F0

STM32 F1

STM32 F2 (*)

STM32 F3

STM32 F4 (*)

STM8AF

STM8AL

STM8L

STM8S

Self-test libraries 

based on

STM32CubeHAL STM32 Standard Peripheral

Libraries

Optimized direct access to 

registers

Certification UL, 2015 VDE, 2012

IEC 60335-1 and 60730-1

international standards coverage

IEC, UL and CSA IEC

Safety manual (guidelines) AN4435 AN3307 AN3181

Portability between MCUs Optimized thanks to STM32Cube Limited Limited

New series support STM32F7 and STM32L4

will be supported

No No

(*) Derived packages

(not certified)

http://www.st.com/content/st_com/en/products/embedded-software/mcus-embedded-software/stm32-embedded-software/stm32cube-expansion-software/x-cube-classb.html
http://www.st.com/content/st_com/en/products/embedded-software/mcus-embedded-software/stm32-embedded-software/stm32-standard-peripheral-libraries-expansions/stm32-classb-spl.html
http://www.st.com/content/st_com/en/products/embedded-software/mcus-embedded-software/stm8-embedded-software/stm8-safeclassb.html
http://www.st.com/st-web-ui/static/active/en/resource/quality_and_reliability/quality_certificate/certification_document/UL_certificate.pdf
http://www.st.com/st-web-ui/static/active/en/resource/quality_and_reliability/quality_certificate/certification_document/VDE_certificate.pdf
http://www.st.com/resource/en/application_note/DM00105610.pdf
http://www.st.com/resource/en/application_note/CD00290100.pdf
http://www.st.com/resource/en/application_note/CD00268777.pdf


ClassB Safety Manuals

Guidelines and examples for STM32 users to achieve 

Class B certification in compliance with IEC 60335-1 

and 60730-1.



Package name

Achievable 

safety standards
IEC 61508 ISO 26262

IEC, UL, CSA 

60335-1

60730-1

Certification

ST Firmware 

Platform 

STM32-SafeSIL STM8A-SafeASIL STM8-SafeCLASSBX-CUBE-CLASSB

IEC 60335-1

Safety Design Packages for STM32 & STM8 MCUs

STM32-CLASSB-SPL

MCU support

STM32 Standard

Peripheral

Libraries

Direct 

accesses to 

registers

Automotive

http://www.st.com/content/st_com/en/products/embedded-software/mcus-embedded-software/stm32-embedded-software/stm32-3rd-party-embedded-software/stm32-safesil.html
http://www.st.com/content/st_com/en/products/embedded-software/mcus-embedded-software/stm8-embedded-software/stm8a-safeasil.html
http://www.st.com/content/st_com/en/products/embedded-software/mcus-embedded-software/stm8-embedded-software/stm8-safeclassb.html
http://www.st.com/content/st_com/en/products/embedded-software/mcus-embedded-software/stm32-embedded-software/stm32cube-expansion-software/x-cube-classb.html
http://www.st.com/content/st_com/en/products/embedded-software/mcus-embedded-software/stm32-embedded-software/stm32-standard-peripheral-libraries-expansions/stm32-classb-spl.html


www.st.com/stm32safety 

www.st.com/stm8safety 

http://www.st.com/stm32safety
http://www.st.com/stm8safety

