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1. Introduction:

The MosChip MCS8140 NAS USB-IP Combo solution not only allows you to add
storage space onto your home or office network but also allows you to work with the
remote USB devices over a local network as if they were connected directly to your local
PC.

Key Features of the application are

e Integrated USB-IP and NAS solution.

e USB Port 0 and Port 1 are USB NAS ports. Any Mass storage devices
connected to these ports will be detected as NAS drives

e Enables IDE or SATA based hard disks to be connected using PCI
IDE/SATA Controller

e The USB Port 2 and Port 3 are USB-IP ports, any device connected to these

ports can be virtualized on to the client PC

Allows USB Devices to be used and shared by client PC's on LAN.

Supports wide variety of USB devices.

Supports both Ethernet and Wifi networks.

Supports printing to USB printer from both Wired and Wireless Interface.

Supports printer auto-reconnect while sharing the printer from Client PC's.

Supports auto sharing of USB devices.

Supports USB device safe removal.

User-Friendly Application interface.

As a part of NAS solution any IDE or SATA based hard disks can be connected through
a PCI based SATA/IDE controller on MCS8140 PCI Host interface. Apart from the fixed
SATAJ/IDE drives, the MCS8140 NAS solution enables on-the-go connection of USB
Storage drives onto the 2 USB ports.

The USB Port 0 and Port 1 are USB NAS ports. Any Mass storage devices connected to
these ports will be detected as NAS drives and needs to be manually shared onto the
network. Any other device connected to these ports will not be detected or available.

The USB Port 2 and Port 3 are USB-IP ports, any device connected to these ports can be
virtualized on to the client PC using the USBIP ADMIN Utility.
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Figure: NAS USB-IP Combo Setup

Access to the Network disks (SATA/IDE or USB) can be password protected and can be
securely accessed over the network. The MCS8140 NAS Application has IPSec feature
which utilizes the built-in Hardware Encryption Block to establish a Virtual Private
Network (VPN) on-the-wire security.
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2. Windows utility

USBIP Admin utility Setup is an Install Shield based application, which can be used for
installing, uninstalling and upgrading the MCS8140 Client S/W. Please run the self-
explanatory Install shield application to install the MCS8140 Admin Utility.

Admin utility is an application, which virtualizes the devices that are connected on the
remote USB-Server. USBIP Admin utility can also be used for configuring the USB
server device (on the board).

2.1. Virtual USB-IP Driver S/W

This contains a Virtual Bus Enumerator driver & Virtual Bus driver. These drivers will
help in vitalizing the USB devices, for each attached device on the USB-Server.

Virtual Bus driver takes the USB traffic from the USB Client drivers and passes it to the
USB-Server, which is sitting remotely on the network.

As soon as the utility is installed this application will be placed in the system tray as
shown in the figure below.

USBIP
Admin tool

< ARTOBIZ0

Double click the icon on the system tray to view the Full screen mode of the PC client

application as shown below.
== USBIP Admin E@@

File Functions Device Mapping  view Help

ad ' @

=3 Device Mapping Server Details
_':Qﬁ Device Info Port Class Status

2/8/2007 16:41:27
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The application has four panels, which are docked in the application.

1) Main window: This displays all the Device server and the USB Devices
connected on them

2) Function Panel: This panel enables to switch between the Device Mapping and
Server Manager Application.

3) Device Details Panel: This displays the more verbose information of the server
and the device selected on the main window.

4) Log panel: Any event on the USB server creates a log in the Log panel. This helps
in continuous monitoring of USB device servers on the network.

MCS8140 Admin Utility has two main functionalities built in

a) Device Mapping
b) Server Manager

2.2. Device Mapping:

Device Mapping enables virtualization of all USB Devices connected to the MCS8140
board on the LAN on to your local PC.

Click on the Green Arrow Button in the Admin utility to start the device mapping, which
will automatically start the ‘Found New Hardware’ wizard to install the Virtual USB
driver.

Continue the Add New Hardware wizard to install the Virtual USB driver for the
MCS8140 Admin utility.

Make sure “Search for a suitable driver for my device (recommended)” is selected. Click
on Next and the Operating System automatically searches for the driver until the Virtual
USB over IP driver is installed.

Make sure that you click on “Continue anyway” if a Windows dialog pops up about the
Digital Signature as shown below.

Software Installation

L | ': The zoftware pou are inzstalling has not passed “Windows Logo
L tezting to werify itz compatibility with windows <P, [Tel me why
thiz testing is important. |

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop thiz installation now and
contact the software vendor for software that has
paszsed Windows Logo testing.

LContinue Anpaay I
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Power on the MCS8140 board and connect a Ethernet cable from the Mcs8140 Ethernet
port to your Local Area Network.

The USBIP Admin utility is capable enough to identify the MCS8140 USB servers by it’s
IP address on the network. As soon as the MCS8140 box is detected with a specific IP
address the Windows automatically invokes a Found New Hardware Wizard to install the
drivers for the USB server box.

Continue the Installation to see the MCS8140 hoard and the USB devices connected in
the Admin utility as shown below.

NOTE: For proper enumeration of device remove the Firewall from the Windows
Machine.

< USBIP Admin
File Functions Device Mapping Yiew Help
o) Device Mapping Server Details
53.:,'4_-’:. Device Info Port Class  Status
Device Mapping —! 192.168.3.22 { Loaded Successfully }

¢

Server Manager

. i "'-"' 7 16:4215 Stal . I ap; u'u: Funchionality.
2 02-08-2007 : 16:42:21 erver 192.168.3.22 Arival
3 02-08-2007 : 16:4221 Server [192.168.3.22] Arrival Motification Successful Il

Devios Mapping Log | Server Manager Loo

Server (192, 166,3.22) Arrival Notification Successful, 1! |2]8/2007 16:42:29

In the Device mapping Window, all the USB devices are shown as a tree under the USB
Server.
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Right click on any device and click on “Connect” to virtualize that USB device onto your
PC as shown below .

“=LISBIP Admin

File Functions Device Mapping Yiew Help

___é_, i Q' a’\ '- J v‘-
Ea Device Mapping
iﬁ: Device Info Port Class  Status

Bisvice:Magiping =8 192.168.3.22 { Loaded Successfully )
vid_Od8ctPid_0001 514 Audin Connected

,__'-"-.-"i-:I_IZI4E;.:|:§-:F'i-:I_IZIE:4[I 51F s P
" & Conneck

=

:J Lisconnect

Server Manager

2.3. Server Manager:
Server manager enables the Administrator to configure MCS8140 USB server on the

network.

“Z USBIP Admin DEX
File Functions Server Manager Yiew Help
5 Server Manager - Found O Servers(s) Server Details
_;:%_ S.No. Model MAC Address IP Address Status
Device Mapping
Server Manager
8] | 5
Connected Clients (IP : USB Port)
£ | ] |1 |
S.No Date : Time Description
£ »
De: wgg t‘!ﬁ,ﬂﬂmﬂ'. oo Server Manager Log j
Server (192,168.3.22) Depature Matificstion Successful. 1l (21812007 16:59:32

The Server Manger also has an option to search for the USB servers on the Network.
Right Click on the Server Manager Main window and Click on Search server as shown
below .
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= USBIP Admin

File  Fupctions Server Manager Wiew Help

a1 Server Manager - Found 0 Servers(s)
;ﬁ SMNo.  Model MAC Address IP Address Status

Device Mapping

¢

Server Manager

‘Q Search Servers

Yestore Fackory Defaulks

x5 I |

It pops up the “Searching for Servers’ dialog and list all the MCS8140 USB server
devices on the Network as shown below

#® Searching for Servers

Searching far Servers... x Stop
Found 1 Server(z), remaining time = 1 second(s)

No Maddel MAC Adiress IP Adilress

1 MCSE140-1 0-60-c2-1b-70-2 192.168.3.22

< I

The USB Device Server search is password protected and should be unlocked in order to
configure the selected device.
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“= USHP Admin

B Fuplern S Manager Yom b
z
Ay [ Server Manager - Found 1 Servers(s) ‘Server Details
a‘ﬁ Sho. et MAC Radrees W0 Addess “Statis
Device M ] | MCSUT40- < ok

1 QOB2007, 170114 No Servers found !
2 @007, 170125

1 Senver 1) Found

Deiia Mo kaa Seve Mensoes Lo |

Server {102, 168.3.22) Arvhval Motfication Successul. il

A7 170348

On selecting “Un-Lock’ the password dialog pops up as shown below. Key in the
password in the ‘Password’ dialog. The default password for the USB IP Server is
“moschip”

x|

Enter Passwor d

If the Authentication is successful a ‘Unlock OK’ dialog appears.

Now the Device server can be configured for various settings as given below.

MosChip Semiconductor Tech Ltd  Revision 1.0
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2.3.1. Server Configuration:

Server Manager has an option to change Server Configuration settings through USBIP
Admin Utility.

To open server configuration window right click on the MCS8140 server displayed on

the Server Manager Main window and select “Server Configuration” option as shown
below.

< USBIP Admin

EEX
fle Functions Server Manager Yiew Help
F Server Manager - Found 1 Servers(s) Server Details
;‘:ﬁ_ SMNo.  Model
Device Mapping [T [ MCS&1a0d

4

Server Manager

Connected Clients (IP ; USB Port)

o]

Slo Date : Time

02:08-2007, 17.01:14
02-08-2007. 17:1:25
02-08-2007, 17:05:05

=

Device Magoina Loa_Server Manager Log

Device 192,168,3,22 | 261 Connect Intimation Successful

O ®E 7 % UseP Advin A ush-ip: Mo, |

It pops up Server Configuration window as shown below.

# Server Configuration

X

r Infarmation B asic Settings ] |P Settings ] Password ]
Model Mame :
MCS8140 Hndife
Mac sddress Server Name:
0050 e be 7 0:21

Serial Mumber :
£0000
Firmweare Werzion :

1.0013

i Save ‘ x Cancel

MosChip Semiconductor Tech Ltd  Revision 1.0 11
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Basic Settings Page:

The Basic Settings page allows you to specify a server name. Check the modify box and

enter server name as shown below.

% Server Configuration

r Information

Model Name :
MCSE140

tMac Address
00:50:c2: 1h: 70 2F

Serial Mumber :
E0000

Firrmsare Y ersion @

1.00132

Basic Settings | 1P Settings | [ Password |
¥ Madify
Server Mame: useiH
i Sawve | x gam:el|

IP Settings Page:

The IP Settings page allows you to modify MCS 8140 box IP Address as shown below.

¥t Server Configuration

r Information

Model Mame :
MC58140

Mac Address
00:50: c2:1be 70:2f

Serial Mumber :
E0000

Firmweare Yersion :

1.0013

X
Basic Seftings| IP Settings | Password |
o
IP Corfiguration: | |
IP Address: |
Subnet Mask |
Gate'way: |
i Save | x cancel |

The Default IP Address is 192.168.3.22

To modify the IP Address of the MCS8140 box, check the ‘Modify’ box and Select IP
Configuration (Select IP configuration Static/DHCP from IP Configuration drop-down

box) as shown below.

%% Server Configuration

r Information
odel Name
MCS8140
Mac Address :
005002 1k 70: 2f

Serial Number

EO000
Firmnware Wersion :

10013

Basic Saltings| P Settings | Password |
V¥ Modity
IP Configuration: Static j
|DHCP |
IP Address: B _ ]
SubnetMask | 255 . 255 . 256 . O
Gateway: | 192 . 168 . 3 1
i Save | x Cancel

MosChip Semiconductor Tech Ltd
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After Selecting IP Configuration key in the IP Address of the MCS8140 box in the IP
Address field followed by proper Subnet Mask & Gate Way as shown below.

% Server, Configuration @
" Information Basic Seftings| P Settings | Passwon d|
tdodel Mame
MCSE140 ¥ Macify
Mac Address -
macess 1P Configuration: [T - |
00:50:c2:15:70:2f
Cerial Nurber - IPéddess [ 132 . 188 . 3 . 24
LY SubnetMask | 255 . 255 265 . O
Firnmerare ersion :
R Gateway | 192 . 188 . 3 . 1
i Save | x cancel

After entering IP address, Subnet Mask & Gate Way then click on “save” button. Then
USBIP Admin shows progress bar for some time and after it pops up a message box as
shown below.

USBIP Admin

‘!J) Server [ 192,168.3.24 ) configuration saved successfully 1

Note: Every board in the network is identified by its IP address. The utility treats each
IPaddress as unique device. Even if the IP address of the box is modified it treats the
same box as a different device and will pop up a Found New Hardware Wizard.

Continue the Found New Hardware Wizard to install the Virtual USB-over-IP bus driver.

Now MCS 8140 box appears with changed IP Address under USBIP Admin utility.
Password:

The Password Settings page allows you to change or Enable/Disable password of the
MCS8140 box. The Password settings page will be as shown below.

¥ Server Configuration E‘
[ Infarmatian Basic Setl\ngs] IF Settings Paszsword ]
todel Name :
MCS8140 I Hadhé
Mac Addiess ~
00:500c2:1 be70:2f
Serial Mumber : ™ Modiy
E0000
New Pagsword :
Firmweare Yersion :
10013 Confirmn Pazsword:
i Save ‘ x cancel

Check the Modify box to Enable or Disable password option to MCS8140 box.

MosChip Semiconductor Tech Ltd  Revision 1.0
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2.3.2. Upgrade Firmware.

MCS8140 USB Server Firmware can be upgraded remotely using the Firmware upgrade
option. Select the server on the Server manager. Right Click on the server and Select
Upgrade Firmware option to upgrade the firmware.

=< USBIP Admin

File Functions Server Manager %iew Help

54 Server Manager - Found 1 Servers(s)
iﬁ S.No. Model MAC Address P Address Status
Device Mapping WS 81401 [-50-c2-1b-710-2f

‘;‘D Search Servers

! @ Upgrade Firmware

Server Manager

‘m Server Configuration

. Restore Factory Defaulks

Select the file to be upgraded by click on the Browse option in the “Select File” dialog as
shown below.

 Select File <]
Give File Path
|D:'\'I Aulp_ 2007 upgrade. tar.bz2 g Brow=e
i Trans fer E:g_ Cancel |

A upgrade.tar.bz2 file is required to upgrade the firmware. The upgrade .tar file can be
downloaded from MosChip website.

Click on “Transfer” to upgrade the firmware. A firmware upgrade status is displayed
which automatically relinquishes once the transfer is completed.

. Firmware Upgrade Status E|

Uploading file : upgrade.tar. bz2

S.Ma. | IP &ddress | % Completion | Status |
1 192168.3.22 Uploaded - 100% Uploading..

| Processing Please Wait..... x Cancel

As soon as the transfer is completed, the MCS8140 USB server box automatically restarts
to apply the upgraded firmware settings.

MosChip Semiconductor Tech Ltd  Revision 1.0 14
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2.3.3. Restore factory defaults.

Right click on the MCS8140 Server under Server Manager Window and select the
Restore Factory Defaults function to obtain Default settings as shown below.

2 LUISHIP Admin

Ble Fuplirs  Jerver Manager  Yew Help

e | Sarver Manager - Found 1 Servers{s) Servr Details
;ﬁ: [m Muded MAC Al vss P Alerss Status
Devics Magging _mm—m
¢ |
'i Lpgrade Brmusen
A Penson -El- Sever Lorfigration
|!.| Estore Fattory Defauts
| Cotnected Cliens 185 USE Port) |
< »
SHo Dt Time =

0208-2007, 17.01:25
02082007, 170606
V2082007, 174138
0209-2007, 10305 1
02082007, 184338 5
02082007, 185620 Restering Lactory default valuss

U24U8-2007, 18560 Hestore lactoy del ol vabas succesid

02:00-2007, 185324 1 Servert] Found

10 02082007, 185929 Unlach suconsshd It

n (GO0 2007 185541 Server [ 197 1F8 377 | ennhguraion saved successhily

e A A b

Server (192 160.3.25) Depature Mobficstion Successful. |F 2007 19:02:13

= CINWINDCWEAS, |

Then USBIP Admin Utility pops up a window asking for to continue or not. If we select
Ok button it will get default settings.

USBIP Admin [X|

- J Restoring Factory defaulk values, Do you wank to conkinue?

Cancel |

2.4. Printer Auto-Connect:

USB Admin Utility enables Printers be shared between multiple clients making it a
bidirectional Print Server. In order to share the printer between multiple clients the user
may need to connect the printer at least once to install the driver for the Printer.

MosChip Semiconductor Tech Ltd  Revision 1.0 15
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Once the printer is enumerated disconnect the Printer form the Device Mapping Window,
S

Select the Printer Auto Reconnect button e on the Menu bar to open the Printer

Auto-Connect Window.

%" Printer AutoConnect

MNote:
The Printer Auko Connect Feature, aukomatically Connects and Disconnecks your prinker from wour
compuker every time you give a prink,

Plzase make sure wour prinker has been setup and configured propetly to print Fram your machine,
before enabling Auto Connect for vour printer.

To enable Auto Connect, dick the check box next to wour Printer's name,

Printer Name ServerlP Port
EPSON Stylus C8T Series 192.168.3.22 258
< >

= §ave‘ x ﬂxit.|

Select the Printer which was connected and Click on “Save” and close the Window.

Once the Printer is configured for Auto-Connect mode, It remains free as long as the
Printer is connected and becomes “Busy” only when a user prints to the printer
connected.

Multiple User print jobs will be executed on a time sharing basis.

MosChip Semiconductor Tech Ltd  Revision 1.0 16
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3. Web Server

The MCS8140 NAS USB-IP Combo has a user-friendly web browser interface to
configure the box.

To open the web interface just type the IP address of the box http://192.168.3.22:901 in
the browser. (Make sure that the proxy server is disabled on your PC's Internet explorer).

A dialog prompts for the username and password. The username is “root” and the default
password is “moschip™.

rCUJJJjEE‘[ o 07.116853) 27, h’]%
i h
Secure-MAS
User narne: [ 5 L:J

Password:

[ Remember my password

OF Cancel

I the authorization is successful, the Home page of the MCS8140-NAS application will
be seen as shown below.

= Meoschip Secure-NAS - Windows Internet Explorer

WO | Houhip Seore NS fat = E) - i - Feson = () Took -
MosChip
Secure NAS

MosChip Semiconductor Tech Ltd  Revision 1.0 17
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3.1. Network Settings

The “Network” tab allows you to configure both wired as well as wireless interfaces. For
the wired side we can configure the Static IP manually or set the box to automatically

obtain an IP address by setting to the Dynamic (DHCP) mode. (Make sure that the DHCP
server should be in ON).

/2 Moschip Secure -HAS - Windaws Internet Explorer

o - B Betpi 192, 160, 2. 22901 frastvork. o | | P =
(<]
-
W | o secwehas F- B o [reege v g
MosChip
Secure-NAS

uuuuuuuuuu

MNetwork Settings
Select network interface type: | wired LAN T Wirsless LAN

wired Configuration

Select Server IP Type: & | Suaic | Synamic{SHCs)

address : 192.168.3.22
sk 1 258.285.255.0
eway 192.168.3.1

5 @ trtarat o -

If the user selects the Network Interface type as “Wireless LAN” the browser shows the
Wireless configuration web page as shown below.

= Maschip Secure NAS - Windows Internet Explarer

@ - 8 hetpcff152. 160,32 22:901 dnetwork_wii ¥ 4 K =

ﬁ_-v

L | Mo Secure-NAS -8 s e - Tk -
MosChip
Secure- NAS

Version 0.0.4

Network Settings

Salact network Interface type: ¢ wired LAN |7 Wirelass LAN

iredess Conl

Select Server 1P Type:

Static 1P address 192.168.11.2
Subnet Mask 255.255.255.0
Default Gateway : 192.168.11.1

MosChip Semiconductor Tech Ltd  Revision 1.0 18
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Select the Server IP Type, and select Static in order to change the IP address, Subnet
mask and Default Gateway of the Box. If the choice is made as “Dynamic (DHCP)”, the
box will automatically try to get an IP Address from the wireless router available.

In the Wireless configuration the application can also list the Wifi access points available
in the network in the Wi-Fi Router Name.

If the choice has to be made to connect to a specific Wireless Router or access point
choose “Select” radio button and select the Wireless router in the dropdown menu.

If the network is security enabled, then select the Encryption as On and select the key
type as either ASCII* or Hex* and key in the pass phrase in the Key value box and click
on Connect to connect to Wi-Fi network.

Note *: Setting up of Hex or ASCII key is mostly Wireless Router dependent

3.2.  Secure NAS Settings

The web-server has separate webpage to configure Secure NAS. Click on the Secure-
NAS tab to view the secure NAS settings in the Combo NAS USB IP solution.

(= Moschip Secura-NAS - Windows Internat Explorer

MosChip

Secure-NAS

Share Parameters

hiepif192. 168, 3,22: 901 NAS o & trkrenet & e -

MosChip Semiconductor Tech Ltd  Revision 1.0 19
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3.2.1. Shares setting:

The “Shares” tab is for creating/editing/deleting a share. A share is the partition of the

disk that you want others in the network to access. When a disk is connected to the NAS
box the partitions and their statistics will be shown in this page.

2 Meschip Secure NAS - Windows Interne! [xpharer

= | iz en.3 220 s o [+ A=
& -

LR T —— b

= 1t g = () Teoks -
MosChip o]
Secure- NAS
........
Share Parameters
15160, 3 22 0 LIRS O @ Ireoret s -

Specify the name in the “Enter a New Share Name” field to create a new share. If you
have already created a share then they will be shown in the “Select to Edit Share” and
“Select to Delete Share” lists that will allow you to edit/delete the shares.

When you click “Create Share” the parameters required for creating a new share are
displayed.

2 Weschip Secura-NAS - Windews Intarnal Explorar

@ =[] el e zm e Al &
-

W Mot Seaanns

- - e @Tahc
MosChip
Secu re-NAS
Share Parameters
pendrivel ¥
pendrivel ¥
Enter parameters for @ pendrivel
L Bprion: Kingston_DataTravelerthin_S0731A000112_1 %
Bazc Cutions
Security Dotions
vaidusers
randery Mo
questes Ne ™
Browse Qotions
browseable Yes ™
Miscellaneous Options
svalable Yes &
hitpi {162, 160.3.22:501 jshares QG inbemet H 100 -
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Once a share is created by some the name (Ex: “flash_drive”), then you will be prompted
to enter the parameters for the share.

Select Partition: Select the partition which you want to access with the given share
name.

e Comment: Comments that you want to give for a share (optional setting)

e Validusers: Give the users separated with commas who are authorized to access
this share. If no user is listed then all will have access to that share. (optional
setting)

e Readonly: Set read/write permissions for the share. Default is “No” which is
read/write permission.

e Guestok: Access the share with no password with account specified under guest
account.

e Browseable: This controls whether this share is seen in the list of available shares
in a net view and in the browse list.

e Available: This parameter lets you "turn off" a service. If available = no, then ALL
attempts to connect to the service will fail

For normal use you need not edit any parameters except selecting the required partition.
Click on “Commit Parameters” button and your share will be ready.

3.2.2. Users Settings:

In the “Users” tab you can add/delete/enable/disable a user. You can also change the
password for a specified user. The list of registered users will be displayed at the bottom.
Enabling/Disabling a user means if a user has been created and you want the user not to
access any share then you can disable that user. Means he will not be entirely deleted but
only restricted to access any share.

MosChip

Secure-NAS

Do o G teveren Hoaoow -
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A username “moschip” is by default present, which is shown in the Registered User(s)
table.

3.2.3. FTP settings:

In the “FTP” tab you can configure FTP server in the NAS box so that users can connect
to it through FTP also and access their files. There is only a single username “ftp-admin”
through which any user has to connect through FTP. In this page only the password of
that username can be changed by the administrator.

Here you can configure the FTP server to allow anonymous logins where any user can

login by giving username as “anonymous” and any password. Read only or read/write
permissions can also be set.

{2 Moschip Secure-NAS - Windows Internet Explorer

@\;J,v \ghnp:mgz.ma.azz:gm/&p “" )| ‘ |p -

@ -

w & I@Muszhupﬁezure-ms lil B v Bl = - [hpage ~ (FTook -+
MosChip
Secure NAS

n0.0.4

Home Network Secure- NAS virtual USB
Shares Users FTP_ Security  Status

FTP Parameters

FTP Status: | Enable & | pisable

hittp:/192.168.3.22:901 ftp

(@ € rternet #100% -
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3.2.4. IPSec Security Settings

In the “Security” tab you can configure a VPN with a client for secure access to the box.
The box uses IPSec for establishing a VPN.

S| 8 s Secure- s - B - & - [oreee - £ Tes -
MosChip
Secure-NAS

& @ trternet Hoow =

By default the security will be disabled. Then we have the encryption and authentication
settings. The MCS8140-NAS will support 3DES, AES128, AES192 and AES256
encryption techniques and MD5, SHA1 authentication techniques.

Encryption: v 3DES i AES1Z28  AES192  AESZ2EG
Authentication: o MDS & SHAL

The “Key Management” allows setting the type of key management whether Auto IKE
(Internet Key Exchange) or “Manual”.

In the below figure the “Auto (IKE)” is selected. Under this you have an option for
enable/disable PFS (Perfect Forward Secrecy) which is useful for key exchange. The
“Pre-shared Key” field is to specify what key to use and the “Key Life Time” field is the
amount to specify the key lifetime in seconds.

Key Managerment: Auto (IKE) =] Apply I

PFS: ¢ Enable @ Disable
Prashared Key: moschip
Key Life Time: 3600

MosChip Semiconductor Tech Ltd  Revision 1.0 23



nOSCI'IP MCS8140

SEMICONDUCTOR NAS USB-IP USER MANUAL

The below figure is the “Manual” configuration of Key Management. Here we have to
specify the “Encryption Key” as well as the “Authentication Key”. Apart from these we
have a SPI (Security Parameter Index) field with which the SA’s (Security Associations)
will be identified.

Key Management: Manual j Apply I

Encryption Key: ABCDEFGHIIKLMNOPS
Authentication Key: ABCDEFGHIIKLMNOP
SPL Ox100 { 0x100 to Oxfff )

The connection status (Disconnected/Connected) will be displayed at the bottom in red.

Connection Status: Disconnected

Please check the Appendix section to know on how to configure IPSec on a Windows XP
machine.

3.2.5. Status page

In the “Status” tab you can view the NAS server status, active connections, active shares
and opened files in a very informative way.

= Moschip Secure-HAS - Windows Internet Fxplorer

G T £ heigeifi92. 160.3.22: 901 istakus aallhe 2183 » -
&®-
WG| s Seore-NAS

MosChip

Secure-NAS

E

poweeeNC N |

e
i

Active Connections

PID Client 1P address Date Wil

Open Files

FID | Sharing | R/W | Oplock | File Date

hitg 1192, 168.3.22: 901 st atus 0 G et # 100% -
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The “Auto Refresh” button when clicked will keep on refreshing the page based upon the
given refresh time interval.

The “Active Connections” will display the IP addresses and the PC names that have
connected to the NAS box. In the “Kill” column you can close a connection by clicking
“X” mark. But the client can re-establish the connection.

The “Active Shares” page will display which share is accessed by which client. The

“Open Files” will display which files are currently opened by which client. The file
permissions are also displayed here.

3.3. Virtual USB-IP Settings

The web-server has separate webpage to configure Virtual USB server settings. Click on
the Virtual USB tab to view the USB server settings in the Combo NAS USB IP solution.

= Meschip Secure-MAS - Windows Internat Explorer =)
@ - | hetmeirs 160322 900t ol Sedf L
L

W B | 8 Moschip SecureNAS fi~ B - v rReoe v Tk
MosChip

Secure-NAS

Introduction

About

IP enables serking mith the remote USE deviees sves o local netwsek or Interret

g2, 160, 322501 st 2 @ Intermet 4o T
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3.3.1. Status Page

g v | ] Wetpcf{R92, 15653, 72-901 frubakobusPredreshy_inkorviie 208 tinesbre | 45 2 i

Woa | gl S HAs - o = [k Eege - £ Tonk -
MosChip

Secure NAS

....... 0.0.4

aduch Statu
irtual USB Device Status

[ o G brkrenet & e -

The status page displays the current status of the USB devices attached.

Device Status:
Vendor Id
Product Id
Class Id
Peer-ip address
Status

This status page is updated automatically every 10 seconds and it shows the device
connected to MCS8140 board.

The Device Status table shows the Vendor Id, Product Id, Class, Peer-IP and the Status of
the Device connected. The Peer-1P is the IP Address of the computer on which the device
is currently accessed. Whenever any Device is Busy the Status of that device changes to
“BUSY” and whenever it is not being used it changes to “FREE” as shown below.

s.no vid pid class peetip status
1 Ozdéd 0192 Camera 0.0.0.0 FREE
2 OxSaf Ox&387T Mass Storage Device 192,168.3.23 BUSY
3 O=dbd 0x&830 USBZ.0 Storage Device 192.168,3.23 BUSY
4 ousaf OxE387T Mass Storage Device 0.0.0.0 FREE
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3.3.2. Upgrade Page.

The Upgrade page allows you to upgrade the firmware.

7 Menehip Sseurn-MAS - Windewa Internat Explarer

@' = B b1, 0,25 500 hapgrads || P

D

]
i?
%

WO @Mosti Seoue G

MosChip
Secure-NAS
Lipgrade
E = ame
rerwns
Done. O & Inbemet # 100~

Select the file to be upgraded by click on the Browse option on the Upgrade page as
shown below.

Choose file |EHZ|
Lookjre | £ 130uy_2007 =l @@ e m-
Ty .mcsBHU -uship
4 [£] README
My Recent %tftpdﬁ
Documents -
@ .LIShID ffs
Desktop
My Dacuments
by Computer
My MNetwark  File name: uparade. tar hd Open
Places ‘ J I—I
Files of type: [l Fies ) Ea Cancel

A upgrade.tar.bz2 file is required to upgrade the firmware. The upgrade .tar file can be
downloaded from MosChip website.
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‘2 .: us b -ip:. - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

@Back = u}) @ @ k;j /:"Search *Favorites el\"ledia @ E,:':- I‘?"r"' @ *

Address Lé:[ http://192 . 168.5.22:8080fupgrade. html

MosChi

USI

| home | network | | status ] | uparade | [ thanks |
‘welcome, root
server sUrnmary | _L_.lpgrade
| Serial Number - 60000 : ;
Server Name - moschip FPlease specify the file name:
Server Model - MU4 |C:\Documents and Settings\pavaniDesktop] Browse.. |

| Fw Wersion - 1.0.0.9

[ uparade | [ = clear

network summary - wired |

Mac id - 0D:B0eF 12 et 4
Server IP - 192.168.3.22
Subnet - 255.255.255.0

Sateway - 192.,165.3.1
IP-Conf - Static IP

Click on “upgrade” to upgrade the firmware

A .: us b - ip:. - Microsoft Internet Explarer

File Edt ‘View Favorites Tools Help

@Back = d @ @ ¥;j pSearch ‘{;‘\?Favurites eMed\a @ DE:{- ;:\; J

Address @ http:/f192.168,3,22:8080/upgrade-status, htrl

MosChip

USB/IP

WVersior

[ home | [ network | [ status | [ upgrade ] thanks |

welcome, root
server summary File Successfully uploaded

Serial Humber - 60000 Restarting device...Please
Server Mame - moschip wait for a while

server Model - NU4
Fwi Version - 1.0.0,9

netwark summary - wired

MAC id - 00:80:67:12:ef 44
Server IP - 192,168.3.22
Subnet - 255.255.255.0
Gateway - 192.168.3.1
IP-Conf - Static IF

A file successfully uploaded message is displayed and the webpage also indicates that the
MCS8140 USB server box is restarting to apply the upgraded firmware settings.
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4. Accessing the Network drive:

Ensure the PC IP Address and Box IP Address is in the same subnet.
The network drive will be available on “My Network places” of Windows operating
system.

Goto My Network places> Entire Network>Workgroup>mcs8140 as shown below to
access the network drive on MCS8140.

Shortcut: Goto Programs > Run. Type the box IP address in the Run Dialog as show
below.

| J a‘
= Type the name of a program, folder, document, or
Inkernet resource, and Windows will open it For you,
Open: | D
[ [o]:4 ] [ Cancel ] [ Browse. .. ]

Type the box name in the Run dialog as follows: \\mcs8140

’I{u” Ja‘

= Type the name of a program, Folder, document, ar
5 Intermet resource, and Windows will open it For vaou,

=1 H D

2

[0]'4 ][ Cancel H Browse... ]

MosChip Semiconductor Tech Ltd  Revision 1.0 29



A MOXCFiP MCs8140

SEMICONDUCTOR NAS USB-IP USER MANUAL

5. Additional Information

5.1. Wireless USB Server

The current USBIP Server release has driver support for Prism chipset based Wi-Fi cards
and Broadcom BCM 4306KFB chipset based Wi-Fi cards.

If the board used is a MosChip Combo EVB, the user can plug in the above listed chipset
based PCIl Wi-Fi cards into the PCI Host slots of MCS8140 Evaluation Boards to convert
it into a Wireless USB Server.

5.2. Appendix A: Accessing MCS8140 NAS in Windows Vista:

For accessing MCS 8140 NAS box In Windows Vista Ultimate and Home Edition please
refer to the Appendix section of MCS8140 NAS User Manual.

5.3. Appendix B:

For Setting up IP Security on Windows XP please refer to the Appendix section of
MCS8140 NAS User Manual.

5.4. Support:

Contact support-8140@moschip.com for any other technical details.
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Important notice

MosChip products are not authorized for use as critical components in life support
devices or systems. The use of MosChip Semiconductor Technology LTD’s products in

such devices or systems is done so fully at the customer risk and liability.

MosChip Semiconductor Technology, LTD believes the information in this document to
be accurate and reliable but assumes no responsibility for any errors or omissions that
may have occurred in its generation or printing. The information contained herein is
subject to change without notice and no responsibility is assumed by MosChip
Semiconductor Technology, LTD to update or keep current the information contained in
this document, nor for its use or for infringement of patent or other rights of third parties.
MosChip Semiconductor Technology, LTD does not warrant or represent that any

license, either expressed or implied, is granted to the use.
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